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Abstract

Modern cryptography is deeply founded on mathematical theory and vecto-
rial Boolean functions play an important role in it. In this context, some cryp-
tographic properties of Boolean functions are defined. In simple terms, these
properties evaluate the quality of the cryptographic algorithm in which the
functions are implemented.

One cryptographic property is the differential uniformity, introduced by Ny-
berg in 1993. This property is related to the differential attack, introduced by
Biham and Shamir in 1990. The corresponding optimal functions are called
Almost Perfect Nonlinear functions, shortly APN. APN functions have been con-
structed, studied and classified up to equivalence relations. Very important is
their classification in infinite families, i.e. constructing APN functions that are
defined for infinitely many dimensions. In spite of an intensive study of these
maps, many fundamental problems related to APN functions are still open and
relatively few infinite families are known so far.

In this thesis we present some constructions of APN functions and study
some of their properties. Specifically, we consider a known construction,
L1(x3) + Lo(x?) with L; and L, linear maps, and we introduce two new con-
structions, the isotopic shift and the generalised isotopic shift. In particular,
using the two isotopic shift constructing techniques, in dimensions 8 and 9 we
obtain new APN functions and we cover many unclassified cases of APN maps.
Here new stands for inequivalent (in respect to the so-called CCZ-equivalence)
to already known ones.

Afterwards, we study two infinite families of APN functions and their gen-
eralisations. We show that all these families are equivalent to each other and
they are included in another known family. For many years it was not known
whether all the constructed infinite families of APN maps were pairwise in-
equivalent. With our work, we reduce the list to those inequivalent to each

other.
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Furthermore, we consider optimal functions with respect to the differen-
tial uniformity in fields of odd characteristic. These functions, called planar,
have been valuable for the construction of new commutative semifields. Pla-
nar functions present often a close connection with APN maps. Indeed, the
idea behind the isotopic shift construction comes from the study of isotopic
equivalence, which is defined for quadratic planar functions. We completely
characterise the mentioned equivalence by means of the isotopic shift and the
extended affine equivalence. We show that the isotopic shift construction leads
also to inequivalent planar functions and we analyse some particular cases of
this construction.

Finally, we study another cryptographic property, the boomerang uniformity,
introduced by Cid et al. in 2018. This property is related to the boomerang attack,
presented by Wagner in 1999. Here, we study the boomerang uniformity for

some known classes of permutation polynomials.
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Chapter 1

Introduction

Vectorial Boolean functions are fundamental objects in mathematics and infor-
mation theory. These functions take as an input a sequence of n bits and output
a sequence of m bits. One of the important applications of Boolean functions
is modern cryptography and, in this context, some cryptographic properties
of Boolean functions have been defined. Interestingly, functions with optimal
cryptographic properties define optimal objects in many domains of mathe-
matics and information theory, such as coding theory [44], projective geometry
[104] and the theory of commutative semifields [49]. Hence, solutions for prob-
lems of optimal cryptographic functions contribute to all these domains.

For a prime number p and positive integers n,m, an (n,m, p)-function F is
a map from ]F; to ]F’r’f, where ]F’; is identified with Fyn when m = n. When
p equals 2 we call F an (n,m)-function or a vectorial Boolean function. We
focus on (n,n)-functions, which is the most interesting case for cryptographic
applications. The differential uniformity is an important cryptographic property
connected to the differential attack [12]: an (n,1)-function F is differentially ¢-
uniform if the equation F(x +a) + F(x) = b admits at most ¢ solutions for every
non-zero 4 and every b in [Fp». Optimal functions with respect to differential
attacks have the smallest possible differential uniformity, thatis § = 2, and they
are called almost perfect nonlinear (APN).

Differential uniformity is invariant under linear, affine, extended affine and
CCZ-equivalence. The equivalence relations are listed in increasing order of
generality. Two (n,n)-functions are called affine (linear) equivalent if one is
equal to the other one, composed on the left and on the right with affine (lin-
ear) permutations. They are called extended affine equivalent (EA-equivalent)
if one is affine equivalent to the sum of the other one with an affine function.

They are called Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if their
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graphs are affine equivalent, where the graph of an (1, 1)-function F is the set
{(x,F(x)) : x € Fan}. Each of these equivalence relations has different appli-
cations, and much work has been done on the classification of functions with
respect to these equivalences, see for instance [20, 21, 36, 53]. In spite of that,
many important problems are still open.

The classification of APN functions over Fp» with respect to EA and CCZ-
equivalence is complete only for n <5 [21]. Moreover, there are only a few
classes of APN functions known. Up to now there are 6 known infinite families
of APN power functions (see Table 2.1) with the last family being constructed
in 2001 [61]. In 2008 some inequivalences between these families were shown
[28] and only in 2016 it was proved that in general these families are all CCZ-
inequivalent [54, 106]. It is conjectured that the list of APN power functions is
complete up to CCZ-equivalence [59].

For many years it was believed that all APN functions were EA-equivalent
to power functions. It was only in 2006 that the first classes of APN func-
tions EA-inequivalent to power functions were constructed by applying CCZ-
equivalence to power APN maps [32]. The first infinite families of APN polyno-
mials CCZ-inequivalent to power mappings were constructed in 2008 as a sum
of two quadratic power APN functions [29]. Since then, few infinite families
of quadratic APN polynomials have been constructed, see Table 2.2. Several
methods for constructing quadratic APN functions have also been proposed;
they led to the discovery of many new instances of APN functions in fields
of small dimension [66, 102, 109]. In particular, for 6 < n <9 there are large
lists of CCZ-inequivalent quadratic APN functions that have not yet been clas-
sified into infinite families. Remarkably, all known APN functions are CCZ-
equivalent to power or quadratic functions, with only a single exception in
dimension six [21, 66]. Constructing an infinite family of such functions is still
an open problem.

This work is primarily dedicated to the analysis, construction and classifica-
tion of APN functions. In particular, it focuses on quadratic APN maps. Three
of the known classes of quadratic APN polynomials, constructed in [30, 31],

Fi(x) =x3 + a_lTrn(a3x9),

F(x) =x° +a 1T (a®x° + a®x'?),

F3(x) =x% 4+ a1Trd (a®x'8 + a12x%9),



were obtained by investigating functions of the form Li(x3) + Ly(x?), with L;
and L linear. The properties given in [30, 31] do not completely characterise
APN functions of that type. In this thesis, we further investigate the APN prop-
erty of maps of this form. For small dimensions, we computationally verify that
all APN maps of the form L;(x%) + x° belong to the CCZ-class of an already
known function. We show also that the extended Walsh spectrum of any APN
map L1 (x®) + Lo(x”) admits at most 5 values and that, for n odd and divisible
by 3, L; must be a permutation. We analyse the lists of known APN functions
presented in [66] and show that several of them are of the form Ly (x3) + Ly (x?).

Another important question in the study of cryptographically significant
vectorial Boolean functions is the existence of an equivalence notion that pre-
serves the differential uniformity and is more general than CCZ-equivalence.
Equivalence notions are important since they make the study of APN functions
simpler, reducing the list of all APN functions to one representative function for
each equivalence class. Moreover, equivalence notions are construction meth-
ods for optimal Boolean functions; by applying an equivalence transformation
to an APN function we obtain a (different) APN function. When considering
a special class of quadratic (1,7, p)-functions with p odd, such a notion does
exist. It is called isotopic equivalence and is defined for quadratic planar func-
tions, where a function F is planar if the equation F(x +a) — F(x) = b has at
most one solution for every non-zero 4 and every b in IF;». Isotopic equivalence
is known to be more general than CCZ-equivalence [33] and, for planar func-
tions, CCZ-equivalence coincides with EA-equivalence [33]. Isotopic equiva-
lence cannot be extended directly to APN functions in fields of even character-
istic. We study this equivalence and try to find an analogue for (1, 1)-functions.
As a result we obtain a new construction method for APN functions, which we
call isotopic shift construction. Whether it can lead to an equivalence relation, by

finding more restrictions, is a matter of further investigations.

For two (n,n, p)-functions F and L, we define the isotopic shift of F by L as
the map F(x) = F(x+ L(x)) — F(x) — F(L(x)). In this work we show that iso-
topic equivalence can be simply described by means of the isotopic shift: given
two isotopic equivalent quadratic planar functions F and G, there exists a lin-
ear permutation L such that G is EA-equivalent to F;. There is a connection
between quadratic planar functions in odd characteristic and quadratic APN

functions in even characteristic. In the past years, families of quadratic planar
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maps have been constructed by extension of known classes of quadratic APN
families [33, 111]. The same has also been done in the opposite direction [112].
Motivated by the fact that for p odd the isotopic shift is a construction method
for CCZ-inequivalent planar maps, in this work we investigate the isotopic
shift construction for APN (1, n)-functions. We show that, for a quadratic map
F and a linear map L, F; is APN only if L is either a permutation or 2-to-1. We
give some constructions of APN functions F; when F is a Gold-like map, that
is Fr(x) = xziL(x) + xL(x)zi, in particular for n = km and L a 2"-linear map.
This particular construction provides a new CCZ-inequivalent APN function
for n = 9. We also show computationally that for any two quadratic APN func-
tions F and G over FFy, there exist a linear permutation L and a linear 2-to-1

map L' such that F; and F;, are EA-equivalent to G.

Further, we generalise the concept of isotopic shift in two different ways.
First, we consider an isotopic shift applied to Gold-like functions and we allow
the construction to use two different linear maps L and Ly, that is xZiL1(x) +
ng(x)zi. We study the APNness of these quadratic functions when L; and
L, are 2™-linear and we experimentally search for functions of this form in
dimensions 8 and 9. For n = 8, we cover with this construction several APN
functions given in [66, 102] which have not been previously identified as part of
any APN family. For n =9, we obtain 15 new CCZ-inequivalent APN functions
and, in addition, cover the only known example in this dimension of an APN
function which has not been previously identified as part of an APN family.

As a second generalisation, we consider the function F; with L not necessar-
ily linear. When # is even and L has coefficients in IF», we prove that F; cannot
be APN. We show that for odd n and any known APN power function F other
than the Dobbertin function, there exist a monomial L and a Gold function
x2+1 such that ¥ L(x) + xL(x)? is EA-equivalent to F. Further investigation

on the isotopic shift construction is a topic for future research.

In connection to the problem of determining whether two functions are
equivalent, we introduce a new invariant for EA-equivalence. This invari-
ant is particularly useful when studying quadratic APN functions since two
quadratic APN functions are CCZ-equivalent if and only if they are EA-
equivalent [105]. Hence, for quadratic APN maps, an EA-invariant is also a
CCZ-invariant. For an (n,n)-function F we define S(F) to be the set of all ele-

ments b such that the Walsh transform of F evaluated at (a,b) is zero for some



element a. We show that the number of [F,-vector subspaces of certain dimen-
sion contained in S(F) is EA-invariant.

As already mentioned, an important aspect in the study of APN functions
is their classification. Few classes of quadratic APN multinomials are known.
Unlike for the classes of APN power functions, there are not many theoretical
proofs of their inequivalence. Indeed, proving CCZ-inequivalence is a rather
difficult problem. Some inequivalences are shown computationally for small
dimensions [35]. The problem of determining whether all the constructed fam-
ilies are pairwise inequivalent was left open despite such results. In this work,

we consider two families introduced in [17, 26],

o2 2 n dxzm(22i+2i), (C3)
m—1 i i

cx?" 1 4 Z yexZ BMHL) gy 2T g g2 22 (C11)
s=1

The computational work presented in [35] shows that in small dimensions the
APN maps arising from family (C3) are CCZ-equivalent to the APN maps aris-
ing from family (C11). We show theoretically that, indeed, the two families
are EA-equivalent. We consider also two generalisations of these families pre-
sented in [62]:

m—1 - o
ex?" 4 Y ,le2’(2’"+1) 42 gy 22, (C3%)
1=1

—1 o _
ex? 1 4 mZ: 71x21(2m+1) + L(dx? 2 4 g?" 2" 242, (C11%)
I=1
The families (C3*) and (C11%) also coincide with the original families. Further,
we prove that all the mentioned classes are contained in the family of APN

hexanomials introduced in [26]:
AxZ @MY 2L 2L | 2M(24]) | 27T (2T 2 (C4)

According to the table of CCZ-inequivalent functions which arise from known
APN families (in dimensions up to 11) [35], the remaining families of APN
functions are pairwise inequivalent in general. Thus, we are able to reduce
the list of known families of quadratic APN multinomials to pairwise CCZ-
inequivalent families.

Going back to the isotopic shift construction in fields of odd characteristic,
we have already mentioned that it completely characterises the isotopic equiva-

lence of quadratic planar functions (up to EA-equivalence). In particular, when
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restricting to CCZ-equivalence (which coincides with EA-equivalence for pla-
nar maps), the characterisation is trivially verified. Indeed, for a quadratic
planar function F, every function CCZ-equivalent to F is EA-equivalent to F
where L is the identity map. Surprisingly, two functions connected by isotopic
shift are not necessarily isotopic equivalent. Moreover, if F is planar, then Fy
is not necessarily planar. We show that an isotopic shift with a linear map L is
planar only if L is a permutation. A simple example of an isotopic shift leading
to isotopic inequivalent functions is the following. Considering over IF,» the
planar function F(x) = x? and a linear permutation L(x) = x¥, the resulting
function Fy (x) = 227 +1 i planar only if n/ged(n,]) is odd and it is not iso-
topic equivalent to the original function F. This is encouraging, meaning that
the isotopic shift is not only a useful tool for constructing new APN functions,
but it may also lead to new planar functions. Some of the studies performed
for APN functions in even characteristic are translated to the case of planar
functions in odd characteristic. We study the generalised isotopic shift starting
from an Albert-like map, that is Ll(x)pix + L2(x)xpi, and obtain similar con-
structions with p™-linear polynomials. Some equivalence results are obtained
when the starting function is x?: for n = 3m all planar functions of the form

x(xP" + AxP" + Bx) with A, B in IF,m are affine equivalent to either x? or to
m
xP" L

Finally, a chapter is dedicated to the boomerang uniformity. This crypto-
graphic property was introduced in 2018 [16, 46] and is connected to the
boomerang attack [101]. A permutation F has boomerang uniformity g if for
any non-zero elements a,b the equation F~1(F(x) +b) + F ' (F(x +a) +b) =a
admits at most B solutions. The boomerang uniformity is invariant only un-
der affine equivalence and inverse transformation. The value of B is always
greater than or equal to the differential uniformity of F. Optimal functions
with respect to boomerang uniformity are for p = 2 and they coincide with
APN functions. Hence APN permutations are optimal with respect to both
differential and boomerang uniformity. Unfortunately, APN permutations are
difficult to discover: very few classes are known for n odd (these consist of all
power APN functions and the APN binomials in [29]) and only a single func-
tion is known for #n even (discovered in 2009 for n = 6 [23]). The search for and
the construction of APN permutations is often referred to as the big APN prob-

lem. Another class of good functions are differentially 4-uniform permutations



with boomerang uniformity 4. The boomerang uniformity has been already
studied for some primary constructions of differentially 4-uniform permuta-
tions (for n even). In particular, the Gold function, the inverse function and
the Bracken-Tan-Tan function [16, 91] have boomerang uniformity 4 only when
the dimension 7 is not a multiple of 4. The other primary constructions are the
Kasami function and the Bracken-Leander function. The boomerang unifor-
mity of these maps is more complicated to study. In this work, we investigate
the Bracken-Leander permutation X2 4241 [18]. We show that its boomerang
uniformity is upper bounded by 24 and that, in small dimensions, the bound
can be attained. Determining the boomerang uniformity of the Kasami func-
tion is still an open problem. Other differentially 4-uniform permutations have
been obtained by modifying the inverse function [85, 108]. We study these
functions and we show that when swapping two points in the inverse func-
tion the boomerang uniformity S is either 6, 8 or 10, and when swapping three

points (all points in [F4) B is either 6 or 8.

Structure of the thesis. In Chapter 2 we give preliminary notions on cryp-
tography and on Boolean and discrete functions, providing the necessary back-
ground for the following chapters. In Chapter 3 we study quadratic APN func-
tions of the particular form L;(x3) + L(x®) where L; and L, are linear maps.
In Chapter 4 we introduce the notion of linear isotopic shift and we construct
and study APN functions through it. Chapter 5 studies some possible gener-
alisations of this construction. In Chapter 6 we analyse some known infinite
families of quadratic APN maps and show that they are all equivalent to each
other. In Chapter 7 we consider functions defined over fields of odd charac-
teristic and we study the isotopic shift construction in relation to planar maps.
In Chapter 8 we analyse the boomerang uniformity of some permutation poly-
nomials: the Bracken-Leander map and some cases of the modified inverse

function.
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Chapter 2

Preliminaries

Boolean functions and vectorial Boolean functions are basic mathematical ob-
jects: functions that take as an input a sequence of n bits and give as an output
a sequence of m bits. Regardless of their simplicity, they have a fundamen-
tal role in many research areas and they are one of the most studied objects in
pure and applied mathematics and in computer science. One of such areas is

modern cryptography.

21 Cryptography and cryptographic primitives

In this section we give a brief introduction to cryptography. We focus in par-
ticular on block ciphers and on two attacks on block ciphers: the differential
attack and the boomerang attack. This section is based on the following refer-
ences [77,97, 100].

Cryptography is a tool that can be used to achieve different security goals
when communicating and exchanging information; its strength relies on the
hardness of solving some mathematical problems. The need of secure commu-
nication has been present since the ancient times. One of the first examples
of employment of cryptography is by Julius Caesar who used the now-called
“Caesar cipher” to secretly communicate information. More recently, during
World War II, the Enigma machine was used to securely establish communi-
cation within the German army. In nowadays society, the need of secure com-
munication is not related to military and government communications only,
but it impacts our everyday life. Cryptography has drastically evolved due to
the technological advancement of the last century. All old ciphers cannot be

securely used anymore. They are vulnerable since the difficult mathematical
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problems upon which they rely can be easily solved with a powerful enough
computer; sometimes even a personal computer is enough. Hence, modern
cryptography combines mathematical knowledge and computer science exper-
tise to design new hard problems.

One of the basic elements in cryptography is a cipher, which can be thought
of as an algorithm to encrypt and decrypt information using two keys, i.e. to
respectively make intelligible information into non-intelligible and vice-versa.
Assume that two persons want to exchange a secret message. Then, the sender
will encrypt the message, also called plaintext, using the encryption key and
send it through an insecure channel. The receiver will take the encrypted mes-

sage, also called ciphertext, and decrypt it with the decryption key. It is con-

plaintext ciphertext plaintext

—| Encryption E »| Decryption D |[——

Encryption key kg Decryption key kp

Figure 2.1: A cipher’s operating principle

sidered a good practice that the operations involved in the encryption and de-
cryption algorithms are public. The decryption key involved is the only secret
information. This assumption is also known as Kerckhoffs’s principle [79]. A
cryptosystem is characterised by the following:

e P is the set of possible plaintexts,
* Cis the set of possible ciphertexts,
¢ X is the set of possible encryption and decryption keys,

e for any (kg kp) € X the encryption and decryption functions are respec-
tively

EkE :P—Cand DkD : € — P such that DkD o EkE = Idyp.
Cryptography can be classified into symmetric cryptography and asymmet-

ric cryptography. In symmetric cryptography the encryption and decryption keys
are the same, k = kg = kp. The key is supposed to be known only by the sender
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and the receiver. One of the drawbacks of these cryptosystems is that the two
parties need to agree on the shared secret key in a secure way before exchang-
ing information. Symmetric-key ciphers are implemented as either stream ci-
phers or block ciphers.

In asymmetric cryptography or public-key cryptography there are two different
keys, one that is public and one that is private. The public key can be freely
distributed without affecting the security. The private key has to be known
only by the owner. In these cryptosystems, the public key is used for encryp-
tion and the private key is used for decryption. Anybody can then encrypt a
message but only the receiver, who owns the private key, is able to decrypt it.
Asymmetric cryptography does not require previously shared keys to establish
secure communication. Hence, it can be also used to securely agree on the se-
cret key for a symmetric cryptosystem. However, it has some drawbacks. For
instance, it requires larger keys and the efficiency of encryption/decryption
is lower compared to the symmetric counterpart. Symmetric cryptography is
then preferred for encrypting large amounts of information.

In this thesis we will focus on studying objects that can be applied in sym-
metric cryptography. In the following we give a brief introduction to stream

ciphers, block ciphers and on some attacks on block ciphers.

2.1.1 Stream ciphers

Stream ciphers are based on the so-called Vernam cipher. The Vernam cipher is
a simple cipher in which the plaintext is seen as a stream of elements and it is
combined element-wise with the secret key k, which is another stream of ele-
ments. Assume for example that plaintexts, ciphertexts and keys are sequences

of n bits. Then the encryption function operates as follows:
c=Ex(m)=mak,

where @ is the bitwise addition. The decryption acts in the same way, m =
Dy (c) = ¢ @ k. For the Vernam cipher, the secret key has the same length as the
secret message. This cipher offers unconditional security!, assuming that the

key is selected at random and renewed at every different encryption. However,

1The concept of unconditional security, or perfect secrecy, was formalised by Shannon in [96]. It is
assumed that the attacker has an infinite computational power and still no information on the plaintext
can be obtained, given the corresponding ciphertext. The following relation is satisfied: for every p € P
andc €€, Pr(X=p|Y=c)=Pr(X=p).
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this is not feasible in practical applications. To overcome this problem, pseudo-
random generators are used to generate a key stream, which is a sequence that
is used instead of the random key. The pseudo-random generator uses a se-
cret key to generate the key stream. This secret key is of a fixed length and

corresponds to the key k in the definition of cryptosystem above.

2.1.2 Block ciphers

Block ciphers are among the most extensively used cryptographic primitives.
They combine simple operations to construct a complex encryption transfor-
mation. This concept has its roots in Shannon’s paper [96] connecting cryptog-
raphy with information theory. Shannon’s idea was to apply simple compo-
nents iteratively in a number of rounds to substantiate the so-called confusion
and diffusion of data. Feistel, Notz and Smith were the first to implement Shan-
non’s concepts in a practical architecture [67, 68] .

Block ciphers encrypt and decrypt blocks of data of fixed length. The mes-
sage m € P is split into blocks as m = my,my, ..., m,;, where each m; is a sequence
of n bits. Each block is encrypted using the secret key k, ¢; = Ex(m;), and the
encrypted message c is obtained as ¢ = cy,¢», ..., ¢y, see Figure 2.2. The cipher-

plaintext V| ma | | me my |
k k k
NN \
E E E
Ciphcrtcxt: c1 c2 e |

Figure 2.2: Block cipher’s model

text is then decrypted by inverting the process. Most modern block ciphers are
iterative ciphers: they are designed as the composition of a finite number N of
rounds,

_ N 2 1
Ek_TkNO"'OTkZOTkl'

The mappings involved in the rounds are vectorial Boolean functions. The j-

th round takes as input the output of the previous round (j — 1) and a key k;,
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called round key. In general, the operation involving the round key is a bit-
wise sum. The round keys are generated from the original secret key k by a key
scheduling algorithm. Usually, every round consists of a non-linear substitu-
tion operation, called S-box, and a permutation. The S-box acts on disjoint parts
of the input, whereas the permutation is generally a linear transformation and
acts on the entire input. The goal of the S-box is to provide “confusion” inside
the algorithm, i.e. to make the relationship between plaintext, ciphertext and
key very complicated. The “diffusion” property is instead achieved by the per-
mutation whose goal is to spread out the influence of any minor modifications
of the input (plaintext or key) over all outputs.

As an example, Figure 2.3 describes an intermediate round of the Advanced
Encryption Standard (AES) [52], a widely used block cipher. The figure depicts
AES in its 128-bit version. The input block is a string of 128 bits that is divided
into 16 sub-strings of 8 bits. The S-box is the concatenation of 16 sub-S-boxes
that operate on 8 bits. In this block cipher, the S-boxes have to be bijective (so
the output of each S-box is an 8-bit string). This allows to invert the process
and make the decryption possible.

Figure 2.3: An AES round

2.1.3 On some attacks on block ciphers

Attacks on block ciphers can be classified according to the goal of the attacker.
For example, in a key recovery attack the objective is to get the secret key. In a
distinguishing attack, the goal is to distinguish whether the output is a random

sequence or the result of the encryption process.
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Attacks can also be classified based on the amount of information that the

adversary has access to. In this case, three different models are defined.

® The black-box attacker model. In this scenario we assume that the attacker
has complete knowledge of the algorithm used for encrypting (and de-
crypting) but it has no knowledge of the key used. We assume that the
attacker can observe some pairs of inputs and/or corresponding outputs
but he has no further knowledge beyond it. In some scenarios we assume
furthermore that the attacker can choose the value of some inputs or out-
puts. Until recently, this model was the only one considered by cryptog-

raphers.

* The gray-box attacker model. An attack belonging to this model is also
called a side-channel attack. In this scenario, the adversary has physical
access to the device which performs the cryptographic operations. There-
fore all the side channel information leaked during the execution of the
algorithm can be collected and analysed. The leakages can correspond to
power consumption, temperature change, running-time, electromagnetic
emanation, etc. Usually, the attacker tries to perform an attack on the first

or the last round of the block cipher.

* The white-box attacker model. In this scenario the attacker has knowledge of
every information except the secret key. This includes all the intermediate
values of the algorithms. The set of the intermediate values of a block
cipher consists of the outputs of each function involved in every round of
the block cipher.

Different techniques are required to make a block cipher robust against attacks
from different models. In general, the security of a block cipher strongly de-
pends on the S-boxes implemented in the algorithms. Many scientists and re-
searchers have focused their work on these functions with particular interest
on good cryptographic properties. They defined mathematical properties of
the S-box that measure its resistance, and therefore that of the entire cipher, to
some of these attacks. In the following we give a brief idea of two attacks from
the black-box model, which have a connection with the work presented in the

next chapters.
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The differential attack, introduced by Biham and Shamir [12] in 1990, is
among the most efficient attacks on block ciphers. The attack is based on the
study of how differences between two inputs can affect the resulting differ-
ences at the output. To be effective, it assumes that there exists an ordered
pair (a,b), a # 0, of sequences of bits satisfying the following property: for m
a random block of the plaintext, ¢ = Ex(m) and ¢’ = Ex(m @ a), the sequence
¢ @ ¢’ has a larger probability to equal b than if ¢ and ¢’ are sequences of bits
randomly chosen. In [92] Nyberg introduced the notion of differential unifor-
mity, which measures the resistance of an S-box to this attack. The smaller the
differential uniformity, the better resistance the S-box has. Such property is
obtained by studying the behaviour of the S-box S in the situation described
in Figure 2.4. Boolean functions that achieve the best resistance are called al-

Pr(S(z & a) & S(x) = b
S(x) S(r®a)

Figure 2.4: The differential attack at the S-box level

most perfect nonlinear, shortly APN. The role of APN functions is not restricted
only to cryptography. For example, in coding theory such optimal functions
define optimal, in a certain sense, binary error correcting codes [44]. In pro-
jective geometry, quadratic APN functions define dual hyperovals [104] and
they also have connections with the theory of commutative semifields [49]. For
functions defined over fields of odd characteristic, optimal differential unifor-

mity is achieved by perfect nonlinear (PN) functions, also called planar functions.

In 1999 Wagner [101] introduced the boomerang attack, an important crypt-
analysis technique against block ciphers. This attack can be seen as an exten-
sion of the differential attack. In fact, it combines two differentials for the upper
part and the lower part of the cipher. More precisely, the cipher E is considered

as the composition of two sub-ciphers E; and E;. For E; the attacker considers
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a differential (a,d) with probability p, for E; a differential (c,b) with probabil-
ity g, see Figure 2.5. Then the attack is based on the following estimation of

probability:
Pr[E7Y(E(x) ®b) ® E"Y(E(x ® a) b)) = a] = p°q°. (2.1)

Since Wagner’s seminal paper, many improvements and variations of boomerang
attacks have been proposed (see for instance [11, 13, 78]). One of them is the
sandwich attack, proposed in [63]. In this attack the cipher is further decom-
posed as E = Ej o E;; o Eq, where Ey; is typically one round (or one S-box layer)
of the cipher, see Figure 2.6. Then the sandwich attack is based on the estima-

’
m m&a m’ m' ®a

4 -
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m - meda L} m meda
P I I bt R bR ' @d
_______________________ * a ‘
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B —\ B (s Y o
yoc y &
—/ ¢ Bz — ¢ 2 Lmmmmmm ;/:————1/ ——————— rdd L7
= = ‘ ,'/ ¥ P
--------------- ,

E(m) E(m®a) E(m) E(m®a)
Figure 2.5: The boomerang attack Figure 2.6: The sandwich attack
tion of probability in (2.1) multiplied by
Pr(Ey" (Em(x) @ ¢) ® Ey' (Em(x @ d) @ c) = d). 22)

In order to evaluate the feasibility of boomerang-style attacks, Cid et al. in-
troduced in EUROCRYPT 2018 [46] a new cryptanalysis tool: the Boomerang
Connectivity Table (BCT). Later in 2018, Boura and Canteaut [16] introduced a
parameter for cryptographic S-boxes called boomerang uniformity. It is defined
as the maximum value in the BCT and it measures the resistance of the S-box
against the boomerang attack. Figure 2.7 shows how the BCT at entry (a,b)

is obtained for an invertible S-box S. Notice that it corresponds to the proba-
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S(x®a)

Figure 2.7: Computation of the BCT at point (a,b) for an S-box S

bility studied in (2.2) when E;,; is an S-box. There is a strong relation between
boomerang and differential uniformity. The former is always bigger than or
equal to the latter and functions with optimal differential uniformity also have

optimal boomerang uniformity.

Another rather powerful attack on symmetric cryptosystems is the linear
attack, see [88]. This attack is effective when it is possible to find good linear
approximations to the cipher up to a certain number of rounds. The nonlinear-

ity property evaluates the resistance of the S-box to such attack.

As already mentioned, optimal cryptographic functions, are often optimal
for other mathematical fields as well. Hence studying and getting a better un-
derstanding of such functions can lead to important results in other research
areas. The work of this thesis is focused on the differential uniformity prop-
erty and on the boomerang uniformity property. In particular it focuses on the

study of optimal vectorial Boolean functions with respect to these properties.

2.2 Functions over finite fields

We present here necessary mathematical notions for understanding the con-
tent of the next chapters. Even though most of the results presented in this
work concern finite fields of even characteristic, we prefer to introduce many
mathematical objects in their general definition. This is done in particular for

definitions that will be used also for the case of finite fields of odd characteris-
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tic in Chapter 7.

For p a prime number and 7 a positive integer, we define IF,» the finite field
with p" elements, and FF); the n-dimensional vector space over Iy, where an
element A € ]Fg is of the form A = (A4,...,A,). The p-weight of A € ]F’; is the
integer wy(A) = Y1 A;. Instead, the p-weight of a positive integer k < p" —11is
the p-weight of the p-ary expansion Z?:_Ol p'k; of k, thatis wy (ko, ..., ky—1). With
IFy, = ({) we denote the multiplicative subgroup of IFn, where  is a primitive

p
element. In general, for any set E, E* denotes its subset E \ {0}.

Definition 2.1. An (n,m, p)-function, or a vectorial function, is a map F from the
vector space I}, to the vector space ). When p = 2, such function is simply called an

(n,m)-function or a vectorial Boolean function.

Remark 2.1. We assume here and in the next chapters that, when referring to an
(n,m, p)-function, we have m < n.

When m = 1, the function is usually denoted by a lower case f and it is
called a Boolean function when p = 2. In this last case we call f also an n-variable
Boolean function.

An (n,m, p)-function F can be seen as a vector of (1,1, p)-functions:

F=(f1,--,fm),

where fi,...,fm are (n,1,p)-functions called the coordinates of F. Given an
element A € ]F’;f, A # 0, the A-component of F is the (1,1, p)-function

m
fa=A-FE=Y Aifi.
i

A vectorial function admits different representations. The algebraic normal form,
shortly ANF, of an (1,m, p)-function F is its representation as a polynomial with
coefficients in ]F;”. Hence the ANF representation of F € ]FZ1 [x1,...,%5] is of the

form

n
F(x1,...,x0) = Y, ay] [}, witha, € ).
uelFj i=1
The algebraic degree of F, denoted as deg(F), is the maximum value in the set
{wp(u) :u € Fy s.t. ay # (0,...,0)} and it corresponds to the maximum alge-

braic degree of the coordinate functions of F.
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The value set or image set of F is denoted by Im(F), i.e. Im(F) = {F(c) :c €
F7}, and the set of roots of F over [F} is denoted by Ker(F). When m = n the
polynomial F is a permutation polynomial (PP) over F}, if Im(F) = Fj, and itis a
complete mapping over IFy, if both F and F + Id are PPs. With Id we indicate the
identity map, i.e. Id(u) = u for every u € IF}.

An (n,m, p)-function is called balanced if it takes every value of IF) the same
number p"~" of times. It is equivalent to have all the non-zero components
balanced. Obviously, for m = 1, balanced functions are the permutations of IFy,.

When m = n the univariate polynomial representation is often used. Indeed, the
vector space IF)) is identified with the finite field IF,, and a function F : Fpn —
Fyn admits a unique representation as a polynomial over [Fy» of degree at most

p'—1,
pﬂfl

Fix)=)_ a;x', with a; € IFpn.
i=0
In this case the algebraic degree can be expressed using the p-weight of the
exponents. It corresponds to the maximal p-weight of i such that a; # 0, see
[42, p. 404] for the case p = 2.

Given an (n,n, p)-function F, we call F
o p"-linear or a p"-polynomial, for m a positive divisor of #, if it is of the form
F(x)= Z?:/(')"_l a;xP", with a; € Fyr;
o linear if it is of the form F(x) = Y1 a;x?, with a; € Fpn;
* affine if it is the sum of a linear function and a constant;
e DO polynomial (Dembowski-Ostrom polynomial) if it is of the form F(x) =
sz’:lo aijxplﬂ’], with a;; € Fpn (if p = 2 then i < j);
e quadratic if it is the sum of a DO polynomial and an affine function.?
A well-known example of linear function is the trace function that maps IFyn
into [Fp:
2 1 g
Tro(x) =Tr(x) =x+xP +xP +... 2V =) x.
k=0
For m a positive divisor of 1, the map Try' denotes the trace function from IF

into ]Fpml

n/m—1)m

T (x) = Te" (x) = x + xP" P

2 Affine functions and quadratic functions have algebraic degree at most one and two respectively.
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For the univariate representation, the A-component of F is the map f, = Tr(AF).

Remark 2.2. If m is a positive divisor of n, then a map F : Fyn — Fym admits a
univariate polynomial representation since it can be viewed as a function from IFyn to
itself.

2.2.1 The differential uniformity

Definition 2.2. For an (n,m, p)-function F and (a,b) € I} x !, let 5p(a,b) be the
number of solutions of the equation F(x 4+ a) — F(x) = b. Then the value

of = Op(a,b 2.3
F ae]Fﬁ{?Oa}),(be]FZ’ 1:(11 ) 23)

is called the differential uniformity of F and F is said to be differentially Jr-
uniform. The function

Ap(x,y) =F(x+y) — F(x) = F(y) € F}/[x,y]
is called the difference operator of F and the map

D,F(x) =F(x+a)— F(x) = Ap(x,a) + F(a)
is the derivative of F in the direction of a.

When the map F, considered in its univariate polynomial representation, is
a power function, then the differential uniformity can be computed by fixing
a=1.Indeed, for F(x) = x4, D,F(x) = (x+a)? —x?=a[(2 + 1)d — (%)d] The

number of solutions of D,F(x) = b equals the number of solutions of D1 F(x) =

b
ad”

Differential uniformity measures the resistance of F, used as an S-box inside
a cryptosystem, to the differential attack. To achieve a good resistance, the
value of dr has to be small. Hence the best resistance is achieved when ér =
p" ™ and in this case the function F is called perfect nonlinear (PN). A function
F is perfect nonlinear if and only if all its derivatives, except the one in the
zero direction, are balanced, see Proposition 9.3 in [42] for the case p = 2. For
m = n such functions, with ér = 1, that is, with all non-zero derivatives being
permutations, are also called planar.

Clearly, for p = 2, the smallest value achievable for (n,n)-functions is 2. In-
deed if x’ is a solution of D,F(x) = b, also x’ 4 a satisfies the equation. In even
characteristic, functions that achieve the best resistance are called almost perfect
nonlinear (APN).
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2.2.2 Equivalence relations

In order to study vectorial functions, it is important to use equivalence rela-
tions. This is especially true since the number of functions is so huge that it is
not feasible to analyse each function. In this situation, it is easier to divide the
set of all functions into equivalence classes and, for each class, study the prop-
erties of one representative function. For example, the total number of (1,1)-
functions is (2")%" but, when considering an equivalence relation, the number
of classes may be considerably smaller. Even for small dimensions the equiv-
alence relations give us a big advantage. Indeed for n = 4 there are in total
204 (4,4)-functions but, for the case of EA-equivalence, it has been computed
that there are only 4713 different classes, see [20]. Since we are mainly inter-
ested in studying the differential property of vectorial functions, we introduce
equivalence relations that preserve the differential uniformity.

Given F, F’ two functions from IF’;, to ]FZ@ they are called

e linear equivalent if F' = Ay o F o Ay, for Ay, A linear permutations of ]FZ1
and IF}, respectively;

e affine equivalent if F/ = Ay o F o Ay, for A1, A, affine permutations of ]Fg
and IFj respectively;

e extended affine equivalent (EA-equivalent) if F' = F” + A, for A (n,m,p)-

affine map and F” (n,m, p)-function affine equivalent to F;

* Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent [44]) if there exists an
affine permutation £ of Fj) x F) that maps the graph of F into the graph
of F/ (£(Tr) =Tp), where Tp = {(x,F(x)) : x € Fp} and Tpr = {(x,F'(x)) :
x e Fy}.

These relations are connected to each other: linear equivalence is a particular
case of affine equivalence, affine equivalence is contained in EA-equivalence
and EA-equivalence is contained in CCZ-equivalence. Moreover, every per-
mutation is CCZ-equivalent to its inverse, while, in general, a permutation and
its inverse are not EA-equivalent. When a function is not affine, its algebraic
degree is preserved via EA-equivalence but not via CCZ-equivalence. CCZ-
equivalence is so far the most general notion of equivalence for which the dif-
ferential uniformity is an invariant. Indeed, it has been proved to be more gen-

eral than EA-equivalence together with taking the inverse of a permutation, see
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[32]. However there are some specific cases for which these two equivalences

coincide:

¢ for planar functions, in the case of DO planar functions they coincide also

with linear equivalence, [33];
e for Boolean functions, [27];

* two quadratic APN functions are CCZ-equivalent if and only if they are
EA-equivalent, as conjectured by Edel and proved by Yoshiara in [105].

Another notion of equivalence is known for planar quadratic functions
which preserve differential uniformity and which is more general than CCZ-
equivalence. This equivalence is called isotopic equivalence and it will be ex-

plained in Section 2.4.

2.3 Vectorial Boolean functions

We assume now that F is an (1, n)-function

21
F(x)= Y aix', a; € Fon.
i=0
As mentioned in the previous section, a well known linear map with image set

IF, is the trace function

n—-1 .
Tra(x) =Tr(x) = ) 7.
j=0
For m a positive divisor of n, the map
n/m—1 jm
T (x) =Tc"(x) = ) ",
j=0

has [Fo» as image set.

Definition 2.3. For a Boolean function f : [Fon — [F5, the Walsh transform of f is

the map
Weu)= Y (=1 )+ Tr(ux),

xE]an

with u € Fon. We indicate with the symbol F(f) the Walsh transform value in 0,

F(f)=Wr(0) = ) (~1)/W.

xG]an
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A Boolean function f is then balanced if and only if F(f) = 0.

The Walsh transform of F, for F : Fon — Fon, is the function that maps (u,v) €
Fon x Fon into the Walsh transform of the component function Tr(vF) evaluated in u,
ie.

Wr(1,0) = Z (_1)Tr(ux+vF(x)).
x€Fyn

The Walsh spectrum of F is the multiset of all values of the Walsh transform of F.
With extended Walsh spectrum we indicate the multiset of their absolute values.

The extended Walsh spectrum is invariant under CCZ-equivalence, see [66].

2.3.1 Almost perfect nonlinear functions

Several works have been focused on finding and constructing new families of
APN functions. Table 2.1 shows all known values, up to CCZ-equivalence, for

exponents d such that the (1, 7)-function x is APN. Since EA-equivalence pre-

Table 2.1: Known APN power functions x over Fas

Name ‘ Exponent d ‘ Conditions ‘ Degree ‘ Proven ‘
Gold 2141 ged(i,n)=1 2 [73, 92]

Kasami 22 241 ged(i,n)=1 | i+l [75, 76]
Welch 2043 n=2t+1 3 [60]
Niho 2427 —1,teven | n=2t+1| U2 [59]

2042 —1,todd t+1
Inverse PR | n=2t+1| n—1 |[7,82,92]
Dobbertin | 24 + 23/ 2% 4 2f 1 n=>5i i+3 [61]

serves the algebraic degree of a function and, in general, the functions listed
in Table 2.1 have different algebraic degrees, it is easy to verify that these APN
functions are EA-inequivalent. Instead the algebraic degree is not an invari-
ant for CCZ-equivalence. But also for this case it was possible to prove the
inequalities. In both [106] and [54] Yoshiara and Dempwolff show that two
APN power functions are CCZ-equivalent if and only if they are cyclotomic-
equivalent, i.e. they are EA-equivalent or one is EA-equivalent to the inverse of
the second one. To be more precise if we consider x* and x/ defined over Fy,
these functions are cyclotomic-equivalent if there exists an integer 0 <a <n
such that I = k2 mod (2" — 1) or kI =27 mod (2" — 1), when k is coprime

with 2" — 1. Before these works, some inequivalences between families of APN
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power functions were proved in [28]. The list in Table 2.1 was conjectured to
be complete in [59] and this was confirmed computationally up to n = 25, see
[61].

Before [32] the only known APN functions were EA-equivalent to power
functions and it was assumed that all APN functions were EA-equivalent to
power functions. In [32] Budaghyan, Carlet and Pott showed the existence of
classes of APN mappings EA-inequivalent to power functions. Such functions
were constructed by applying CCZ-equivalence to the Gold APN mappings. In
[65] Edel, Kyureghyan and Pott gave the first examples of APN functions CCZ-
inequivalent to power functions. The first infinite families of such APN poly-
nomials were constructed in [29]. In Table 2.2 one representative for each of
these families is listed, considering also the other families discovered through
the years. All these CCZ-equivalence classes contain quadratic maps. Besides
quadratic and power APN functions, very little is known. Indeed, up to CCZ-
equivalence, only one example of APN function CCZ-inequivalent to power
and to quadratic mappings has been constructed. This function is defined over
IFys.

APN permutations

As mentioned in Section 2.1, block ciphers need to be invertible for decrypt-
ing a ciphertext. For some constructions of block cipher (for example AES,
PRESENT and SERPENT [10, 15, 52]) this implies that all the vectorial boolean
functions implemented in the algorithm must be invertible, hence must be per-
mutations. APN permutations are therefore of particular interest. Moreover,
because of implementation reasons, it is often required to operate over fields
of even degree extension. Therefore APN permutations over [F,x are of great
importance.

In odd dimension, few examples of APN permutations are available. In
1998, H. Dobbertin showed the following, see Proposition 9.19 in [42] for a

proof.

Proposition 2.1. APN power functions over IFon are permutations if n is odd, and are

3-to-1 if n is even.

Among the known families of APN functions presented in Table 2.2, the

only permutations are the binomials introduced in [29] with p = 3 and k odd.
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Table 2.2: Known classes of quadratic APN polynomial over Fon CCZ-inequivalent to power

functions
Function Conditions ‘ In ‘
n = pk, ged(k,3) = ged(s,3k) =1,
X2 HT g 212k pe{3,4},i=sk modp,m=p—i, [29]
n > 12, a primitive in [F3,
g=2",n=2m,ged(i,m)=1,
X2 ity exa(2HH2) ged(21+1,q+1) #1,cb+b #£0, [26]
c g {A@HDE-1) A e Fpu}, 11 =1
g=2",n=2m,ged(i,m) =1,
x(xzi + x7 + cx?)+ c€Fp, s € Fou \ Fy, [26]
2 (121 + 5x2'7) + x@ D)7 X2 4 X 4 IX +1
is irreducible over [Fon
x3 +a " 1Tr, (a%x%) a#0 [30]
x3 +a 1Trd (a3x% 4 adx18) 3in,a#0 [31]
x4 a~1Trd (a%x18 + a12x36) 3In,a#0 [31]
uxZH1 4 22 2 n =3k, gcd(k,3) = ged(s,3k) =1,
ox? HL gy 2122 v,w € For, vw # 1, 3| (k +5), F = (u) [17]
dx?+1 4 qaxa@+1) 4 q=2"n=2m,gcd(i,m) =1,i,m odd,
exTH 4 oLy 22 0+ ¢ & Fom, s € Fom, d not a cube [17]
(x+ xq)2i+1+ g=2",n=2m, m>2even,
u (ux + udx?) @ +D2 4 ged(i,m) =1and j even [112]
u(x + x7) (ux + ulx?) F5, = (u), u’ € Fom not a cube
g=2",n=2m,ged(i,m) =1
ut(x) (x7 + x) + £(x) 22 ¢ a,b € Fom,u & Fom, t(x) = ulx + xTu and [99]
at(x)22i(x‘l + x)zi +b(x7+ x)zi*'1 X2+1 4 aX + b has no solution over Fyn
n=2m=10,(a,b,c) = (§,1,0),i =3,k = 2,F} = (B)
x84 ax? @+1) n=2m,modd,3 fm,(a,b,c)=(B,B1), [34]
1hx32" 4 xR F;=(B),i€{m—2m2m—1,(m—2)"! modn}

Up to CCZ-equivalence, the binomials together with power APN functions are

the only known cases of APN permutations in odd dimension.

The problem of the existence of APN permutations in even dimension has
been first asked (at least in a printed form) in 1994 in [93]. Only in 2009, Dillon
and his team discovered the first example of APN permutation over Fy, see

[23]. The map is obtained by applying a CCZ-equivalence transformation over
the so-called Kim function x> + x10 4+ 7x?4 (given in [22]). So far, this is the
only example, up to CCZ-equivalence, of APN permutation in even dimension.

The problem of finding an APN permutation in dimension n > 8, or better, an

infinite class of APN permutations in even dimensions, has often been referred
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to as the big APN problem.

Some partial non-existence results have been discovered during the years.
In [74], Hou showed computationally that there are no APN permutations in
dimension 4 (the first theoretical proof appeared later on in [37]). Given F a

permutation over IF,, the following conditions are satisfied:
e if kis even and F € [F,4[x] then F is not APN, see [74];
e if F € F,[x] then F is not APN, see [74];
¢ if F is a power function then F is not APN, see Proposition 2.1;
e if Fis pla’ceaued3 then F is not APN, see [6];
e if F has a partially-bent* component then F is not APN, see [37].

As we explained before, the only example of APN permutation in even
dimension was obtained by applying a CCZ-equivalent transformation to a
quadratic APN function. Therefore many studies have been focused on APN
maps of degree 2. These functions are relatively easy to construct and to study
and, even though a low algebraic degree is usually a bad quality for crypto-
graphic purposes®, there might lay an APN permutation of high degree in their
CCZ-equivalence classes. This possibility has been checked for many known
quadratic APN functions in small dimensions, but, so far, in even dimensions
the Kim function is the only one that is CCZ-equivalent to a permutation. In
particular, in [109] the test has been performed over the list of 470 quadratic
APN functions in dimension 7 and 8157 in dimension 8. Also some results on
CCZ-inequivalence to permutations have been recently discovered for some of
the known infinite families of APN functions. The Gold functions over [Fy: for
n even and the Kasami functions over [Fy« for n = 4m are not CCZ-equivalent
to permutations, see [71]. The map x3 + Tr(x”) over F,s is not CCZ-equivalent

to a permutation, see [72].

3A function F : Fon — Fon is called plateaued if for every v € F3, there exists a positive integer A,
such that W(u,v) € {0,%£A,} for every u € For. Quadratic functions are plateaued.

4A Boolean function f is called partially-bent if all its derivatives are either balanced or constant.
Quadratic functions are partially-bent.

5The higher order differential attack [80, 83] is efficient when the algebraic degree of the S-box is low.
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On equivalences and invariants

To determine whether two functions are CCZ-equivalent is usually mathemati-
cally and computationally difficult. In the following we report some properties
of the CCZ-equivalence that can facilitate this problem.

The CCZ-equivalence between functions is often determined through the
equivalence between the corresponding codes. Given an (n,n)-function F, con-
sider the (2n + 1) x 2" matrix

1 1 1 1 1 1
H=1| 0 1 ¢ ... T,
F(0) F(1) F(¢) F(Z*) ... F(Z*7?)

where € [F}, is a primitive element and each symbol from the last two rows
is in its vector representation (element of IF5). Let Cr be the linear code admit-
ting H as parity-check matrix®. It is shown in [22] that two (n,1)-functions F
and G are CCZ-equivalent if and only if the codes Cr and Cg are equivalent.
However, to check whether two codes are equivalent can also be difficult. In
these situations, invariants can help to determine whether two functions are
equivalent. An invariant is a property, or a statistic, which is preserved under
a specific equivalence relation. For example, as we mentioned before, the al-
gebraic degree is invariant under EA-equivalence. Therefore if two functions
have different algebraic degrees, we know that they are not EA-equivalent.
However, functions belonging to different equivalence classes may have the
same invariant property. So, the more invariants are discovered, the better we
can study the equivalences. Constructing and analysing invariants for CCZ-
equivalence and EA-equivalence is therefore important. We remind that, when
considering quadratic maps, these two equivalences coincide. So, in this case,

EA-invariants are also CCZ-invariants.

We recall here some notions of CCZ-invariants for APN functions that will
be used in the next chapters: the I'-rank, the A-rank and |[M(Gg)|. For more
details on the construction of these invariants, we refer the reader to [66].

Consider a function F as a map from [F] to itself. We associate with F a

®Note that the APN property can be expressed in terms of properties of the related code. Indeed, F
is APN if and only if the code Cr has parameters [2",2" — 1 — 2n,6] [42, p. 424].
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group algebra element Gr € IF, [[F} x FF%],

Ge= ) (v,F(v)).

n
velFy

Recalling that the multiplication for group algebras over F[G] is as follow

Y g8 ) beg =} ( Z“h'bgfh)gr

geG geG g€G heG

from [66] we have the following lemma.

Lemma 2.1. A function F : IF; — IF} is APN if and only if
Gr-Gr=2"-(0,0)+2- Drin C[IF5 x IFj]
for some subset D € (IFj < F%) \ {(0,0)}.

Definition 2.4. For an APN function F, the I'-rank of F is the dimension of the ideal
generated by Gr in F»[IFy x Fj). Similarly, the A-rank of F is the dimension of the
ideal generated by Dr in IF[IF} x F3].

I'-rank and A-rank are invariant under CCZ-equivalence, see [66].

Definition 2.5. Let F : IF; — IF) be an APN function. We call the development of GF,
denoted by dev(Gr), the design over the point set IF; x IF5 with blocks

Grp-(a,b)={(x+a,F(x)+0b):xcF;}
for a,b € F.

For two CCZ-equivalent APN functions F and H, the designs dev(Gr) and
dev(Gp) are isomorphic, shown in [66]. Defined the multiplier group M(Gr) of
dev(Gp) as the group of automorphisms ¢ of F3" such that ¢(Gr) = Gf - (1,0)

for some u,v € IF}, then also [M(Gr)| is invariant under CCZ-equivalence.

On known examples of APN functions

The construction of infinite families of APN functions is an important problem
in the field of vectorial Boolean functions. Related to it, the computational
search for examples of APN maps in different dimensions is of fundamental
importance. Indeed, from the observation of computational results, it might be

possible to notice a pattern and this could lead to the construction of an infinite
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family of APN functions. Moreover, as mentioned before, constructing new
APN functions might also lead to the discovery of an APN permutation.

Over small dimensions such computational search has been done exhaus-
tively. Indeed the classification of APN functions over [Fy» is complete for
n <5 [21]: in these dimensions, up to CCZ-equivalence, the only APN maps
are power functions. For n = 6 the classification is complete for quadratic and
cubic APN functions: up to CCZ-equivalence there exist 13 quadratic APN
maps and 1 cubic APN map, see [22, 64]. In Table 2.3 we report these 14 CCZ-
inequivalent APN polynomials over Fy (as listed in [66, Table 5]). We include
the values of '-rank, A-rank and |M(Gp)| from [66, Table 6]. Function no. 2.11

Table 2.3: APN functions over FFp presented in [66]

‘ no. H F(x) ‘ [-rank ‘ A-rank ‘ |M(Gp)] ‘
11 | 8 1102 94 | 27.3.7
1.2 | (mo. 1.1)+Z(Tr(g%x%) + Tr3(2'8x°)) 1146 94 | 20.32.7
2.1 || 2% 4 gx% + x10 1166 9% 2.7
22 | (mo. 2.1)+Z3(Tr(7103 4 £%3x%) + Tr3(¢%x?)) 1168 96 26
23 | (o. 2.)+(Tr(g3*x3 + 7*8x5) + Tr3(°x%)) 1170 9 20
2.4 || (no. 2.1)+23(Tr(7%x® + 7%8x%) 4 Tr3(x%)) 1172 9% 26
25 | (no. 2.3)+2*(Tr(71%3 + 7°1x%) + Tr3(2°x%)) 1158 96 20.5
2.6 | (mo.2.3)+%(Tr(g%x® + {¥x5) + Tr3(°x%)) 1170 96 20.5
2.7 | (mo. 2.3)+7"2(Tr(g*x% + 73x5) + Tr3(%x%)) 1170 96 26
2.8 | (no. 2.3)+Z(Tr(Z%'x3 + 7%0x%) + Tr3(718x?)) 1170 9 26
29 || (no. 2.3)+M(Tr(718x% + ¢%x°) + Tr3(¢'8x%)) 1172 9 26
2.10 || (no. 2.3)+"(Tr(gPx% + {*°x°)) 1174 96 26
211 || (no. 2.3)4+7(Tr(gM1x® 4 77x% + 738x7 4 811 + ¢2x13) | 1300 152 23

+Tr3(§54x9)+Tr2(§42x21))
212 || (no. 2.4)+(Tr(g>*x® + 7¥x%) + Tr3(2°x%)) 1166 94 26.7

in Table 2.3 is the only known example of APN function not CCZ-equivalent to
power and to quadratic maps, [21, 66].

In bigger dimensions, n = 7,8,9, the classification is complete for quadratic
APN functions with coefficients over [F,, see [107]. Moreover, partial lists of
CCZ-inequivalent APN functions were presented in [22] and in [66] for the
same dimensions. In the last mentioned paper the authors listed 19 APN maps
for n =7, 23 APN maps for n = 8 and 11 APN maps for n = 9. In Tables 2.4,
2.5, 2.6 we report Tables 7, 9, 11 from [66] respectively. We include the values
of I'-rank, A-rank and |M(Gp)| from [66, Tables 8,10,12].
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Table 2.4: APN functions over [Fy, presented in [66]

‘ no. H F(x) ‘ I-rank ‘ A-rank ‘ |M(Gp)| ‘
1.1 | #° 3610 198 | 27.7-127
1.2 || 2%+ Tr(x%) 4026 212 27.7
2.1 || x4 x84 &P 4034 210 27.7
22 || (mo. 2.1)+Tr(x® + 71%Bx5 + 75x°) 4040 212 27.7
3.1 || «° 3708 198 | 27.7-127
41 | «° 3610 198 | 27.7-127
51 || x18 4270 338 7127
6.1 || x57 4704 436 7127
71 || x71 8128 | 4928 | 2-7-127
8.1 | x4 x10 43 4038 212 27.7
9.1 | x00 4 x18 4 2% 4 &3 4044 212 27.7
10.1 || 233 + 217 4+ 212 4 3 4048 210 27.7
10.2 || (no. 10.1)+Tr(Z#x3 + Vx> + 734x°) 4040 210 27.7
11.1 || x00 4 x3* 4+ x20 4 53 4048 210 27.7
12.1 || x7 4 x%0 4 212 4 3 4048 210 27.7
13.1 || x%* + 233 4+ 210 4 25 4+ 43 4040 212 27.7
14.1 || 272 + 280 4 23 4 204 13 4048 212 27.7
14.2 || (no. 14.1)+Tr(7'%x3 + 84> 4 7123x9) 4050 210 27.7
14.3 || (no. 14.1)+Z%¥Tr(Z%x3 + x5 + 7%0x%) | 4046 212 27

In a more recent work presented at WCC 2013, Yu et al. [109] introduced a
new approach for constructing quadratic APN maps. With their method the
authors extended the lists of CCZ-inequivalent APN functions for dimensions
7 and 8, adding 471 maps for n = 7 and 8157 for n = 8. At the same con-
ference, Weng et al. [102] presented a similar approach to construct quadratic
APN functions. With their construction they obtained many quadratic APN
functions in dimensions 7 and 8 and listed, for each dimension, 10 functions
CCZ-inequivalent to those listed in [66]. Each function in the list for n =7 is
EA-equivalent to a function presented in [109]. For n = 8 the first nine functions
in [102, Table 5] are EA-inequivalent to any of the functions listed in [66, 109]
and the last one, no. 10, is EA-equivalent to a map from the family introduced
by Zhou and Pott in [112]. Notice that Table 6 in [102], which presents some
invariants for the 10 newly constructed APN maps in dimension 8, has some
misprints. In the following we report the same table with the values corrected,
see Table 2.7. Excluding the power functions, all the aforementioned APN func-

tions listed for n =7, 8 and 9 are quadratic.
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Table 2.5: APN functions over F,s presented in [66]

‘ no. H F(x) ‘ I-rank ‘ A-rank ‘ |M(Gr)| ‘
1.1 || #° 11818 | 420 | 2'.255
1.2 || (no. 1.1)+Tr(g*8x% + %) (EA-eq. to x> + Tr(x%)) 13800 | 432 | 21.255
1.3 | (no. L.I)+ZTr(g%x® + 7%2x%) 13842 | 436 210.3
1.4 || (no. 1.2)+738Tr (%% + 7213x%) 14034 | 438 28.3
1.5 | (no. 1.2)+¢Tr (%33 + 71024%) 14032 | 438 210.3
1.6 || (no. 1.3)+Z™4Tr(7%8x3 + 72%x%) 14036 | 438 210.3
1.7 || (no. 1.4)+Z%Tr (¥ x% 4 720x%) 14036 | 438 2°.3
1.8 | (no. 1.5)+Z%8Tr (71233 + ¢%1x%) 14032 | 438 210.3
1.9 | (no. 1.6)+Z3Tr(g?10x3 4 ¢116x%) 14034 | 438 210.3
1.10 || (no. 1.7)+¢%Tr(7%2x3 + 1%%%) 14030 | 438 2°.3
1.11 || (no. 1.8)+¢®Tr(7?3x® + 7170x%) (EA-eq. to x° +Tr(x%)) | 13804 | 434 2113
1.12 || (no. 1.9)+Z'®Tr(7172x3 + 731x7) 13848 | 438 210.3
1.13 || (no. 1.10)+8%(Tr (%23 + M1 + 720x°%) + Tra (P1x17 4 ¢102x34)) | 14046 | 454 29
1.14 || (no. 1.11)+°Tr(0x3 + 7250x°) 14036 | 438 28.3
1.15 || (no. 1.11)+Z2Tr(g0x% 4 19x?%) (EA-eq. to x°) 12370 | 420 211 . 255
1.16 || (no. 1.14)+%Tr('%x3 4 730x9) 14032 | 438 29.3
1.17 || (no. 1.16)+"8Tr(7?3%x3 + 7140x%) 14028 | 438 29.3
2.1 || x84 217 4 g10(x18 4 x33) 4 715448 13200 | 414 |29.32.5
31 || 3+ €24x6 n €182x132 n €67x192 14024 438 210 .3
4.1 || x84 20 + x08 4 280 4 x132 4 x160 14040 | 454 21
5.1 || a3+ 2% 4 x18 4 x40 4 x66 14044 | 446 o1
6.1 || 3 4 x12 4 x40 4 x06 4 5130 14046 | 438 211
7.1 | £7 15358 | 960 23.255

2.3.2 The boomerang uniformity

In [46], Cid et al. introduced the concept of Boomerang Connectivity Table for
a permutation F over [Fon. Next, in [16] the authors presented the notion of

boomerang uniformity.

Definition 2.6. Let F be a permutation over Fon, and a,b in Fpn.

The Boomerang Connectivity Table (BCT) of F isa 2" x 2" table Ty, also denoted
by T when there is no ambiguity on the function F, in which the entry for the position
(a,b) is given by

Tr(a,b) = T(a,b) = |{x € Fyu 5.t F"Y(F(x) +b) + F Y (F(x 4 a) +b) =a}|.
Moreover, the maximum value reached in the BCT, T (a,b) for a,b € IF5,, i.e. the value

Br= max |{x € Fyns.t. F"Y(F(x) +b) + F Y(F(x +a) + b) =a}|,
abe 5”

is called the boomerang uniformity of F, or we call F a boomerang Br-uniform

function.
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Table 2.6: APN functions over Fy presented in [66]

‘ no. H F(x) ‘ I-rank ‘ A-rank ‘ |M(Gr)| ‘
1.1 | ° 38470 | 872 |9-2°.511
1.2 || (no. 1.1)+Tr(x%) 47890 | 920 9.2°
1.3 || (no. 1.2)4+-73Tr(g*20x3 + 7?2x%) | 48428 | 930 9.2°
1.4 | (no. 1.2)4+-22YTr(73%Bx3 4- 7305x%) | 48460 | 944 9.2°
2.1 || «° 41494 872 | 9-27.511
3.1 || x7 38470 872 | 9-27.511
4.1 || 213 58676 | 3086 9.511
5.1 || x¥ 60894 | 3956 9.511
6.1 || x241 61726 | 3482 9.511
7.1 || x71 130816 | 93024 | 2-9-511
8.1 | x3 4 x10 4 74385136 48608 | 938 3.7.2°

Table 2.7: Invariants of the new APN functions of [Fys presented in [102]

‘ No. ‘ I-rank ‘ A-rank ‘ |M(Gr)| ‘

1 | 14042 | 438 28.3
2 | 14040 | 438 28.3
3 | 14040 | 438 28.3
4 | 14040 | 438 28.3
5 | 14040 | 438 28.3
6 | 14048 | 438 28.3
7 | 14036 | 438 28.3
8 | 14044 | 438 28.3
9 | 14034 | 438 210.3
10 | 13642 | 436 |210.32.5

The differential uniformity is invariant under all the previously mentioned
equivalence relations, while the boomerang uniformity is invariant under
affine equivalence and inverse transformation but, in general, not under EA
and CCZ-equivalence (see [16]). Indeed let F and G be two affine-equivalent
permutations of Fpn, G = Ay o F o Ay for Ay, Ap affine permutations of Fp.
Then Tg(a,b) = Tp(L1(a),L, (b)), where L; denotes the linear part of A;,
i=1,2, while Tg(a,b) = Tz-1(b,a).

As it was noted in [84], the entry Tr(a,b) of the BCT can be given by the

number of solutions of the system

Flx+a)+Fly+a)=b
F(x)+ F1(y) =b.
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Since the BCT of F and the BCT of F~! are such that Tr(a,b) = Tr_1(b,a), the

boomerang uniformity of F is given by the maximum number of solutions of

the system
F F =b
(x+a)+F(y+a) 2.4)
F(x)+F(y)=0b
or equivalently
F(x4+a)+F(y+a)=F(x)+ F(y)
F(x)+F(y) =b.
Letting y = x + &, it is equivalent to
D,DyF(x) =0
«DeF(x) 25)
D,XF(X) — b.

Thus, the boomerang uniformity of F is given by

Br = max [{(x,a) € Fon x Fon s.t. (x,a) is a solution of (2.5)}|.
abe ;n

We denote by S, , the number of solutions of the system (2.5) for any a,b € [Fpn.
When F is a power function, as for the differential uniformity, the boomerang

uniformity can be computed fixing a2 = 1.

Proposition 2.2 ([84]). Let F(x) = x? be defined over Fon. Then the boomerang

uniformity of F is given by maxpepy, 51,b-

It has been proved in [46] that ér < BF for any permutation F. Moreover,
0r = 2 if and only if Br = 2. So, APN permutations offer an optimal resistance
to both differential and boomerang attacks.

As mentioned in Subsection 2.3.1, for odd values of n there are few known
families of APN permutations while, for n even, up to CCZ-equivalence there
is only one example of APN permutation (over [Fy). So, it is interesting to
study the boomerang uniformity of non-APN permutations, and in particular
of the differentially 4-uniform permutations. For an even integer n there are
five primary constructions of differentially 4-uniform permutations over Fy,
which are listed in Table 2.8.

The boomerang uniformity of Gold and Inverse functions have been deter-

mined in [16]. For the Bracken-Tan-Tan function the boomerang uniformity
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Table 2.8: Primary constructions of differentially 4-uniform permutations over Fp: (1 even)

Name Function ‘ deg ‘ Conditions ‘ In ‘
Gold X2+l 2 n=2k koddged(i,n) =2 |[73]
Kasami X221 i+1 n =2k, k odd ged(i,n) =2 [76]
Inverse x2' 2 n—1 n=2kk>1 [92]
Bracken-Leander 2241 3 n = 4k, k odd [18]
n =23m, meven, m/2 odd,
Bracken-Tan-Tan | {x? 14 ¢2"x2"+2"" | 2 | ged(n,i) =2, 3|m +i, F§ = (Z) | [19]

was obtained from the results in [91]. In particular

4ifn=2 mod4
ﬁpl :4, ABFZ = and ,Bps :4,
6ifn=0 mod4

where F;, F, and F; are the Gold function, the inverse function and the Bracken-

Tan-Tan function respectively.

2.3.3 The nonlinearity

As mentioned in Section 2.1, another important cryptographic property is the
nonlinearity. To achieve a good resistance to the linear attack [88], a high value
of nonlinearity is required. Here we briefly introduce this property and its
relation with the differential uniformity.

Consider f an n-variable Boolean function. The nonlinearity of f, NC(f),
is its distance to the set of affine functions, where the distance between two
functions f and g is the size of the set {x € Fon s.t. f(x) # g(x)}.

Definition 2.7. For an (n,m)-function F, the nonlinearity of F is defined as

NL(F) = min NC(f).
/\e]F;n
Functions achieving the maximal value, that is 2n—1_2n/2-1 are called bent.
All bent functions are also PN, and vice versa, see [42, p. 410]. When m =n
these functions do not exist and in this case the nonlinearity is upper bounded
by 2" 1 — 2"7". The functions that achieve this bound are called almost bent
(AB) and exist only for odd values of n. All AB functions are APN, see [45],

but the converse is not true in general. In odd dimension, if an APN function
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is plateaued then it is AB [42, p. 426]. For n even, the maximum for the non-
linearity of APN functions is still to be determined. In general, it is conjectured
that for n even the nonlinearity of an arbitrary function is upper bounded by
2n=1 _ 23, All the maps listed in Table 2.8 have this nonlinearity. Similar to
the differential uniformity, the nonlinearity is invariant under affine, EA and
CCZ-equivalence [44]. The extended Walsh spectrum is strictly related to the
notion of nonlinearity, indeed we have

1
NC(F) =212 We(a,b)l.
(F) 2ae$%’é]p;n| F(a,b)]

24 Semifields and presemifields

Commutative presemifields are objects closely connected with planar func-
tions. In this section we introduce them and show their connection with planar

maps.

2.4.1 Definitions

Definition 2.8. Given a set IF endowed with two binary operations, an addition + and

a multiplication %, S = (IF,+, %) is a semifield if the following axioms are satisfied:
e (FF,+) is a group with identity 0;

* (I, *) is a quasigroup;

Oxx=xx0=0forall x € F;

the left and right distributivity laws hold;

there is an element e € IF such that e x x = x x e = x for all x € IF.

If the last axiom is not required to be satisfied, then S is called a presemifield. More-

over, S is commutative if the multiplication  is commutative.
Given a presemifield S = (FF,+, %), it is always possible to define a semifield
8" = (F,+,*) with
(xxa)x(yxa)=xxy,

for a fixed a € F*. The unit of &' is the element a * 4.
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Any finite presemifield must have order a prime power p”, and can be rep-
resented by S = (IF,n,+,*). A finite field is a trivial example of a commuta-
tive semifield. The first non-trivial examples of commutative semifields were
constructed by Dickson in [55]. Since then commutative semifields have been
intensively studied. They have applications in many different areas of mathe-
matics, such as difference sets, coding theory, group theory and finite geometry.

The concept of isotopic equivalence was originally defined by Albert [2] in
the study of presemifields and semifields. Given two finite presemifields with
same order, S5 = (IFpn, +,%) and S, = (IFpn,+,*), they are isotopic if there exist
M, N, T € Fpn[x] linear permutations such that, for any x,y € IFn,

T(x*y) = M(x)*N(y).

The triplet (M, N, T) is referred to as the isotopism between 51 and S,. If M = N,
then 51 and S, are called strongly isotopic.
Clearly, a presemifield and its corresponding semifield are strongly isotopic

with isotopism (L, Lg, Id), where L,(x) = x * a.

As mentioned above, there is a close connection between planar functions
and presemifields. Indeed it was shown by Coulter and Henderson in [49]
that there is a 1-to-1 correspondence between commutative presemifields of
odd order and planar DO polynomials. Given a commutative presemifield S =
(Fpn,+,%*) of odd order, the function

Fo(x) = 5 (x# )

is a planar DO polynomial. Conversely, given F € [F;n[x] a quadratic planar
function, then Sp = (IFn, +, %) with

xxy=F(x+y)—F(x) - F(y)

is a commutative presemifield.
It is natural to extend the notion of isotopic equivalence to planar quadratic

functions.

Definition 2.9. Given F,F' € IFyu[x] quadratic planar functions, they are called iso-
topic equivalent if their corresponding presemifields Sy and Sg: are isotopic equiva-
lent.
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The notion of isotopic equivalence is connected with the notion of CCZ-

equivalence. Indeed we have the following:

e F,F planar functions are CCZ-equivalent if and only if they are EA-
equivalent [33];

e F,F' planar DO functions are CCZ-equivalent if and only if they are linear

equivalent [33];

e F,F' planar DO functions are CCZ-equivalent if and only if Sp and Sy are
strongly isotopic [33];

* if n is odd then isotopic equivalence coincides with strongly isotopic
equivalence, and so with CCZ-equivalence [49];

* any commutative presemifields of odd order can generate at most two

CCZ-equivalence classes of planar DO polynomials [49].

Moreover, an example of isotopism that is not strong is given in [94]. Therefore,
for the case of planar DO polynomials, the isotopic equivalence is more general
than the CCZ-equivalence.

2.4.2 Some known cases

Among the known examples of planar functions, the only ones that are not
quadratic belong to the family

3t41
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defined over F3:, with t odd such that ged(t,n) =1, [51]. The other known
planar functions are DO polynomials, so they can either be identified with
the polynomial representations or with the associated commutative semifields.
Very few cases of commutative semifields of odd order are known so far. Fur-
ther we list some of the known families.

For any p odd we have the following planar functions:
(i) x2, defined over Fpn, it corresponds to the finite field Fpn;

(ii) xP'+1 defined over IFyn, with n/ ged(n,t) odd, it corresponds to Albert’s

commutative twisted field [1];

(iti) L(#*(x))+ 1x?, defined over IF o for k = er, with t(x)= x? — xand L(x) =
8~ 1(x?" — x), it corresponds to the Dickson semifield [55];
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(iv) c(bxP' 1 4 (bxP"+1)PY) 4 xP*+1 defined over F %, with b € ]F; » not a
square, ¢ € F o \ Fx, ged(k + s,2k) = ged(k + s,k) (for any such b dif-
ferent choices of c lead to equivalent planar functions), it corresponds to
Budaghyan-Helleseth (BH) semifield [9, 33];

(v) ((apkx + xl’ka) + zx(bPky + yf’kb)” ay + bx), defined over ]Ff,m, with a,b €
= d(n 3 odd and o € Aut(IFm), it corresponds to
the Zhou-Pott (ZP) semifield [112];

Fym, & € Fpm non-square,

(vi) xP"+1 — gP'+1xP'+P* " defined over FF 1, with a primitive element in F 5,
ged(£,3) =1, t —s =0 mod3 and 3t/ gcd(s,3t) odd, it corresponds to

Zha-Kyureghyan-Wang (ZKW) semifield [111];

(vii) xP"+1 — aP'=1xP* 4P defined over IF«, with a primitive element in IF 4,
p*=p' =1 mod4,2t/gcd(2t,s) odd, it corresponds to Bierbrauer semi-
field [8];

For p = 3, there are:

(viii) L(#2(x)) + D(t(x)) + 3x2, defined over Fy for k = er odd, with t(x) =
2 oxa= t(B) for B € Fau \ Far, L(x) =a x>+ xand D(x) = —a~19x10,
it corresponds to the Ganley semifield [69];

(ix) L(#*(x)) + 2x2, defined over Fy for k = er, with t(x) = Xy = t(B)
for B € Fyu \ Fy and L(x) = —x” — ax® + (1 — a*)x, it corresponds to the
Cohen-Ganley (CG) semifield [48];

x) x10 + x6 — x2, defined over s, with n odd, it corresponds to the Coulter-
Matthews and Ding-Yuan semifield [51, 58].

Note that another family of planar functions is presented in [86], which cor-
responds to Lunardon-Marino-Polverino-Trombetti (LMPT) semifield. In [87]
it is shown that the semifield is isotopic equivalent to a BH semifield and the

isotopism is strong if and only if p =1 mod 4.

2.4.3 Connection with APN functions

Observing the known planar DO polynomials listed above and the known fam-
ilies of APN maps presented in Table 2.2, we can notice some similarities in the

univariate representation of some functions. For example, the BH semifield
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c(bxP" L 4 (bxP" 1)) 4 1P over IF 2 and the second function in the table
X2 pa?" 1 4 2" (@42 over Fp2n” have a similar structure.

In the last decades, families of planar maps have been constructed by exten-
sion of known classes of quadratic APN families. This was firstly done with
the BH semifield in 2008 [33]. This approach has been very useful since, after
the work of Dickson in 1906 [55] and Albert in 1952 [1], these were the firstly
found infinite families of commutative semifields defined for all odd primes
p. Hence, new classes of APN functions over fields of even characteristic can
serve as a source for further constructions of planar mappings (and semifields)
over fields of odd characteristic.

The same has been done in the other direction. Zhou and Pott in [112]
constructed a new family of semifields, and thus planar functions, then they
extended the construction over fields of even characteristic, obtaining a new
APN family. Therefore, new classes of planar functions over fields of odd char-
acteristic may serve as a source for further construction of APN mappings over

fields of even characteristic.

7Note furthermore that this function is EA-equivalent to a function of the form dx? +1 4 (dx?+1)2"
cx?"+1, verified in Chapter 6.
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Chapter 3

On APN functions L{(x%) + Ly(x”) with
linear L1 and L,

In this chapter we consider quadratic APN functions F € [Fp:[x] of the form
F(x) = Ly(x°) + Lo(x7), (3.1)

with L; and L, linear maps. These functions were introduced and studied by
Budaghyan, Carlet and Leander in [30, 31], where they derived several infinite
families of APN functions of this particular form. However, this study was
not complete. In particular, these infinite families did not cover all possible
APN maps defined by (3.1). Below we present further investigations of such

functions.

In Section 3.1 we recall the results of [30, 31]. In Section 3.2 we present new
necessary and sufficient conditions for these functions to be APN. We focus on
functions of the form x” + L1 (x%) and, using the software MAGMA, we anal-
yse some specific cases in small dimensions. Then we compare the obtained
functions with the already known ones. Thanks to the conditions derived,
it was possible for example to check computationally that the (1n,7)-function
x? + Tr(x%), for 3 < n < 200,is APN only if n =4,5,8. In addition, we give some
specific constructions for APN maps. In Subsection 3.2.3 we give some obser-
vations on the nonlinearity of the components for quadratic APN functions of
the type (3.1). In particular, we show that their extended Walsh spectrum con-
tains at most 5 values. In Section 3.3 we verify that, among the known APN

functions, many have the form (3.1).
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3.1 Some known results

Some results on the APN properties of F, defined by (3.1), have already been
given in different papers by Budaghyan, Carlet and Leander. In [30] the func-
tion x3 + Tr(x?) is proved to be APN for any dimension 1. Moreover, for n > 7
it is proved to be CCZ-inequivalent to the Gold functions, to the inverse and
Dobbertin functions and EA-inequivalent to power functions. For a quadratic
APN function F : [Fpn — [Fo» and a quadratic Boolean function f : IFo» — Fp, un-
der some conditions it is proved that the function' F + f is APN [30, Theorem
1]. A similar theorem (Theorem 2 in [30]) is proved when f : IFon — [Fom, where
m is a divisor of n. Due to this result the following functions, defined over FF,on

where m is an even positive integer, are APN?
+1
o X3+ T (x2"F2) =3 422" F2 4 2"
o 3+ (Tr'"(x))3.

These functions resulted to be EA-equivalent to x2" 1 When F is a Gold
function, all possible APN mappings F + f, where f is a Boolean function, are
computed until dimension 15. The only possibilities, different from x* + Tr(x?),
are for n = 5 the function x° + Tr(x%) (CCZ-equivalent to Gold functions) and
for n = 8 the function x” 4 Tr(x®) (CCZ-inequivalent to power functions and to
x3 + Tr(x%)).

Later, in [31] functions of a more general form (3.1) were studied. It was
proven that for n even a sufficient condition for F as in (3.1) to be APN is
Li(x) + Ly(x®) being a permutation over Fon (see Proposition 2 in [31]). In
odd dimensions, a similar but more complicated condition was obtained, see
[31, Proposition 3]. In [31, Corollary 2] it is stated that for n even, L a linear
function over Fpn, a € F%, and b € Fou if x + L(x%) is a permutation over Fpn,
then the function ax3 + L(a3x” + a?bx® 4 ab?x®) is APN over Fox. This result
gives new examples of APN functions in even dimensions. The following in-
finite families of functions are proved to be APN also in odd dimensions [31,

Corollary 4]:

1. 23+ a~'Tr(a®x?), with a € 3, and any positive n;

1From Remark 2.2 we know that f admits a univariate representation as a polynomial over Fy:.
2Since Fym C Fon, for m a positive divisor of 1, then every element u € [Fon can be seen as an element
in Fy» and the sum v + u is well defined for every v € Fou.
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2. %3 +a 1Tr3 (a8 + '2x36), with a € F3, and n divisible by 3;
3. % + a7 1T (a%x° + a®x'8), with a € F3, and n divisible by 3.

The above mentioned function F(x) = x° + Tr(x3) over F,s, for which the
map x> + Tr(x) is not a permutation, leads us to the acknowledgement that
Proposition 2 in [31] does not describe completely the APN functions of the
form (3.1). This motivated us for further study of the APN property for func-

tions of this form.

3.2 APN conditions
Let us recall the function defined by (3.1),
F(x) = F/(¥%) = L1(x%) + La(x).

We refer to L1 and L, as to the linear functions
n—1 ; n—1 ;
Li(x)=) bix* and Ly(x) = Y. cix?, (3.2)
i=0 i=0

with bj, ¢; € Fn. We want to study conditions on L; and L, such that F is APN.

3.2.1 Necessary and sufficient conditions

We introduce here some conditions for the APN property of F as in (3.1). These
conditions are rather helpful for checking more efficiently that some functions
of this form are not APN.

By analysing the APN property for a quadratic function we can state the
following theorem.

Theorem 3.1. For any positive integer n and any linear functions L1 and Ly over [Fan,
a function F defined by (3.1) is APN if and only if for every a € IF3, one of the following

equivalent conditions is satisfied:

1. forall x #0,1
Li(a®(x® 4 x)) + Ly(a (x® + x)) #£0; (3.3)

2. for all y # 0 such that Tr(y) =0

Li(a’y) + Lo(a®(y* + y* +y)) #0. (3.4)
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Proof. Since F is a quadratic function satisfying F(0) = 0, the APN condition
can be reformulated as the following:

for any a € IF5,
F(ax +a) + F(ax) + F(a) = 0if and only if x € {0,1}.

The equation above is equivalent to L1 (a%(x? + x)) + Lp(a®(x® + x)) = 0, there-

fore we have that
Li(a®(x® 4 x)) + Ly(a® (x® + x)) # 0 if and only if x # 0, 1.

Let us denote now y = x? + x. Since x # 0,1 we have that y # 0 and Tr(y) = 0.
The second condition follows easily. O

The following propositions are necessary conditions, for the APN property,

derived from the previous theorem.

Proposition 3.1. Let F, defined as in (3.1), be APN and, referring to (3.2), construct
the linear function L3(x) = Z?;Ol d;x? with coefficients

do=Dbyg+b, 1+co+cn_3,
di=b1+by+c1+cn2,
dy="by+b1+cr+cp1,
di=bj+bi_1+ci+ci3 for3<i<n-—1

Then Lj is a 2-to-1 map satisfying L3(x) = 0 if and only if x =0, 1.

Proof. Using equation (3.3) with a = 1, consider the following map: Li(x? +
x) + Lo(x® + x). Analysing the two linear functions we have:

n—1 .
Ly(x® +x) =(bo + by_1)x + Y (b + bi_1)x”,

i=1

2 2 = 2
Lo(x® + x) =(co + cn—3)x + (1 + cp2)x® + (2 + cp1)x> + Y (ci +cioz)x>.
i=3

Therefore Li(x? + x) + Ly(x® + x) corresponds to the linear function L3(x)
described above. From Lemma 3.1 we have that L3(x) = 0 if and only if

x=0,1 O

Proposition 3.2. For n even assume that F, defined by (3.1), is APN. Let { € FF3,
be a primitive element and k = % Then F(a) # 0 for any a # 0 or equivalently
F/(0) = F({/) #0for0< j<k—1.
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Proof. For n even we have Tr(1) = 0. Therefore using equation (3.4) with y =1
we get for any a # 0

Li(a®) + Ly(a®) = F'(a®) = F(a) #0.

For a # 0 we have that a = ¢/ with 0 < j < 2" — 2. Since we consider just cubic
power of a, we can restrict the possibilities to 0 < j < k — 1. This concludes the

proof. O

Remark 3.1. If we consider j = 0 in Proposition 3.2 then

Li(1) + Ly(1 Zb+2cl nzlbjtci);éo.
i=0

Moreover, if we just consider linear functions with coefficients in IF (b;,c; € IFp) then
a fast way to check if F is not APN is by verifying that Ly and Ly have the same parity
number of monomials.

Proposition 3.3. Let n be an even number multiple of 3 and F defined by (3.1) be
APN. Then for any a # 0 Li(a®B) # 0, with p € IFy, such that Tr3(B) = 0.

Proof. Consider such an element  and call m the integer 5. We have that Tr,, ()
is equal to Z}”:l 21-2:0 52' = }”:1 Tr3(B) = 0. Therefore we can apply (3.4) with
= B and obtain

Ly(a®B) + Lo(a®(B* + B2+ B)) = Ly (a°B) # 0 forany a #0.
OJ

The following theorem gives another necessary and sufficient condition for
the APN property of a function of the type Li(x3) + Ly(x%).

Theorem 3.2. Consider a function F from Fon to itself defined as in (3.1). F is APN
if and only if it satisfies the following condition:

for every a,y, t witha,y # 0, Tr(y) = Tr(t) = 0 and such that L, (a’y) = Ly (a®y’t)
then Ly(a® (y* + ty> + y* +y)) #0.

Proof. By Theorem 3.1 we have that the APN property for F is equivalent to

Va,y € F;, with Tr(y) = 0= L1(a3y) + Lz(ag(y4 + yz +y)) #0.
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First, let us assume that F is APN and consider a,y,t € Fy» such that a,y # 0,
Tr(y) = Tr(t) = 0 and L{(a%y) = Ly(a®y3t). Then we obtain Ly(a’(y* + ty> +
y? +y)) # 0 since

0#L1(a%y) + Lo(a®(y* + > +y)) =
Ly(a®y?t) + Ly (y* + > +v)) = Lo(a® (v* + tv° + y* + ).

Assume now that the second condition of the statement is satisfied, so for every
a,y,t with a,y # 0, Tr(y) = Tr(t) = 0 and such that L{(a%y) = L,(a®y®t) then
Ly(@®(y* + ty® + y*> +y)) # 0. Assume that F is not APN. So, there exist a,y # 0
with Tr(y) = 0 such that Ly (a3y) + L(a®(y* + y* +y)) =0. Fort =y + 1/y +
1/ y2 we have

0=Li(a%) + Lo(a’(y* +¥* +v))
=Li(a®y) + Lo’y (y + 1/y + 1/9%)) = L1 (ay) + Lo(a’yt).

Hence Tr(t) = 0 and Ly (a’y) = Lo(a®y®t), which leads to a contradiction:
0 # Lo(a® (y* + ty° + > +v)) = L»(0) = 0.
So F is APN and this concludes the proof. ]

Remark 3.2. Note that Theorem 3.2 is also valid without the condition Tr(t) = 0.

However, this condition allows to restrict the set of elements t to consider.

Lemma 3.1. Given n # 2, every element in IF3, is the product of a cube and an element

of null trace.

Proof. Consider a general element u € [F3,. We want to show that u = a3y, for
some a,y € 5, with Tr(y) = 0. If n is odd, then for any y # 0 with Tr(y) =0
there exists an element a such that a3 = uy~'. If n is even, consider u = {/
for  a primitive element of 5, such that Tr({) = 0 (from [47] we know that
such primitive element always exists for n # 2). If j =0 mod 3 then a = 7’3
andy=1. If j=1 mod3 then a =U~1/3 and y = {. If j =2 mod 3 then
a=U"2/3 and y = 2. This concludes the proof. O]

Given this result, it is possible to derive a corollary from Theorem 3.2.

Corollary 3.1. If for every u € IF3, the equation Ly (u) = Ly (u3t) is satisfied only for
t with Tr(t) = 1, then the function Ly (x%) + Lo(x?) is APN.
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Notice that, using Corollary 3.1, we can show in few lines that the map
x3 + a1Tr(a%x?), with a € F5,, is APN. Indeed, for L;(x) = x and Ly(x) =
a~'Tr(ax), the equation L1 (u) = Ly (u3t) corresponds to u = a~'Tr(a’u3t). This
implies u € {0,a~'} and, since we need to consider u # 0, for u = a~! we have
Tr(a*u3t) = 1. Therefore Tr(t) = 1 and the map is APN.

When L; and L, are permutations

We consider now a further assumption: we assume that the linear functions L,
and L, used to construct F defined by (3.1), are both permutations. As it will
be shown in Section 3.3, APN functions of this form exist. Hence we want to
further characterise the APN property for these maps.

Consider therefore the case Li(x%) + Lo(x?) with L; and L, permutations.
By applying the inverse of one of the two linear L;, F is linearly equivalent to
a function of the form x° + L(x%) with L a linear permutation (or equivalently
x3 4+ L(x%)).

The theorem below gives a necessary and sufficient condition on L such that

x? + L(x%) is APN (an equivalent formulation can be given also for x> + L(x?)).

Theorem 3.3. Let n be an even integer and a function F'(x) = x3 + L(x) be defined
over Fon where L is a linear permutation. The function F'(x3) is APN if and only if for
any u,x € Fon with u # 0, the equality F'(ux 4+ u) = F'(ux) implies that x + x? #

3
(yy%l) where y is any non-zero element of null trace such that uy~" is a cube.

Proof. From Theorem 3.1 we know that APN property for F/(x%) is equivalent
to:
for any a,y # 0 with Tr(y) =0

&yt +y* +y) + L(a’y) = (°y)*(y + 1/y + 1/y*) + L(a’y) #0.  (35)

Let assume that the second condition in the theorem is satisfied, we want to
show that (3.5) holds.

Let u = a3y # 0. As proved in Proposition 1 in [31], if for any element x,
F'(ux + u) # F/(ux) then condition (3.5) is always satisfied. Indeed F’'(ux +
u) # F'(ux) implies that L(u) # u3(x®> + x + 1), s0 L(u) ¢ {u3z s.t. Tr(z) = 0}.
Relation (3.5) can be written as L(u) + u3(y +1/y +1/y?) # 0 and it is satisfied
since Tr(y + 1/y +1/y*) =0.

Assume therefore that there exists an element x such that F'(ux) = F/(ux + u).
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Hence we have that

0=F'(ux+u)+ F(ux)
=ud(x®+x+1)+ L(u)
= (@)} (x* +x +1) + L(a%y). (3.6)

Moreover the element x is unique (up to adding 1). Indeed, assume there is
another element z such that F/(uz) = F'(uz + u), then we have u3(z> 4z 4+ 1) +
L(u) = 0. So, considering both equations, u3(x + z + x> + z%) = 0 and therefore
(x +z) = (x + z)?, that has solutions z = x and z = x + 1.

If we now consider (3.5) and (3.6) we want (a%y) (y +1/y +1/y*> + x> +x +1) #

0. Hence

0#£y+1/y+1/y¥* +x> +x+1
3 2
+y+1+
LY yyZ y

13
#(y;) + x + x2

+x+x2

Since uy~! = 4> the APN condition is satisfied.

On the other side, assume F/(x*) APN and contradict the statement. Hence
let assume that there exist u, x,y € Fon with u #0,y # 0, Tr(y) =0, uy_l a cube,
F'(ux +u) = F'(ux) and x + x> = %721)3 With a® = uy~! and considering (3.5)

and (3.6) we obtain a contradiction. O

3.2.2 On APN functions of the form x° + L(x3)
Consider a linear map L(x) = Z?;Ol bix? and a quadratic map F(x) = x% + L(x?)
defined over FFpu[x]. Then

n—1 .
F(x) =x" + ) bix?3,
i=0

1

n—1 .

FO2 )P =20+ ) b0 =27+ M(xY),
i=0

with M( x)‘: Zyz_ol bz-zxzi. Moreover, for a primitive element { € IF, and N(x) =

Z?:_Ol ;3% —%x%, we have

{OF(Qx) =0 (0 + L(PA%) = + f Bi>? 0% = 0 £ N(22).
i=0
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By applying these two linear equivalence transformations iteratively, we obtain

the following proposition.

Proposition 3.4. For a linear function L(x) = Z?:_Ol bix? over Fon, the map x° +
L(x3) is linear equivalent to x° + M(x3) where M(x) = Z?:_Ol(bigk@'zl*g))ztxf for

any k,t integers.

This result allows us to perform a restriction over one coefficient of the linear
function L. Consider therefore an integer j with 0 <j < n — 1, without loss of
generality, up to linear equivalence, we can consider a linear function L with
coefficient b; = 0 or b; = 7k, with 0 <k < |32/ — 9| and k either 0 or odd>. Note
that a similar result can be obtained when considering the quadratic function
x3 4+ L(x%).

From [30] we know that in FF,s the function F(x) = x° + Tr(x?) is APN. Be-
low we give a nonexistence result for APN functions of this type for n divisible
by 3.

Proposition 3.5. If 3|n then the function x° + Tr(x3) is not APN over Fon.

Proof. From Theorem 3.1 we have that x” + Tr(x®) is APN if and only if for any
a#0andany x #0,1

Tr(a®(x* + x)) +a°(x® + x) #£0.
If we now consider n multiple of 3, x € Fy \ IF; and 2 = 1 we obtain
Tr(a®(x®> + x)) +a°(x® + x) = 0.
O

Using Theorem 3.2 we implemented, using the software MAGMA, an algo-
rithm that checks a necessary condition for the APN property of x” + Tr(x%)
over [Fon. Specifically, Theorem 3.2 states that x + Tr(x®) is APN if and only

if for any a,y # 0, with Tr(y) = 0 and such that Tr(t) =0, for t = Tigiﬂ;zy), then

3
vy +y+ % # 0. The algorithm considers the cases Tr(a%y) = 1, so with
t= ag—lyS. It verifies that the hypothesis is satisfied, thatis Tr(y) = 0and Tr(t) =0,

and that the thesis is not, hence y* + ty®> + y?> + y = 0. See in the following the
pseudo-code for the algorithm*.

31f we take j = 1 then we need to consider only the cases by =0, b; =1 and by = (.
4Note that the function f, for which we need to obtain the roots, is a linear map.
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fora € F}, do
f=y'+y*+y+a’ eFaly);
for 7 € Roots(f) do
if Tr(y) = Tr(a=%93) = 0 and Tr(a®y) = 1 then
‘ return: f not APN;
end

end

end
return: f might be APN;
Algorithm 1: Pseudo-code for checking if % + Tr(x®) cannot be APN over Fan

Running the algorithm for n up to 200 the only dimensions for which the
necessary APN condition is satisfied are n = 4,5,8. In these dimensions the
map x” + Tr(x%) is APN. For n = 4 the map is CCZ-equivalent to the Gold
function x° (equivalent to x”). For 1 = 5 the map is CCZ-equivalent to the Gold
function x3. For n = 8 the map is not CCZ-equivalent to any function belonging
to a known family of APN functions.

Let us consider now a more general form for F, F(x) = x” + L(x3) with L a
linear function over Fp». With some computational work, done with MAGMA,
we search for more APN functions of this form in other dimensions.

Over Fou, for n =4,...,10, we consider all functions of the form x” + L(x3),
with one of the coefficients of L restricted using Proposition 3.4. We select those
which are APN and divide them into CCZ-equivalence classes. A representa-
tive function for each class is shown in Table 3.1. Obviously for every n not
multiple of 3, the Gold function x” (corresponding to the case L = 0) is APN.

For n = 6 we get:

e for L(x) = {*x + {x? the function x° + L(x%) is CCZ-equivalent to x> +
{ITe(3X%);
o for L(x) ={®x + % the function x? + L(x®) is CCZ-equivalent to x°.
Both of these functions belong to the class of APN functions studied in [31],
since in IFps Tr(x?) = 0, hence x3 = x3 + Tr(x?).

For n = 8 we compare the found APN mappings with the list of APN functions
in dimension 8 in Table 2.5. We get the following:

o for L(x) = 22 + x2' the function x? + L(x3) is CCZ-equivalent to x> +
Tr(x%);
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Table 3.1: APN functions (up to CCZ-equivalence) of the form x° + L(x®) over Fan

‘ n H CCZ-eq ‘ Representatives ‘
4 1 L(x)=0
5 2 L(x) =0, L(x) =Tr(x)
6 2 L(x) = {*x + 2x?,
L(x) = {Bx 4+ %
7 1 L(x)=0
8 8 L(x) =0, L(x) = x* + 2",

L(x) = X2 427, L(x) =Tr(x),
L(x) = x* 4+ 7®x% + %,

L(x) = 760x 4 720042 4 €242xzZ + §190x23 + §x24,
L(x) = €189x + 51373(2 + gsoxﬁ + §1°7x25 + gzzsxzél
L(x) = 51463(2 + @194x22 + @253527

9 0 -
10 2 L(x)=0,
L(x) = é’lOZlX + élozzxz + gxzz

o for L(x) = x* + x¥ the function x? + L(x) is CCZ-equivalent to x3;

e forL(x)= 22+ 78x% + x2' the function x° + L(x3) isnot CCZ-equivalent
to any function of the form x® + a~!Tr(a%x”) but it is CCZ-equivalent to
function 1.12 in Table 2.5;

e for L(x) = 7%0x + 7?0x2 4 ¢242x* 4 719048 + 7x16 the function x° + L(x3)
is CCZ-equivalent to function 1.6 in Table 2.5;

e for L(x) = {"x + 7137x% + 780x8 4 7107x32 1 7228564 the function x° +
L(x?) is CCZ-equivalent to function no. 1.3 in Table 2.5;

o for L(x) = {M0x2 4 {194x* + 72x128 the function x° + L(x%) is CCZ-
equivalent to function no. 3.1 in Table 2.5.

For n = 10, with L(x) = g1921x 4 71022x2 7x?* the function x? + L(x%)is CCZ-
equivalent to x3.

Remark 3.3. The obtained computational results show us that, for 4 < n <10, all
APN functions of the form x° + L(x3), with L € Fou[x] linear, are CCZ-equivalent to
some already known APN functions.
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For higher dimensions, we restrict the linear functions L to having coeffi-
cientsin IF5. So, for 11 < n < 16, we consider all functions of the form x4+ L(x3)
with L € Fp[x] linear. Among these, the only APN maps are the ones con-
structed with L(x) = 0 over Fp» with n not multiple of 3.

Analysing the obtained results we are able to construct a family of APN

functions defined for any 7 even:
the function F(x) = x° + L(x®) with L(x) = ¢x* + ¢ 1x® + {2x,

where ¢ € [F3, is a primitive element, is APN over Fp» for every n even.

It is possible to generalise this family as follows.
Proposition 3.6. In Fyn for n even the function
X7 + L(x®) with L(x) = yx* + ¢ 1x% + 972«

is APN for any vy € IF3, not a cube. Moreover the obtained function is linearly equiv-
alent to the Gold function x>.

In order to prove it we need the following remark.

Remark 3.4. If n is even and vy is a non-cube element in IFon, then for every non-zero
element b of the finite field we have b3y # 1. It trivially follows from the fact that

3|(2" — 1) when n is even.
Proof of Proposition 3.6. The obtained function F(x) = x? + L(x3) is
F(x) =2 + 92 + 9710 4 4728
=723 + 2+ + 1] = 23 [ + 13
= (2 + P =7 (4 1),

If v is not a cube then yx* + x is a linear permutation, since yx3 # 1. Hence the

function F is equivalent to x% and so it is APN. O
Consider now the more general case F(x) = 22y L(xziH) with
L(x) =722 + 91232 + 9 2xand 4 £0.
We have
F(x) 2 'yx23i+22i i 71—2ix22"+2" 4 7—2ix2f+1 _

_ni 2i i i ~3i _ni 2i\ i
=7 2 (x 92 ) (7 + 7 x) =7 (r )P



3.2 APN conditions 53

Now, the linear function x + 'yxZZi is a permutation if 'yx22i*1 # 1. Since
3| (2% — 1) the condition that v is not a cube is a sufficient condition for n
even. Therefore the obtained function is linear equivalent to x2+1 that is APN
if ged(i,n) = 1 (corresponding to a Gold function).

Therefore we can state the following:

Proposition 3.7. Over Fon, with n even, consider the function
F(x) = 22y L(xziH) with

L(x) = 'yx22i + 'ylfzix? + 'yfzix and v # 0.

Then the function F is APN for every <y not a cube and every i coprime with n. In these

cases the function is linearly equivalent to the Gold function X2+

3.2.3 On the components with constant derivative and the Walsh
spectrum

From [6] we get the following theorem.

Theorem 3.4. Let F be a function from IFn to IFon. Then for any non-zero a € FFpn
Z SFZ(Daf)\) Z 22n+1.
/\EIFZn
Moreover, F is APN if and only if for every non-zero a € Fpn
Z ?Z(Duf)\) — 2271-1—1.
/\G]an

For an (n,n)-function F and a,A € Fon, consider the sets

Ag ={A € Fon s.t. D,f, is constant}, (3.7)
L8(fr) ={a € Fan s.t. Dy f, is constant}. (3.8)

The set £8(f)) is often called the linear space of f,. Consider now a quadratic
function F € [Fyn[x]. Every component of F has at most algebraic degree 2 and,
consequently, the Boolean function D,f, can be either affine or constant. If
D, f) is affine then F(D,f)) = 0. In the other case we have F(D,f,) = £2" and
F2(D,f)) = 22". Therefore

Y FH(Dafy) =2%"- |A4l.
)LeIle’l
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From the previous theorem we have that F is APN if and only if the sum is
equal to 22"*1, hence if and only if |A,| = 2 for any non-zero a. Clearly we
have always 0 € A,, so |A}]| =1.

Equivalently, we have that F is APN if and only if for any two distinct ele-
ments Ay, Ay in IF5,,

L8(f1,)" NLS(f1,)* =@ and Y £8(f1)"] =2" — 1.
AF£0

According to Proposition 1 in [38] we have that the dimension of the kernel
K of f) and n have the same parity, where the kernel of a quadratic form f is the
subspace of Fon {u € Fon s.t. f(u+v)+ f(u) + f(v) =0 for any v € Fpn }. From
Lemma 1 in [38] we know also that K corresponds to the subspace £S8(f)).
Therefore we have dimg, (£8(f))) = 7 mod 2.

Consider now, for 0 < i < n, the set

O; = {A £ 0s.t. dim(£8(fy)) = i}

If Q); is not empty then i has the same parity as n. It can be easily proved by
considering a non-zero element A in the set, i.e. such that dim(£8(fy)) = i.
Since the dimension of £8(f)) has the same parity as 1, the same can be stated
oni.

The set (g corresponds to the set of all bent components It is well known

( —1)

that, for n even, a quadratic APN function has at least bent components,
see for example [93].
Hence, for a quadratic APN function F defined over even dimension, the

following relations are satisfied.

n/2

2 flzzémz]-\,
]:

n/2 Y n/2 0
1= ) [88(f)] = ) (27 DOyl = Y (27 — 1) [yl
AF£0 j=0 j=1
Hence
2 221—1
] = Z - Via,),
—1 ”/2 221—4)
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Therefore F has exactly @ bent components if and only if for any A € [F3,

dim(£8(fy)) < 2. The result just stated is a particular case of Corollary 3 in [6].
Let us apply now what we have obtained so far to functions of the form
F(x) = Ly (x%) + Lo(x?), with L; and L; as in (3.2).

Proposition 3.8. F(x) = Li(x3) + Ly(x°) is an APN function if and only if for any
a € IF5, there exists one and only one A € IF5, such that

Tr(AL1(ax? 4 a®x) + ALy (ax® + a8x)) =0 (3.9)

Proof. Considering a component of the derivative function, we have the follow-

ing formulation

Dafa(x) = Tr(A[F(x) + F(x +a)])
= Tr(A[L1(ax? + a®x + a°) + Ly(ax® + aBx + %))
= Tr(A[L1 (ax? + a%x) + Ly(ax® + a8x)]) 4+ Tr(A[L1(a®) 4 Lo(a”)]).

In order to determine whether it is constant, it is sufficient to study the function
g(x) = Tr(A[L1(ax? + a?x) + Ly(ax® + a®x)]). Since ¢(0) = 0, we have that if g is

constant then it is the constant zero function and this concludes the proof. []

Remark 3.5. Equivalently, we can study the conditions for Tr(ALy(a®[x? + x]) +
ALy (a®[x8 + x])) to be the constant zero function. Due to the property of the trace
function we can study the conditions for AL1(a®[x? + x]) + ALy (a’[x® + x]) to be
equal to 17 + n?, with n = 1(a,A, x).

From Proposition 3.8, we can obtain some observations on the possible di-
mensions of £8(f)). We recall that the dimension of £8(f,) is linked to the
nonlinearity of f). Indeed, since f) is a quadratic map, NC(f)) =2""1 — 2" -1
where k = dim(£8(f)))°. Recall also that, in odd dimensions, all quadratic
APN functions are AB. This implies that for a quadratic APN map F in odd
dimension dim(£8(f,)) = 1 for every A # 0.

Let Lt and L} be the adjoint operators® of L; and L, respectively. Set

Pr=Li(A) and 73 = L5(A), (3.10)

5For every Boolean function f, F(f)? = YieF, F(Dpf) (see [40]) and, when f is plateaued, W (u) €

{0,£v} for any u € Fon. So, Wy, (0) = I(f)) = 2" and maxyep,, |Wr, (u)| = 2%,
6Given a linear map L over Fan, the adjoint operator of L is the linear map L* satisfying Tr(xL(y)) =
Tr(L*(x)y) for every x,y € Fon.
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and expand Equation (3.9), recalling that Tr(x) = Tr(x?).

=Tr(L;(A)(ax?® + a%x) + L3(A) (ax® + a8x))

n—1 »on-1 n—3 on—
BY & x4 paix+) A

2n—3

=Tr(x- (B3 0¥+ aa® + 13 a4 yad)).

x4 ra8x)

This implies that

2n—1 2n—3

Pi(a) =pra®+ 5 @+ e’ +193 T =0,
Let P = (P})®, then D, f, is constant if and only if a is a root of the polynomial
Py(x) = 2528 + BS 210 4+ Biat + yax = x - (9528 + BE X1 + B + ).
Therefore we have the following proposition.

Proposition 3.9. Consider F(x) = Ly(x%) + Lp(x?), with Ly and Ly as in (3.2), an
APN map defined over Fyn with n even. F has exactly @ bent components if and

only if for any A € IF5, the polynomial
x - (7% 4 B+ BAC + )
admits at most 4 roots, with B, and -y, defined by (3.10).

Assume now that there exists an element A # 0 s.t. dim(£8(f,)) > 6 then
the polynomial P, has to be the zero polynomial (hence f) is linear). This is not
possible for an APN map (see Proposition 9.15 in [42]).

Proposition 3.10. If F as in (3.1) is APN then for any A # 0 dim(£8(fy)) < 6. In
particular, for n even, we need only to consider the sets (g, Oy, Qg and Q.

Corollary 3.2. Let n be an even integer. If F as in (3.1) is APN then its Walsh spec-

n+2 n+4 n+6

trum is a subset of {0,4£27,42"7 ,4£2"2 ,+2"7 }.

Notice that fy = 0 implies that Tr(AL;(x)) = Tr(Brx) = 0, hence the A-
component of L is the null function and L; is not a permutation. The same ap-
plies for 7, and L. Moreover Li(x3) + Ly(x?) being APN implies that the two
linear functions cannot have common zero components (indeed if By =y, =0

then £8(f)) = Fan). We consider now some particular cases.

o If ) =0(B) #0)then Py(x) = x5 - (BAx12+1) =x*B1 - (Brx® +1)4=0.
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1.

- If nis odd then dim(£8(fy))

- Ifniseven then dim(£8(fy)) =2if B, isa 3-rd power and dim(£L8(f)) =
0 otherwise.

o If By =0(7) #0)then Py(x) = x7, - (Y{x® +1) =x9, - (7ax%)7 +1) =0.

— If 3{n then 7 (2" — 1), implying x, - (y)x° +1) =0.
If n is odd then dim(£8(fy)) = 1.
If nis even then dim (£8(f))) =2if v, isa 3-rd power and dim(£8(f))) =

0 otherwise.

- If3|nthen7| (2" —1).
If n is odd then dim(£8(fy)) = 3 (F is not APN).
If n is even then 9 | (2" — 1), hence dim(£8(fy)) = 6 if 7, is a 9-th
power and dim(£8(f,)) = 0 otherwise.

From the previous analysis, the following proposition is obtained.

Proposition 3.11. Consider F(x) = Ly (x3) + Ly(x%) as in (3.1) defined over Fyzm,
with m an odd integer. If Ly is not a permutation then F is not APN.

Remark 3.6. Analysing Py for n = 4 we obtain that it has at most 4 roots, hence
dim(£8(fy)) < 2. This implies that all APN functions defined by (3.1) have exactly

2(2”37_1) bent components. This fact is already known since in dimension 4 all APN

2"=1)
3

functions are EA-equivalent to the Gold function, hence with 2 bent components.

Computational Results

Using the software MAGMA we studied, for functions F of form (3.1) defined
over small dimensions, the relation between the APN property and the number
of bent components. From the results obtained taking random linear functions

Ly, Ly and constructing F for n € {6,8} the relation seems the following one:

Conjecture 3.1. For an even n, a function F over Fon of the form (3.1) is APN if and
only if it has exactly (2" — 1) bent components.

We know that this is not true for general quadratic functions. Indeed con-
sider the quadratic APN function presented by Dillon in 2006 [57]

F(x) :x3+u11x5+u13x9—|—x17+u11x33+x48
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defined over F,s where u is a primitive element, root of the polynomial x° +
x* + x® 4 x + 1. This function has 46 bent components and 46 > %(26 — 1) = 42.
Moreover it has the following characterisation: |Qy| =46, (2| =16 and |Qy4| =
1.

3.3 Comparison with some lists of known APN func-
tions

An interesting question is how often in the CCZ-classes of APN maps, there is
a function of the form (3.1). To partially attack the problem, we consider the
work done by Edel and Pott in [66], where the authors gave for n = 6,7,8 a list
of some known CCZ-inequivalent APN functions, reported in Tables 2.3, 2.4
and 2.5. Hence, in the following, we check if the construction L1 (x®) + Lo (x?)
appears often in these lists.

In Table 2.3 for [Fy there are 14 functions, 13 of which are quadratic, and the
only ones in the form L{(x3) + Ly(x?) are:

o X3,

o x3 4+ 71x6 4 7x% where Ly (x) = x 4+ {11x2 and Ly (x) = x.

In Table 2.4 for [F,; there are 19 functions and the only ones in the form
L1(x3) + Ly(x?) are:

o 3+ Tr(x%).

Analysing Table 2.5 of the 23 APN functions in [F,s, we noticed the follow-

ing:

e Exactly 17 of them are of the form L;(x%) + Ly(x?), their corresponding
positions in the list are 1.1 — 1.12,1.14 — 1.17,3.1.

* Moreover, 11 of them are such that the linear function L; is a permutation.
Their corresponding positions in the studied list are 1.1 — 1.6,1.8 — 1.12.
Therefore there exists an affine equivalent function of the form x + L(x?)
where L = Lfl o Ls.



3.3 Comparison with some lists of known APN functions 59

e Further, 2 of them are such that L, is a permutation. Therefore they are

affine equivalent to functions of the form x° + L(x®) where L = L, o L;.

They are the ones in positions 1.15 and 3.1.

The linear parts of the 11 obtained functions of the form x> + L(x”) are listed
in Table 3.2. The linear parts Ly, L, for the other functions Li(x3) + Ly(x°) are

Table 3.2: List of linear function L such that x® + L(x%) is APN in s, from Table 2.5.

No. in Table 2.5 | L(x) |

1.1 0
1.2 x128+x64+x32+x16+x8+x4+x2+x
13 €'127x128 + €64x64 + €16OX32 + €208X16 +€232X8 +€244X4 +€250X2 +€253X
14 g232x128 + €238x64 + §11x32 + §167x16 + €200x8 + gZSlxll + ngSXZ + €65x
15 §221X128 4 6187.7(64 +€119x16 +€221X8 +€187X4 +€119X
1.6 €1]0x128 + g30x64 + €140x16 +é’215x8 +é’210x4 +€'185x
1.8 €136x128 +€17x64 +x32 +€'34x16 +€'136x8 +€'17x4 +x2 +CS4X
1.9 g25x128 + €ZOOX64 + €75X32 + €225X16 +€130X8 +€125X4 +€165X2 +€15X
1.10 €60X128 + €226x64 + §76x32 + §34x16 + €192x8 + €214x4 + €251x2 + gllx
1.11 §204X128 + €153x64 + €51x16 + CZO4X8 + €153X4 + gSlx
1.12 §l61x128 + 5217x64 + 51603(32 + §4x16 + €11x8 + §142x4 + §250x2 + é’49x

listed in Table 3.3.

Table 3.3: Remaining APN function of the form L;(x%) 4+ Ly(x°) from Table 2.5

No. in Table 2.5 \

Ll(x)

| Lo(x) |

17 {1499x128 4 715164 4 110,32 4 126,16 [ 758,128 4 ;244,64 | ;8132 4 ;13,16
709x8 1 700yt | 1942 4 7107y 0x8 4 1804 - g76x2 4 720y

114 106128 4 79164 | 759,32 | ;16316 | p214x128 | ;138264 4 7100432 | 7124516
10028 4 85t 202 4 1Ty 1017298 4 8yt 4 25052

1.15 0 x

116 77x128 4 715564 | 788,32 | 142416 (23128 | 6964 | 332 | 79616
M58 | 720254 4 p189,2 4 o241y 0228 4 p168x4 4 2342 4 94y

117 188128 | 7132064 4 776,32 | ;252,16 | 791,128 4 ;46,64 4 781,32 4 37,16
1783x8 | 71854 | 21652 4 7181y 716208 4 7424 1342 | 7163

3.1 (25x128 4 7194y4 | r146,2, X

To finish the analysis we add two linear functions evaluated in x° and x!7,
i.e. of the form F(x) = L1 (x3) 4+ Ly(x%) + L3(x?) + Ly(x'7) (hence we consider

now a generic quadratic function over Fys).
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When L; is a permutation we consider L 16 F (1.13 and 5.1) and when L3
is a permutation, we consider L, 16 F (4.1 and 6.1). Hence the last quadratic
functions from the list are presented in Table 3.4 written in such form.

Table 3.4: Remaining APN function of the form Ly (x3) + Ly (x%) 4+ L3(x”) + Ls(x'7) from Table
2.5

No. in Table25 | Li(x) | Ly(x) | Ls(x) | Ly(x) |
1.13 X €6X128 + €162X64 €60x128 + €226x64 €115x128 + €184X64
+€240X32 + €'24x16 +€76x32 + €'34x16 +€87x32 + €'225x16
+§171x8 + 5117754 +C192x8 + €214x4 +€162x8 + €241x4
+§90x2 + §204x +€251X2 + C’llx +€'44x2 + glOSx

2.1 x4 x 0 {16x32 4 71642 X
4.1 x4+ x2 x6% 4 x32 x x8
5.1 x x84+ x x%% 4 x2 0
6.1 x16 4 x4 x32 4 x2 x 0

We further analyse some results published in [109] by Yu, Wang and Li. In
the cited paper, the authors gave a matrix approach to construct quadratic APN
functions. They were able to extend previous lists of CCZ-inequivalent APN

functions:

* For [F,7 Edel and Pott [66] listed 19 classes of CCZ-inequivalent APN func-
tions. Yu, Wang and Li extended it to a list of 490 classes, none of the new
ones is of the form L (x3) + Ly(x?).

¢ For [Fys, in addition to the previous list of 23 classes, the authors gave 8157
new classes, providing a new list of 8180 classes of CCZ-inequivalent APN

functions. None of the new functions is of the form Ly (x3) + Ly(x%).

Regarding to the quadratic APN functions constructed in [102] by Weng,
Tan and Gong, none of the 10 APN maps for n = 7 and the 10 APN maps for
n = 8is of the form Ly (x3) + Ly(x?).

We leave as an open question whether any of the functions listed in [109]
(and in [66, 102]) is EA-equivalent to an APN map of the form Ly (x3) + Ly(x%).



Chapter 4

Constructing APN functions through
isotopic shifts

In this chapter we move to the study of isotopic equivalence with respect to
APN functions in characteristic 2. In particular, we introduce a new construc-
tion method for APN functions based on isotopic equivalence. We make the
following formal definition, which is the central concept considered in this

chapter (and which will appear natural after we state Theorem 4.1).

Definition 4.1. Let p be a prime and n a positive integer. Let F,L € Fyn[x]. The
isotopic shift of F by L, denoted by Fy, is the polynomial given by

Fi(x) = Ap(x, L(x)) = F(x + L(x)) — F(x) — F(L(x)). (@.1)

In Section 4.1 we show how isotopic shifts arise naturally in the study of
planar functions. This result acts as motivation for studying isotopic shifts in
the parallel area of APN functions. Before narrowing our scope to APN maps,
in Section 4.2 we make some general observations on isotopic shifts. We then
restrict ourselves to considering isotopic shifts of APN functions. Firstly, in
Section 4.3, we consider how we may obtain the same function by isotopically
shifting a given APN map F in characteristic 2 by different L. Then, in Sub-
section 4.3.1, we begin our main study, that of isotopic shifts of quadratic APN
functions by linear maps. We show that only bijective or 2-to-1 linear maps can
possibly produce an APN function from the isotopic shift of a quadratic APN
function. We then proceed, in Subsection 4.3.2, to concentrate specifically on
isotopic shifts of Gold functions in characteristic 2. In Theorem 4.6 we present
a construction for quadratic APN functions over i, using the isotopic shift
method with 2™-polynomials. For k = m = 3, this construction provides an

APN function which is not CCZ-equivalent to any APN function from the cur-
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rently known infinite classes. For k =4, m = 2, our construction covers the APN
function x° 4 Tr(x3), known since 2006 [22, 57] and which has not been part of
any known family of APN functions up to now. We show that an isotopic shift
of an APN function can lead to APN functions CCZ-inequivalent to the original
one, even if we shift only Gold functions by linear monomials, see Lemma 4.1.
We show that every quadratic APN function over Fy is EA-equivalent to an
isotopic shift of any other quadratic APN function, see Proposition 4.3. Some
of the aforementioned equivalence/inequivalence results, together with more

computational data, are provided in Section 4.4.

4.1 Isotopic equivalence for planar quadratic functions
revisited

The following result shows that the concept of isotopic shift is, in fact, a very
natural concept. Recall that the isotopic shift F; is defined in (4.1) and isotopic

equivalence is defined in Section 2.4.

Theorem 4.1. For p a prime and n a positive integer, let F,F' € IF n[x] be quadratic
planar functions (null at 0). If F and F' are isotopic equivalent then F' is EA-equivalent
to some isotopic shift F; of F by a linear permutation polynomial L € TF pn[x].

Proof. By definition, quadratic planar functions are isotopic equivalent if the
presemifields defined by them are isotopic. That is, the presemifields defined
by multiplications x and *, with x x y = Ap/(x,y) and x * y = Ap(x,y), respec-
tively, are isotopic. Note that the linear parts of F and F’ do not play a role in
these operations. In the calculations below, we replace then the quadratic func-
tions by their DO parts (that is, we erase their linear parts, without loss of gen-
erality up to EA-equivalence). Then we have x x x = 2F/(x) and x * x = 2F(x).

For some linear permutations T, M, N € Fx[x], we get
T(xxy) = M(x) * N(y),
for all x,y € Fyn. Hence we have
T(x%x) =T(2F'(x)) = 2T(F'(x))
=M(x) * N(x) = Ap(M(x),N(x)),

which leads to
2T(F' (M~ (x))) = Ap(x, N(M ' (x))).
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As this holds for all x € [Fyn, we see that this is, in fact, a polynomial identity,
and F’ is EA-equivalent to F; with L = N o M~ a linear permutation. O

Theorem 4.1 shows that, when considering two quadratic planar functions
that are isotopic equivalent, one is always EA-equivalent to an isotopic shift
of the second one by a linear permutation. This trivially comprehends the case
when the two maps are CCZ-equivalent, for which N = M and so L = Id. More
interesting, it tells us that, for isotopic equivalent quadratic planar functions,
what takes us beyond CCZ-equivalence is the isotopic shift by a linear permu-
tation L. In fields of even characteristic the isotopic equivalence cannot be de-
fined for APN functions. However, in the past years classes of APN mappings
were used for constructing planar functions. For this reason we investigate
whether the isotopic shift, which can lead to planar functions in fields of odd
characteristic, can also construct APN maps in fields of even characteristic. For
linear shifts of APN functions, we do not restrict L to being a permutation. As
with planar quadratic functions, we will see that an isotopic shift of an APN

map can lead to APN functions CCZ-inequivalent to the original map.

4.2 Generic results on isotopic shifts

With regards to isotopic shifts, an easy first observation is that for any F &

IF ;n[x] and any permutation L € Fn[x], we have
FL(L™'(x)) = Fia(x), (4.2)

where L~! is the compositional inverse of L. In particular, thanks to EA-
equivalence, if L is a linear permutation polynomial, then F; and F; -1 have
the same differential uniformity. Along similar lines, we have the following

theorem.

Theorem 4.2. For p a prime and n a positive integer let F,F" € Fyn[x] be arbitrary
polynomials. If F and F’ are EA-equivalent, say F=AjoF "o Ay + A, where Ay, Ay €
IF ;n[x] are affine permutations and A € IF yu[x] is affine, in addition with the restriction
A»(0) =0, then for L € Fpn [x], Fy is affine equivalent to Fj; where M = Ayo Lo AL,

Proof. Since F = Aj o F' o Ay + A with A; a linear permutation polynomial, we
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have

Fr(x) = Ap(x, L(x)) = F(x + L(x)) — F(x) = F(L(x))

= Ay (F'(Az(x) + A2(L(x))) — F'(A2(x)) — F'(A2(L(x)))) + A(0)
= A1 (F'(Az(x) + M(A2(x))) — F'(A2(x)) — F((M(A2(x)))) + A(0),
and with Az(x) = A;(x) + A(0) we have F;, = Az o F}; 0 A». O

When considering quadratic maps, we derive from Theorem 4.2 a more gen-

eral result by removing the restriction on A,.

Corollary 4.1. If F,F' € Fpu[x] are EA-equivalent and quadratic, say F(x) = Ay o
F'o Ay(x) + A(x), then for L € Fyn[x|, Fy, is EA-equivalent to Fy, where M = Az o
Lo Ay Y, Ay(x) = Ax(x) + Ay(0).

Proof. If F' is quadratic then F' o Ay(x) = F/(Az(x)) + N(x), with N an affine

map. Hence we have
Fr(x) = Ay o Fyy o Ay(x) + As(x),
with Aj affine. O
We note the following observations related to the isotopic shift construction.
* For F,L € Fpu[x], with deg(L) = 1, we have that deg(F) < deg(F).
e For F,L € Fn[x| we have that F; = Fj,, with L' = L + Id.
¢ For F quadratic and L, M arbitrary polynomials over IF,», we have that

Fr + Fpr=From. (4.3)

In the following sections we are mainly concerned with the case where F is a

quadratic APN function and L is linear.

4.3 Isotopic shifts of APN functions

As already stated, we are mainly concerned with the case where F is an APN
function and L is linear, both maps defined over Fo». We first consider how
an isotopic shift of an APN function may generate the zero polynomial. (We
remind that throughout the chapter, we assume any APN function has zero

constant term.)
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Theorem 4.3. Let F € Fyu[x] be an APN function and L € Fpn[x]. Then Fy is the zero
function if and only if L(a) € {0,a} for all a € F%,. Furthermore, if L is linear, then
Fy is the zero function if and only if L is either the zero polynomial or the polynomial
X.

Proof. Suppose Fi(x) =0. As F is APN, we know that for all a € F},, Ap(x,a) =
0 if and only if x € {0,a}. Now Fp(x) = Ar(x,L(x)), so that for all a € FF,,
L(a) € {0,a} is forced. Conversely, if L(a) € {0,a} for all a € IF3,, then clearly
Fr(a) = Ap(a,L(a)) =0, while F; (0) = Ap(0,L(0)) = 0. Hence Fy(x) =0.

Now suppose L is linear. Since L(a) € {0,a} for all a € Fy:, we have Fon =
Im(L) ® Ker(L). Suppose 0 < dim(Ker(L)) < n. Then there exist v € Im(L)
(which implies v = L(v)) and z € Ker(L) with vz # 0 and v+ z # 0. Thus
v=0v+0=L(v)+L(z) =L(v+2z) € {0,0+z}, a contradiction. Hence Ker(L) =
Fyn or Ker(L) = {0}. In the former case, L(x) = 0, while in the latter case
L(x) =x. O

Our motivation for establishing this result is not directly related to being
concerned with generating the zero polynomial, but with the more practical
problem of understanding how distinct L can yield the same isotopic shift of a
given DO APN function.

Corollary 4.2. Let F € Fau[x] be a DO APN function and L, M € Fau[x]. The fol-

lowing statements hold.
(i) Fp = Fy if and only if L(a) + M(a) € {0,a} for all a € F3,.

(ii) Suppose L, M are linear. Then F; = Fyif and only if L= M or L = M + 1d as
polynomials.

Proof. We have from (4.3) that F; = Fj; if and only if Fy(x) = 0, where N =
L + M. Both results now follow from Theorem 4.3. ]

Notice that one implication of (i) is directly obtained by an observation in
the previous section, that is F;, = F | j,.

We conclude with the observation that the isotopic shift can lead to an APN
function also starting from a non-APN function. So, in general, the isotopic

shift does not preserve the differential uniformity.
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Remark 4.1. Consider Fos and the function F(x) = x°, which is not APN. With
L(x) = {x8 we construct the APN map

Fp(x) = x*L(x) + xL(x)* = a2 + 7423,

where Fr (x) = M(x3) for the linear permutation M(x) = {x* + {*x32.

4.3.1 Isotopic shifts of quadratic APN functions

In this subsection, we restrict ourselves to isotopic shifts of quadratic APN
functions by linear polynomials. In the planar case, for the isotopic shift to
be planar we require the linear polynomial involved to be a permutation poly-
nomial, see Proposition 7.1 in Chapter 7. The corresponding result for the APN

case is as follows.

Theorem 4.4. Let F € Fon[x]| be a quadratic APN function and L € Fon x| be linear.
Set M = L + Id. If Fy is APN, then both following statements hold.

(i) L is either a permutation or 2-to-1, and L is injective on Im(L).
(ii) M is either a permutation or 2-to-1, and M is injective on Im(M).

Proof. We need only establish (i), as the duality spelled out in Corollary 4.2
(ii) will then imply (ii). As F is a quadratic polynomial, Ap(x,a) is a linear
operator for all a € IF5,. Consequently, Ar, (x,a) is also linear, and F;, being
APN is equivalent to Ker(Ap, (x,a)) = {0,a} for all a € IF5,. Applying the linear
operator identity to the difference operators involved one can show that, for
any a € IF3,,

Ar, (%,) = Ap(x,L(a)) + Ar(a, L(x)). (4.4

Suppose L is not a permutation polynomial, so that there exists some z € Ker(L)
with z # 0. Then Ap, (x,z) = Ap(z,L(x)). Clearly, any x € Ker(L) satisfies
Ar, (x,z) =0, so that {0,z} C Ker(L) C Ker(Af, (x,z)) = {0,z}. Thus Ker(L) =
{0,z} is forced and L is 2-to-1. Furthermore, since A, (x,z) = Afp(z,L(x)) and
Ar(z,z) = 0, we must have z € Im(L). Thus, viewed as a vector space over IF,
we have Fon =Im(L) & (z). Since L(x + z) = L(x) for all x € [Fon, we must have
L(Im(L)) =Im(L). O

We have the following corollary, which eliminates some possibilities for L

when the field has square order.
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Corollary 4.3. Set n to be an even integer. Let F € Fn[x] be a quadratic APN function
and L € Fp[x] be linear. If Fy is APN over [Fpn, then L is 2-to-1.

Proof. Set M(x) = L(x) + x. Suppose, by way of contradiction, that F; is APN
over Fpn and L is a permutation polynomial. Then L(1) =1 is forced. Thus
M(1) = M(0) = 0. Now F4 ={0,1,7,7 + 1} is a subfield of Fp:, and since
L € F[x] is a permutation polynomial, we must have either L(y) =y or L(y) =
v+ 1

If L(y) = 1, then M(-y) =0, so that M has more than two roots, and this con-
tradicts Theorem 4.4 (ii). If L(y) = v + 1, then M(y) =1, and so 1 € Im(M).
But then 0,1 € Im(M) and M(0) = M(1), so that M is not injective on Im(M),
again contradicting Theorem 4.4 (ii). Thus, L cannot be a permutation polyno-

mial. O

4.3.2 Isotopic shifts of Gold functions

We recall that the DO monomials in characteristic 2 which are APN are the so-
called Gold functions over Fy: G;(x) = 22+ with ged(i,n) = 1. First studied
by Gold [73] in the context of sequence design and rediscovered in 1993 by
Nyberg in [92], Gold functions have played an important role in the study of
APN functions, and, in particular, in understanding CCZ-equivalence [32]. For
G; and any L € Fy[x], we use §; ;. to denote the isotopic shift of §; by L; that is

G 1(x) = x¥L(x) + xL? (x). (4.5)

It is an easy observation that §; and §,,_; are linearly equivalent. In fact, this is
a necessary and sufficient condition for Gold functions to be linear equivalent,
and if they are not linear equivalent, then they are not CCZ-equivalent [106].
This linear equivalence extends to isotopic shifts as G; 1 (x )ZH' = Gy—iL(x).

General restrictions on L

We expand on (4.5) further. Let the linear polynomial L be represented as
L(x) = Z’?:_Ol bszj. Then expanding in (4.5) we have

— i nj i it
Gir( Z (bsz 24 b]2 x? ”“1) ,

&O
=
I\)
I
L
0
I
—_ o

(bfx2i+2j + 07T = 2 M(x) + M (x) = Gy (),
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where M(x) = Y7 16222, We also have, with { primitive and N(x) =

. =0 "]
27:—01 bjgzj_lxzj,
C (@'+1) 9,L(Cx —(2'+1) i ( jCZi+21x2i+zf n b]zigzi+j+1x2i+1+1)
v 2-1,2'+2 212! 2141 2 2i
= Z (bjg X + (b]‘C - ) X ) =x N(x) +xN (x) — 91‘,N(x)-
=0

From the above two equivalences we can perform a restriction over one
non-zero coefficient of the linear function L. Fixing an integer j such that 0 <
j < n —1, then we can restrict the search over all possible linear functions L
with b; # 0 to those with b; = 7k with 0 < k < 2/ — 1 and k either 0 or odd. We

summarise with the following statement.

Proposition 4.1. Let IF%, = () and G;(x) = x2 1 be APN over Fyn. Suppose S
as (4.5) is constructed with L(x) = Z}:Ol bszj . Then G; 1 is linear equivalent to G; p1,
where M(x) = Zygol(bjgk(z"*l))ztxzj for any k, t integers.

When L is a linear function, the linear operator of §;; has the following

form:
Aq(x) = Bg,, (x,0) = xL(@)* +aL(x)* + x¥L(a) +a®L(x).  (46)

The next result is related to Theorem 4.4 and shows that in certain situations
we may obtain, for Gold functions, slightly stronger restrictions on L than those
outlined in Theorem 4.4. Recall the definition of a g-polynomial, presented in
Section 2.2.

Definition 4.2. For q a power of 2, we call L a g-polynomial over I if L(x) = ¥ bixt.

Any g-polynomial over IF i is a linear transformation of IF  over IFy.

Theorem 4.5. Let q = 2™, with m > 1, and suppose G;(x) = x> +1 is APN over
]Fqk = Fon, with n = km. If G; | as in (4.5) is APN over Fp» with L a q-polynomial,
then L is a complete mapping over FFpn.

Proof. Since §; 1 is a quadratic APN function, we have Ker(A,(ax)) = {0,1}, for
a € F},. For x € Fj, we have L(ax) = xL(a). So, if x € IF; \ {0,1}, from (4.6) we



4.3 Isotopic shifts of APN functions 69

have

0 # Ag(ax) :axL(a)zi +ax2iL(a)2i + (ax) L( )+a xL( )
— axL(a)(L(a)* '+ x* 'L(a ) Sly2ely g2y
= axL(a) (L(a)* ' +a?71) (¥~ )

As G; is APN over Fy:, we know ged(i,n) = 1, so that z — 2Tisa bijection.
Consequently, x*~1=1ifand only if x = 1, which we have excluded. Hence,
forall a € F5,, we must have L(a) # 0 and L(a)Zi_1 # a2 1. This latter condition
is equivalent to L(a) # a for all a € [F},, again because z — 2-1isa bijection.
Since L is a linear transformation, we conclude L is a complete mapping over
Fyn. O

We now prove a theorem which provides a construction of quadratic APN

functions containing new examples of such functions.

k
Theorem 4.6. Let n = km, %, = ({) and d = ged(q — 1,%), where q = 2. Let
d’ be the positive integer having the same prime factors as d, each being raised at the

<;’k L) 1 Let U = (D) be

the multiplicative subgroup of ]F* of order (( 7 ) =) and consider the set W = {yd -
j=0,....d —1,yeU}. Let L E IF«[x] be a g-polynomial and let G;(x) = X2+ be
an APN Gold function over ]Fqk (i.e. such that gcd(i,n) = 1). Then G; | as in (4.5) is
APN over IF i if and only if the following conditions are satisfied:

same power as in hence such that ged (g —

ql’

(i) foranyu € W, L(u) ¢ {0,u};
(ii) if n is even then ]{@ ueWhnFyp| <1,
(iii) for distinct u,v € W satisfying uziL(v) + vL(u)zi # 0, we have

?L(u) +uL(®)?
u?L(v) + vL(u)? 7 Fy.

Proof. Any element x € IF;k can be expressed in the form x = ut with u € W and

t € F}. Indeed, since ]F* — (7), we have x = {?#1/, for some integers z and j

k
where 0 <j<d —1. For ease of notation, set | = (q )d’ Sinceged(q—1,1) =1,
for any such z, there exist integers r and s such that z =r(g — 1) + sl. Hence we

have
x = Cd’z+j — gd’r(qfl)gjgdlsl = ut, (47)
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k-1

where, denoting y = @d/r(q_l) € U,wehaveu = y@j eWandt= gd’sl = gs( ) ¢
. k_1
Fy. Since [W x Fj| = W] - [Ej| = (@) - (g ~1) =d'- =4 - (= 1) = g -
1= |]F;k |, two distinct elements in ]F;k cannot have the same representation, u
and t are unique. Using the representation (4.7) for x, we have L(x) = tL(u).
Let a € lF;k and A, from (4.6). Then §;; is APN over quk if and only if
Ker(A;) = {0,a} for all a € ]F;k. Now apply the representation (4.7) for both

x =ut and a = vs with u,v € W and t,s € F;. Then

Ay(x) = uzitzisL(v) + vziszitL(u) + utsziL(U)zi + vstziL(u)zi
=ts (t2i_l (uziL(v) + vL(u)zi) 4521 (vziL(u) + uL(v)zi)) .

So in this representation, §; 1, is APN over [ if and only if the only solutions
to Ays(ut) =0aret =0,oru =vand t=s.

Assume ;1 is APN over FF . Then L is a complete mapping on I by
Theorem 4.5; hence Condition (i) is satisfied. For showing Condition (ii),
suppose that n is even and |{¥ : u e W}NFyp|>1 Since L is a com-
plete linear mapping, the elements of {# : u € W} NFy cannot be in
F, and since |{¥ : u € W} NFyp| > 1 these elements are then a and a?,
where « is a primitive element of lF;z. There exist then two (distinct) ele-
ments u,v € W such that L(u) = au and L(v) = a?v. In this case we have
u? L(v) 4+ oL(1)* = u? a0 + va?u? =0, because i being odd (1 being even),
we have a2 = a2, and similarly vziL(u) + uL(v)zi = 0. Hence Ays(ut) =0 for
any s, t € IF;. Therefore Condition (ii) must hold. To establish Condition (iii), as-
sume uziL(v) + vL(u)zi # 0. As Ker(Ays) = {0,0s}, we know that for all ¢ € IF},

we must have _ ,
t2i_l + Szi_l UZIL(M) + ML(U)21 # 0.
u?L(v) + vL(u)?

As §; is APN over F i by hypothesis, we know ged(2' — 1,4 —1) =1, and so

152[*1 ranges over all of ]F; as t does. Consequently, we must have

which is Condition (iii).
Conversely, assume that Conditions (i), (ii) and (iii) hold. Since L(ut) =

tL(u), we have that L is a complete mapping by (i). Assume that Ay (ut) = 0.
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We must show t =0, or u = v and t = s. Assume that f # 0, we have:
21 (uziL(v) + vL(u)Z’) +s21 (vziL(u) + uL(v)zi) =0.  (48)

Firstly, suppose 1 = v. Then (4.8) becomes (tzi_l + Szi_l) (uziL(u) + uL(u)2i> =
0. Thus -1 =s2-1or uziL(u) = uL(u)zi. By (i), L(u) # 0, so the latter reduces
further to L(u)Zi*1 = u2~1. But this is equivalent to L(u) = u, which cannot
hold by (i). Thus 21 =1 from which we deduce t = s, as required.

It remains to show that Ays(ut) = 0 has no solutions when ¢ # 0 and u # v.
Suppose x = ut is a solution such that u2iL(v) + vL(u)zi = 0. Then (4.8) forces
vziL(u) + uL(v)zi = 0 also. So we have

21 21
7L(v) + L(@ =0and 7L(u) + 7L(v) =0.
0 u27 u UT
Combining, we find
L(u) _ L(w)?*
W e

L(u)

equal to 0 or 1. This is not possible due to Condition (i). On the other hand,
L(u)

u

SO

€ Fyi. If n is odd we have FF,» N Fyn = [Fp, which implies that # is

if n is even then [F,» NIFy: = [Fy. Hence

and @ = (#)2Z = &% = a2 This leads to a contradiction for Condition (ii).

Hence, if x = ut is a solution, then uziL(v) + vL(u)zi # 0. Now dividing by
u? L(v) + vL(u)? in (4.8) yields

i i 2iL L 2
t2—1+52—1<v (u) +uL(v) >:0.

= wa, primitive element in IF;Z,

u?'L(v) + vL(u)?

However, there are no solutions to this equation by (iii). This proves §; | is
APN over F . ]

Following the same steps of Theorem 4.6 we can extend the previous result

as follows.

Corollary 4.4. Let n =kmand d = ged(q — 1, Lg_;ll), where q =2". Letd', U and W
be defined as in Theorem 4.6. Let L € F i [x] be a g-polynomial and let G;(x) = X2+ pe
a Gold function over F ¢ (even not APN), with n/ ged(n,i) odd. Then G; 1 as in (4.5)
is differentially 2/-uniform over F g where j = ged(i,m), if and only if the following
conditions are satisfied:
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(i) foranyu € W, L(u)* 1 ¢ {0,u2~1};
(ii) for distinct u,v € W satisfying uziL(v) + vL(u)zi # 0, we have

' L(u) + uL(0)?
u?L(v) + vL(u)? gU.

-1 _ k1 _ )
where U’ = <€q7>, ¢= éqffj and d = ged(2' — 1,4 —1).

Proof. Leta € lF;k and A, as (4.6). If we consider x € IF;, then we have
Aqlax) = axL(a) (L(a)? 1+ a2 1) (22 1+ 1),

implying that alF,; C Ker(A,). Then §;; is differentially 2/-uniform over FF g
if and only if Ker(A;) = alF,; for all a € ]F;k. Moreover, if §; 1 is differentially
2/-uniform then we have that Condition (i) holds.

Now, consider any x € IF x, and apply the representation (4.7) for both x = ut
and a = vs with u,v € W and t,s € IF;. Then

Ay(x) = uzitzisL(v) + vziszitL(u) + utsZiL(v)zi + vstziL(u)zi
—ts (t2i_l (uz'L(v) n vL(u)zi) -1 (#L(u) + uL(v)zi)) :
So, §; 1 is differentially 2/-uniform if and only if the only solutions to Ay, (ut) =

OQaret =0, oru=v and f € s]F;j. For establishing Condition (ii), assume
u?L(v) + vL(u)? # 0. As Ker(Ays) = vsF,;, we know that for all t € F;, we

must have ‘ ‘
tzi_] + Szi_]_ UZiL(u) + uL(v)z]_ 7é 0
u?L(v) + vL(u)?

Since U’ = {*~1:te IF;}, we must have

' L(u) + uL(0)?
u?L(v) + vL(u)? U

which is Condition (ii).
Conversely, assume that Conditions (i), (ii) hold. Assume that Ays(ut) = 0.
We mustshow t =0,oru =vandt € s]F;-. Assume that ¢t # 0, we have:

21 (u2iL(v) + vL(u)2i> 4521 (UziL(u) + ”L(U)Zi) =0. (4.9)
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Supposing u = v, (4.9) becomes (1,‘21‘*1 + 521;1) (uziL(u) + uL(u)zi) = 0. Thus

21 = 21 o uziL(u) = uL(u)zi. By (i), uziL(u) #+ uL(u)?, so 21 =21
2
Now, we need to show that Ays(ut) = 0 has no solutions when t # 0 and

from which we deduce t € sIF};, as required.

u # v. Suppose x = ut is a solution such that uziL(v) + vL(u)Zi = 0. Then
(4.9) implies v* L(u) 4+ uL(v)? = 0 also. So, as in Theorem 4.6 we obtain # €
IF,2i, which contradicts Condition (i) since IF,» N Fon = IFyi. Thus, if x = ut is
a solution, u% L(v) 4+ vL(u)? # 0. Dividing by u?L(v) + vL(1)? in (4.9) we

obtain

tziil + 52[71 ’UZIIL(u) + uL(U)ZI _
u?L(v) + vL(u)?

However, there are no solutions to this equation by (ii). O

Proposition 4.2. Set n an even integer. Suppose G;(x) = x2+1 is APN over Fon.
Then for any L € Fy[x| linear function, G; | defined as in (4.5) is not APN.

Proof. Let L(x) = Zjelxzj, for some ] C {0,...,n —1}. Then

Gip(x) =Y [ ¥ 4222,
j€]

Let A; from (4.6), so that Aq(x) = ZjE][(XZHi +x) + (xzj + x2i)]. It is easy to
check that IFy C Ker(Aq). Indeed, let Fy = {0,1,a,&4 + 1}, we have that 0,1 €
Ker(A1). Since G; is APN then i is odd, # = a 4 1 and

@@ +a)+ (@@ +a?)=((a+1)? +a)+ (@@ +a+1)=0.
Thus, A1(x) = 0, which implies F4 C Ker(A1). O

Restricting L to having 1 term
First we consider the case when the linear map is just a monomial, L(x) = ux?.

It follows from (4.2) that we need only to consider j where j < n/2.

Lemma 4.1. Let G;(x) = x2+1 pe APN over Fon, L(x) = ux? € Fon [x] and G; | as
in (4.5). The following statements hold.

(i) If j =0 and u € Fpn \ IFy, then §; 1 is linearly equivalent to G;.

(ii) Ifnisodd, j =i, and u € I3, then G; | is linearly equivalent to Gy; and (provided
n > 3) CCZ-inequivalent to G;.
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(iii) If n = 2j, then G; . is linearly equivalent to §|;_; whenever ux? +u¥x?"isa
permutation. In such cases, G; 1 is CCZ-equivalent to G; if and only if j = 2i or

2i—j=n.

(iv) If ged(j,n) =1, then G; 1 is not APN over Fon. Except for the case when n odd

and j = i.

(v) If ged(j+i,|j — i|,n) > 1, then G; 1 is not APN over Fon. In particular, if n is
even and j is odd G; 1 is not APN.

Proof. Firstly, set L(x) = ux with u ¢ F». Then §; 1 = (u + u2i)9i, which is clearly
linearly equivalent to §;. Now let L(x) = ux?, u € IF,. Then

Gir(x)= ux? 2 423201 (4.10)

If i = j, then (4.10) becomes §; | (x) = ux? ™ 4 u2i92i(x), which is equivalent to
Gy and APN provided ged(2i,n) = 1; i.e. provided n is odd. It was shown
by Budaghyan, Carlet and Leander [28] that these two functions are CCZ-
inequivalent provided n > 3. This proves (ii). For (iii), it is easily checked
that
Gip(x) = (ux® +u¥x¥") 0 Gy (x).
The statement in (iii) on equivalence is clear.
Now, let ged(j,n) =1. Fora € ]F;;, set A, as in (4.6). Then

Ag(ax) = ua® 2 (x4 )% +u¥a? (P 4 x),

Now, §; 1 is APN if and only if Ker(A,(ax)) = {0,1} for all a € IF}. Let L1 (x) =
x?™" 4 xand Ly(x) = ¥ + x, so that

Aa(ax) = ua? Y2 Ly (x)% + u2a? "Ly (x).

If nis even, j and i are odd numbers and the obtained function cannot be APN
since IF4 C Ker(L1) NKer(L,), and for all x € Ker(L;) N Ker(L,) we have that
x is a solution of A;(ax) = 0. If n is odd, from (ii) we have that for j =i, §; | is
APN. Then, let us consider j # i. In this case, Ker(L1) C Fpr and Ker(L;) C FFpn
since 0 < |j —i| <nand 0 < j+1i < n, so there exists some element x € F3, \ {1}
(note that IF; C Ker(L;) NKer(Ly)) such that L1 (%) Ly(X) # 0. Now A,(ax) =0
is equivalent to
Ll(x)zi + uzifla@j*l)(zi’l)Lz(x) =0.
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Since 1+ a@ D2~ igqa permutation of [Fo« (both i and j are coprime with n),
there exists a such that (2 ~1(@'-1) = %/ implying ¥ € Ker(Aq(ax)). So
us 1Ly (x

i 1 is not APN. Then, statement (iv) is proved.

Let us consider statement (v). From the proof of (iv), we have that for all
x € Ker(Lq) NKer(Ly), x is a solution of A, (ax) = 0. Then, since ged(j +1,|j —
i|,n) =d > 1, for some integer d, we have FF,; C Ker(L;) NKer(L;) and so G; 1
cannot be APN. O

Restricting L to having 2 terms
Consider now L as a linear binomial.
Lemma 4.2. Let m be a positive integer, n = 2m and

L(x) = ux® + vx, (4.11)

with u,v € B, and v # 1. Set z=v +v>. If §;1 is APN, then G; \s is an APN
function EA-equivalent to G; | for the following choices of linear M € Fan[x]:
(i) M(x) =ul®" ~1x*" 4 ox.
(i) M(x) = ux®" 4 wx, where w + w? = 2",
(iii) M(x) = u?x®" + wx where w + w? =22
Proof. Given linear L as in (4.11), equation (4.5) is of the form

Gip(x) = u¥ 2" L 22 2L (4.12)

We want to prove that in each case the obtained function is EA-equivalent to

the original map.

(i). If instead of u we consider u{2" ! in (4.12), then we obtain
Gim(x) = u2i€2i(2”‘—l)x2m+i+l + ugzm—lxzmzf + Zxz"+1,
which is linear equivalent to ;1 as §; y({ " 1x) = g_zi_19i,L(x).
(ii). For M as specified, we have G; y is linear equivalent to §; ; since
Sim(x) = 22 2" 22 Zz"'x2f+1,

9i,M(u_2mx2m)2m _ Ll_zi_lgi,L(X).

. . 2m—1 .
(iii). In this last case we obtain G; y;(x2)>" = G; () since
1 i . .
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O

Lemma 4.3. Let m be an even positive integer and n = 2m. Suppose G; is APN over
Fan. Set L(x) = ux®" 4 vx with v € Fon satisfying v+ v* =1 and u = w?" 1 for
w € IF},. Then G; 1, is an APN function over IFon EA-equivalent to G, ;.

Proof. In this case the isotopic shift of §; by L is given by

i m+i m i i m+i_ni  nm+i m__ m i i
Gy (x) = 12 k"L 22 g2 g 222 L 2122t 20

, - y : , ' ‘
Now note w? *1G; | (xw ™) = 221 + x2"+2 + x?+1, and this latter function

was shown to be EA-equivalent to 22"+ in [35]. O

We end this subsection by deriving a necessary condition for specific §;  in

certain restricted settings.

Lemma 4.4. Let m be a positive integer and n = 2m. Let u,v € IF5,. If §; is APN

2

over Fon with L(x) = ux®" + vx, then u?x? + ux + 0% + v = 0 has no solution x

such that x?" 1 =1,
Proof. From the given L we obtain in (4.5) that
Gip(x) = uZ 2" 2 (02 o),
If §; 1 is APN, then
0 #£a~ @ DA, (ax)

£ua® D (P 4 x) + (waHE + ) + (0 +0) (2 +x)
forany a # 0 and x # 0,1. Assume x € [Fpn. Then we have

a’(zi“)Aa(ax) = (uziaam’l)zi +ua" P 4 v) (xzi +x)#0

Let y = a2" 1, then u2y? + uy + ¥ 4+ v # 0 for all y € F, such that y2"+! =
1. [

3

In particular when we consider the function G;(x) = x> we obtain the fol-

lowing.

Lemma 4.5. Let m be an even positive integer and n = 2m. Set u = ( L with0<i<
2" —1. Ifv € Fon is such that v(v +1) = J@"+Y for some 0 < j < 2" —1and Gy  is
APN over Fon with L(x) = ux?" + vx, then {2"+D&~0) 4 7i@"+1) £ 1. Moreover,
if there exists a positive integer | such that 12" =1) 4 g2"H1(=2") — 1 then i # j.
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Proof. From the given L we obtain in (4.5) that
G1p(x) = €2ix2’”+1+1 + gz’xzmz + gj(2m+1)x3‘
If G11 is APN, then
a3 A (ax) = (T V22" 4 x) + (a1 (2" +22) + @ (x4 x) £0
forany a # 0 and x # 0,1. Assume x € [Fpn. Then we have
a3 A, (ax) = ((Z'a®" )2 + 1a®" 1 4+ ") (2% + x) #£0.

Let a = ! for a positive integer I. Then

a3 A (ax) = (QRUHE"-1) | 7iH+R"=1) 4 i@ 1)) (2 4 x) £, (4.13)

Suppose that ¢(2"+1)@~1) 4 ¢i2"+1) 1 = 0. Multiplying this equality by
¢'@"+1) and then taking its 2" !th power we get ¢/2"*1) 4 g2+
g/2"+1) = 0. For I = 2"1i, we have i 4+ [(2" — 1) = i2"~1(2" + 1), and so we
have a choice of a for which a=2A,(ax) = 0, contradicting the hypothesis.

Assume now that there exists an integer [ such that { HH27-1) 4 2" (1-27)
1. Then using (4.13) we find

0 £g2H@=1) | p(+1Q7=1)) | 7f@"41) _ i@ =1) (7i+(2"=1) | qy 4 7i2"+1)
L") p2MH(1-2") | pj(2M) _ gi(2141) g2,

implying i # j. O

Restricting L to having 3 terms

From the computational analysis performed for the Gold function G (x) = x3,
see Section 4.4 below, we observed that, when L has 3 terms and n = 3m, the
linear polynomial

L(x) = ax®" + bx®" + cx (4.14)
is a good generator of APN functions via shifts of G;. In this case, we have
Gy p(x) = a2 @ L 4 P22 L gy 22 22 (24 ) (4.15)

As proved in Proposition 4.1, the polynomial L generates an isotopic shift of G;

equivalent to the one generated by

M(x) = (ag@" DI 4 (bg@" D12 2" 4 . (4.16)
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Consideration of this case led to Theorem 4.6. The case with g = 2", n = 3m,
in Theorem 4.6 is exactly the situation that we observed in our computational
results. As we shall note in Section 4.4, this specific case provides a new APN

function when n = 9 which is CCZ-inequivalent to any known APN function.

4.4 Computational results

We studied the possible linear functions L for which §; |, as in (4.5), is an APN
function over [Fy:. The obtained APN functions have been compared, using
CCZ-equivalence, to those presented in tables of [66]. For purposes of compar-
ison, we will refer to the numbering given in those lists. In [102, 109] many
more quadratic APN functions are constructed, however, none of our newly
constructed functions is equivalent to any of them.

Note that, since for any linear L isotopic shifts by L and L + Id give the same

function F;, whenever we have L(x) = Z]’.‘;Ol b]-x2] with by = 1 we can consider

L'(x) = Z;?:_ll bszj instead.

Data for G; ;| where L has 1 or 2 terms

When L has just one term, all possible cases with 3 < n < 12 considering all
APN Gold functions G;(x) = X2+ with gcd(i,n) =1, have been analysed and
the only APN functions arising are those presented in Lemma 4.1.

When L has exactly two terms, we determined those isotopic shifts of §; by
L that are APN over [Fp» for 6 <n <11. Apart from the n = 6 case, we obtained
APN functions only for n = 2m and L(x) = ux?" + vx. Forn € {12,14,16} we
2" + vx. In particular, we found that if 1 €
{8,12,16}, then G; | from (4.5) is either equivalent to G; or to G,,_;. In the other
cases, n € {10,14}, the obtained APN maps are all equivalent to the original
Gold function G;.

When n = 6, with IF}; = ({), considering §;,; more APN cases occur:

only considered L of the form ux

Zﬂ

° 8 1 . . .
L(x) = ux® + vx = ux* + vx can give functions equivalent to G; or to

function number 2.1 in Table 2.3 (x3 4 x10 + 7x%%).

e L(x) = ux'® + vx, where u is not a cube and v + v?> = 1, gives a function
equivalent to number 1.2 in Table 2.3 (x3 + 7'1x® + 7x%).
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o L(x) = ux'® + vx*, where u is not a cube and v = u?%, gives a function

equivalent to number 1.2 in Table 2.3.

Data for G;; where L has 3 terms and new APN functions

When the function L has 3 terms, none of them equal to x, we analysed G; |
for the cases n € {6,7,8,9}. For n =7 no valid trinomial was found. For the
cases n = 6,8,9, all the trinomials found are 2"'-polynomials, where n = km

with k > 1, and thus instances of Theorem 4.6. In particular we obtain:

n=6: (k=3, m=2) from §; we can construct APN functions CCZ-equivalent to
1 and to number 1.2 in Table 2.3 (x3 + 71 Tr(23x%)).

n=38: (k=4, m=2) from §; we can construct APN functions CCZ-equivalent
to number 1.2 in Table 2.5 (x* + Tr(x”)); from G5 we can construct APN
functions CCZ-equivalent to number 1.11 in Table 2.5 (x° + Tr(x%)), map

not in any known family of APN functions until now.

n=9: (k =3, m = 3) from §; we can construct APN functions not CCZ-
equivalent to any function from the known APN families (all CCZ-
equivalent to N. 12 in Table 4.1).

Due to the inequivalence result obtained for Fy, for n = 3m, we analysed
the possible APN functions §; ; as in (4.5) constructed using the linear function
L of the form ax?" + bx?" + cx. Considering Proposition 4.1 and setting to
d=c2 + ¢, we obtained, up to EA-equivalence, the following results:

m = 2: The obtained G1 ’s APN cases are equivalent to §; or to x3 4+ 1T (23x9).

m = 3: We obtain for Gy ; the values {[**,7,2%%],[¢%%%,Z,0%7%],[¢°%8,C,132]}. Us-
ing iteratively Proposition 4.1 it is possible to prove that the three cases are
EA-equivalent to each other and, as mentioned above, §; | is not equiv-
alent to any APN function from the known APN families. For §;; with
i # 1 no APN map can be constructed.

m=4: 91,L is APN for [a’ b, d] c {[él%Zl g3’ é1365], [CZgO/ g/ €2184], [€'904, gS’ €546]} . For
these cases, it is possible to prove that they are equivalent to §;. In par-
ticular, for any of these shifts G; 1 it is possible to find L; and L, 24
polynomials such that L1(G1 1.(x)) = G1(La2(x)). Using the same L’s, iden-

tical results are obtained for G; ; with i = 5.
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With the restriction on the subfield F» no choice was found for m = 5 but for
m = 6 we obtain that G ; is APN for [a,b,d] € {[g37#4,1,¢112347], [7149796 1, (187245
[¢748%8 1,7224694]} . The same results, using the identical L’s, can be obtained

also for ;| fori =5,7.

Remark 4.2. As shown above, the conditions of Theorem 4.6 are satisfied for many
functions in dimensions n = 6,8,9,12,18. In particular with k = m = 3 we obtain
a map Gy, not CCZ-equivalent to any known map so far. In addition for k = 4 and
m = 2 we obtain a map G, equivalent to x° + Tr(x®), an APN map known since
2006 [22, 57] which has not been part of any known family of APN functions up to
now. Both functions have classical Walsh spectrum (the same as Gold functions). Com-
putations for larger n are complicated and we leave this as an open problem indicated
in a conjecture below.

Conjecture 4.1. The conditions of Theorem 4.6 are satisfied by infinitely many APN
functions. That is, Theorem 4.6 covers APN functions for an infinite number of di-

mensions 1.

In Table 4.1 we list, up to CCZ-equivalence, all known quadratic APN maps
defined over [Fy (with references to families to which they belong). Note that
we also have families of non-quadratic power APN functions defined over Fy
but, as proven in [106], if a quadratic APN function is CCZ-equivalent to a
power function then it is EA-equivalent to a Gold functions, and, therefore,
we do not need to compare the constructed functions with these power func-
tions. In the table we also list I'-rank, A-rank and | Mg, | of the functions (CCZ-
invariant parameters, see Subsection 2.3.1). To this list we added the new func-

tion found with Theorem 4.6.

The cases3<n <5

For these cases, all APN functions are classified [21] and they are all CCZ-
equivalent to the Gold functions and to the inverse function. So, from Lemma
4.1 we have that all quadratic APN functions can be obtained from the isotopic
shifts of G.

The casen =6

From the linear isotopic shift of the Gold function G;, with both choices for

L being a permutation and a 2-to-1 map, we obtained (computationally) all
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Table 4.1: CCZ-inequivalent quadratic APN polynomials over FF,s and their relation to pre-
viously known families of APN functions

‘ N. H Function ‘ Family ‘ no. in Table 2.6 ‘ I-rank ‘ A-rank ‘ (Mg, | ‘
1 x3 Gold 1.1 38470 872 | 9-2°.511
2 x5 Gold 2.1 41494 872 | 9-22.511
3 x17 Gold 3.1 38470 872 | 9-22.511
4 X3 Kasami 4.1 58676 | 3086 9.511
5 X241 Kasami 6.1 61726 3482 9-511
6 x19 Welch 5.1 60894 3956 9-511
7 x2% Inverse 7.1 130816 | 93024 | 2-9-511
8 Tr) (x%) + 2° [30] 1.2 47890 920 9.29
9 Try(x® + %) + 23 [31] 1.3 48428 930 9.29
10 Try (x30 + x18) + 3 [31] 14 48460 944 9.27
11 2%+ x10 4 7438136 - 8.1 48608 938 3.7.2°
12 || 2337212 4 g#24x%6 4 2x17 4 7x10 4 734%3 | Theorem 4.6 - 48596 944 3.7-2°

the quadratic APN functions over Fys (up to EA-equivalence). That is, for
any given quadratic APN function F over [Fy there exist a linear permuta-
tion L and a 2-to-1 linear map L’ such that the isotopic shifts G; ; and Gy 1/
are EA-equivalent to F. The same result was computationally obtained for any
quadratic APN map over FFy listed in [57] in place of ;. The computations can
be seen in Appendix A. Up to EA-equivalence (and thus CCZ-equivalence) the
list is complete and, since for two quadratic maps EA-equivalence implies EA-
equivalence of the isotopic shifts (see Corollary 4.1), we can state the following

result.

Proposition 4.3. Over [Fys for any two quadratic APN maps F and G, there exist a
linear permutation L and a linear 2-to-1 map L' such that Fy and Fy/ are EA-equivalent
to G.

Note that, in general, the number of all the DO-polynomials over FF: is g,
where g = 2", and the number of all the possible shifts of a fixed function F
is g". So, also for small values of n the number of the linear shifts that we
can obtain from one fixed function is much smaller than the number of the
DO-polynomials. Moreover, for isotopic shifts we are restricted to only shifts
by linear permutation or 2-to-1 maps which further constrains the search area.
Hence, obtaining all possible quadratic APN functions for n = 6 as an isotopic
shift of a single function, indicates that the isotopic shift is a powerful method

for constructing APN functions.
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Additional data for isotopic shifts of x> + Tr(x?)

In this case, the isotopic shift of F by a linear function L is of the form
Fp(x) = xL(x)(x + L(x)) + Tr(xL(x)(x” + L7(x))). (4.17)

We may immediately observe some trivial constructions.
For n even, set L(x) = ux with u a primitive cubed root of unity in Fp:, so
that u? + u + 1 = 0. Then we have Fy (x) = x3 + Tr(x?).

Remark 4.3. For n a multiple of 3, the APN function x3 can be obtained as an isotopic
shift of x> + Tr(x°) (set L(x) = ux with u primitive 7-th root of unity, Fr (x) = u(u +
1)x3).

Computational results, which are different from the two cases above, can be

summarised as follows. When the function L has 1 term:

n=7: the obtained F;’s are CCZ-equivalent to number 2.2 in Table 2.4 (x> +
x17+x33 +x34),.

n = 8: the obtained F;’s are CCZ-equivalent to F or to x° + Tr(x3);
n = 11: no valid monomial was found.
When the function L has 2 terms, different from x:

n = 8: the obtained F;’s are CCZ-equivalent to x° + Tr(x3).

Restricting the coefficients of L to [F,

Proposition 4.2 shows that a linear function L with coefficients in [F, cannot
generate an APN function from isotopic shift of Gold functions over extension
fields of even degree. This was investigated further computationally, over ex-
tension fields of odd degree. We looked at §; ; for valid §; and L € IF;[x]. Except
the case n =5, for 3 < n < 11 we obtained APN shifts only for L(x) = x2 which
is the case (ii) in Lemma 4.1. For n = 5 there are several polynomials which
take G; to 9]- for1 <i,j<2.

We also looked at isotopic shifts of x> + Tr(x?) by linear L € FFp[x]. For
7 <n <12, the only linear functions for which APN functions were obtained
were for n = 7, with L(x) = x8 or L(x) = x'®. In both cases, the obtained APN
functions are CCZ-equivalent to x3 4 x17 4 x33 + 3%, number 2.2 in Table 2.4.



Chapter 5

Generalised isotopic shift construction
for APN functions

From the concept of isotopic shift presented in Chapter 4, in the following we
introduce two different constructions that can be seen as generalisations of the
linear isotopic shift construction when the starting function is a monomial with

a Gold exponent,

Gir(x) = xL(x)zi + xziL(x) (5.1)

with L a linear function. There are different possibilities to generalise function
(5.1). One of them is to consider xL;(x)? 4 x% Ly(x), with L; and L, linear

maps, while another one is to consider §; | with L not linear.

The first generalisation is studied in Section 5.1. In particular, in Theorem 5.1
we give a construction for APN functions with L; and L, g-polynomials. From
this construction we obtain fifteen new APN functions for n = 9. Moreover, we
cover some of the functions in the lists given in [66] and [102] which are not

contained in any of the known infinite families.

To show the inequivalence between some of the obtained maps, we intro-
duce in Proposition 5.2 a new EA-invariant (this invariant was also noticed
independently in [72]). We recall that for quadratic APN functions CCZ-
equivalence coincides with EA-equivalence. Hence EA-invariants are useful

for determining CCZ-inequivalence for quadratic APN functions.

For the case when L is not necessarily linear, all known APN power func-
tions in odd dimensions, except the Dobbertin function, can be obtained as

nonlinear shifts of Gold functions, see Theorem 5.2.
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5.1 On generalisations of the form xL;(x)? + x% L, (x)
In this section we consider the generalised isotopic shift of the form
F(x) = xLy(x)% + 2% Ly(x), (52)

for L1, L, linear functions. It is possible, for some results presented in Chapter
4, to get a similar result for this construction.

Given two positive integers k,m, let us consider the finite field [Fo» with
n = km. Denoting d = ged (2™ — 1,22]{,:1 =1), let d’ be the positive integer with
the same prime factors as d , satisfying ged (2™ — 1 %) =1. Now, let U =
(¢%?"=1)) be the multiplicative subgroup of F3, of order (2;21__11) /d’. Note that
it is possible to write every element x € [F}, as x = ut withu € W and t € IF5,,
where W={’y:ye U, 0<s<d —1}.

Then it is possible to obtain the following generalisation of Theorem 4.6.

Theorem 5.1. Let n = km for m > 1. Let Li(x) = Zk 1A 2" and Ly(x) =
Zk ! B; x?" be two 2"-polynomials. Fix i so that gcd(z,m) =1and F € Fou[x] the
functzon given by (5.2). Then F is APN over Fon if and only if each of the following
statements holds for any v € W:

. (Ll(v))Zi # Ly(v),

[ v 7

o Ifue W\ {1} und( (uv))2 _ () then( ))Zl#Lz(w),

uv /

. Ifu c W\ {1} [l]’ld( ))2’ ;é ( ) the nguz])z(lzzﬁzr;z)( g]F*m

Proof. We need that, for any a € F3,, the function A,(x) = F(x +a) + F(x) +
F(a) is a 2-to-1 map, or equivalently, that ker(A,(ax)) = {0,1}. Since F3, =
W x [F3., we can rewrite a = st and x = uv with s,u € [F}, and t,v € W. Since

L1 and L, are 2"-polynomials, we have:

Ag(ax) :Ll(a)ziax + Lz(a)(ax)zi + Ll(ax)zia + L2(ax)a2i
=52 Ly (t)¥st - uv + sLo(£)s* 2 - uZ 0 + 52 u? Ly (+0)? st + suLo (tv)s* 2
=us? T (Ly ()2 to + Ly(t0)2) + u? "(Ly()) 0% + Ly (t0)2 1))

Without loss of generality we can assume that s = 1. So, F is APN over Fy» if
and only if u = 0 or u = v =1 are the only solutions to A¢(uvt) =0 for any t € U.
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If v =1, then

Ar(tx) = u(Ly (82t + La(D)2)[1 +u? 7).

Since gecd(i,m) = 1, xzifl

. . 21
{0,1} if and only if th% # LZT(t) - |
Assume now that v # 1. If Ly (t)t* v + L1 (tv)?t = 0, then we have:

is a permutation over Fon and thus ker(A¢(tx)) =

Ar(tx) = u[(L1 ()2 to + Ly(t0)2)].

This implies L # Ly(to)

2 fo.
If Ly (£)t* 0% + Lq(tv)?'t # 0, then
[(Ly(B)? to + La(to) ) + 12 (Lo ()20 + Ly (t0)? )] = 0

21 _ Li(H)P oLy (to)

. . 201
implies u = aa —.
P Ly ()12 02 + Ly (tv)?'t

Since x is a permutation over IFon this

Ly ()% to+ Ly (t0) ;
Ly(#)#2 0% + Ly (tv)?'t

equation admits a solution different from zero if and only if

contained in F7,,.

The obtained APN function (5.2) is of the form
. . k-1 S . .
F(x) = (A} + Bo)x® 1 4+ Y_[AZ 2" 4 42,
j=1
Let us see now necessary conditions on the linear functions L; and L, for F

to be APN.

Proposition 5.1. Let n, Ly, Ly and F be as in Theorem 5.1. If F is APN over Fopn, then
the following statements hold:

(i) ker(Lq(x) 4+ rx) Nker(Ly(x) + rzix) = {0} forany r € Fon;
(ii) |ker(L1(x)2i +rx) Nker(Ly(x) + w2ix2i)| <2foranyr,w € Fon;
(iii) Ifker(L1) Nker(Ly(x) + x) # {0}, then ker(L,(x) + x) Nker(Ly) = {0};

(iv) ker(Ly(x) + rx?) Nker(La(x) + r2 x@=1241) = {0} for any r € Fon and
i>o.

Proof. For any non-zero a, we define the function A,(x) = F(x +a) + F(x) +
F(a). Suppose there exists a non-zero a € ker(Lq(x) + rx) Nker(Ly(x) + rzix).
As

Ag(x) = aLl(x)zi + xLl(a)zi + xziLz(a) + aZiLQ(x),
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we clearly have alFon C ker(A,), but since m > 1, this contradicts | ker(A;)| = 2.
This establishes (i).
For (ii), suppose {0,a,b} C ker(L;(x)? + rx) Nker(Ly(x) + w? x%). Then

1

Aa(b) = a(rb) + b(ra) + a® (W*b? ) + b (w?a®) = 0.

Next suppose a € ker(Ly) Nker(Ly(x) + x). Then we have A, (x) =a(Li(x) +
x)zi + uziLz(x). Clearly any b € ker(Lq(x) 4+ x) Nker(L,) satisfies A,(b) = 0.
Since f is APN, ker(A,) = {0,a}, so that ker(L;(x) + x) Nker(Ly) C {0,a}.
However, ker(L;) Nker(Li(x) + x) = {0}, so that no non-zero element of Fn
can lie in both ker(L1) Nker(Ly(x) + x) and ker(L;(x) + x) Nker(L;). This es-
tablishes (iii).

For (iv), suppose a € ker(Ly (x) + rx2) Nker(Ly(x) + r2 x@=12+1) is non-
zero. Then for any t € [Fon we have

A (ta) = ar? 2?4 P 4 (ta)zirzia(zj D241 220, (2 -1)241
— 22t <t21 +t+t2i +t> —0,

so that alFom C ker(A,), a contradiction. O

5.1.1 Thecasen =38

Applying the construction of Theorem 5.1 in dimension 8 withk =4 and m =2,
restricting the coefficients of L1 and L, to the subfield IF,4, we obtained several
APN functions given in Table 2.5 and one in [102, Table 5] which have not been
previously identified as a part of any APN family. The functions mentioned are
listed in Table 5.1.

The following results were obtained for n = 8.

* Considering generalised isotopic shifts of x° it is possible to obtain maps
EA-equivalent to nos. 1.2, 1.5, 1.7, 1.8, 1.10, 1.11, 1.12, 1.16, 1.17, 3.1 in
Table 2.5 and to no. 9 in Table 5 [102].

¢ Considering generalised isotopic shifts of x” it is also possible to obtain
maps EA-equivalent to no. 1.3 in Table 2.5.

Remark 5.1. Function no. 9 in Table 5 [102] has the same CCZ-invariants (I'-rank,
A-rank and |Mg,|) as function number 1.9 in Table 2.5 (we note that the value of the
I'-rank given in [102, Table 6] is not correct, indeed the function has I'-rank=14034,
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Table 5.1: APN polynomials over Fys derived from Theorem 5.1. They all correspond to
known but unclassified cases.

Functions equiv. to no. in Table 2.5
7136x66 4 785533 4 85y 18 4 710259 4 722156 4 o3 no. 9 in Table 5 [102]

102566 4 720419 4 43 1.2
1535129 4 ;204266 | 170,33 | 785,18 4 72046 1 13 15
1024129 4 715366 4 7170433 4 7221418 | 722129 | ;1876 | 43 1.7
X664 785333 1 18 1 49 4 43 1.8
2045129 4 717066 | 153,33 4 785,18 4 715339 4 71756 4 43 1.10
204566 4 333 | 218 4 715359 4 43 111
Q1705129 4 7204266 | 717,33 | 768,18 4 722159 4 720456 4 43 1.12
238x129 | 20466 4 ;119,33 | 768,18 | 85,9 4 711956 4 43 1.16
Q175129 4 78566 | 734533 | 734y18 4 71879 | ;18756 4 43 117
Q175129 4 723866 | 153,33 | 785,18 4 72389 4 ;10256 4 43 3.1
1535129 4 7221272 4 170,33 4 7102024 4 412 4 59 4 71363 13

see Table 2.7 for the correct values).

Since two quadratic APN functions are CCZ-equivalent if and only if they are EA-
equivalent [105], the CCZ-inequivalence between these two functions can be obtained
by checking another invariant with respect to EA-equivalence that we shall introduce

in the next subsection.

5.1.2 A new EA-equivalence invariant

Let S(F) = {b € Fpn : 3a € Fpn s.t. Wp(a,b) = 0}, where We(a,b) is the Walsh
coefficient of F in a and b. This set was used in [25] to study some relations
between CCZ-equivalence and EA-equivalence.

It is easy to check that:
e if F/ = F + L with L linear, then S(F) = S(F').

o If F = Aj o Fo Ap with Aj, A; affine permutations, then S(F') = A3 (S(F)),
where A7 is the adjoint operator of the linear map A;(x) 4+ A;(0).

From this we have the following.

Proposition 5.2. Let N; be the number of the IFp-vector subspaces of Fon contained in
S(F) of dimension i. Then, the values Nj for i =1,...,n are EA-invariant.
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Proof. If F' is EA-equivalent to F, then there exist A;, A; affine permutations
and L linear such that F/(x) = Aj o Fo Ay(x) + L(x). From the arguments
above, denoting A1(x) = A1(x) + A1(0) we have that S(F') = A*(S(F)). O

Remark 5.2. We computed the values N; for the two functions and we got N1 = 86,
N, = 340 and N3 = 4 for function no. 9 in [102, Table 5], and Ny = 86, N, = 340
and N3 = 8 for function no. 1.9 in Table 2.5. Thus from Proposition 5.2 we have that

the two functions are not EA-equivalent.

Remark 5.3. Note that when n is odd, a quadratic APN function F is AB (i.e. for all
b € IF3, we have {Wr(a,b) : a € Fan} = {0,4£20"+1/2}) which implies S(F) = Fan.
Thus, this new invariant cannot be used for testing the CCZ-equivalence of quadratic
APN functions in the case n odd.

Remark 5.4. In fact, this EA-invariant was tackled independently by Gologlu and
Pavlii in [72]. In their work, they focused on plateaued functions and looked at the
subspaces in the set {bs.t. W (0,b) # 4+2"/2} (n even). For plateaued functions, this
set coincides with S(F).

Remark 5.5. A similar invariant was introduced in [39] where the authors consider
the set

Zr = {(Dé,ﬁ) € Fpn X Fpn s.t. WF(DC,IB) = 0} U {0,0}

Lemma 2 in [39] states that for two CCZ-equivalent functions F and G, there exists
a linear permutation L of Fyn X Fon such that L(Zp) = Zg. Therefore the number
of vector subspaces of Zr of a fixed dimension i is invariant under CCZ-equivalence.
Notice that the set S(F) is the projection, over one coordinate, of the set Zp and the in-
variants introduced in Proposition 5.2 could be not invariant under CCZ-equivalence.
From [39] we have also the following: setting V* = {(0,x) : x € Fon} and L the set
of all vector spaces of dimension n in Z, the values

ni = |{V € Zp : dim(V') = i}

are EA-invariants, where V' is its projection of V on V- 1,

'In general we have n; < N;. Consider for example i = 1. Then Nj corresponds to the number of
elements b # 0 such that there exists an a for which Wr(a,b) = 0. Instead 1, is the number of elements
b # 0 such that Wr(a,b) = 0 for at least 2"~ ! different elements a.
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5.1.3 Thecasen =9

For the case k = m = 3 we consider the generalised linear shift as in (5.2) with
L; and L; having coefficients in the subfield IF,s. In Table 4.1 we have listed all
known APN functions for n = 9. In Table 5.2, we list all new APN functions ob-
tained from Theorem 5.1. We observe that the family of Theorem 5.1 covers the
only known example of an APN function for n =9, function N. 11 of Table 4.1,
which had not been previously identified as part of an APN family. Hence, cur-
rently, all known APN functions for n = 9 are now covered by an APN family.
Note that this latter function was not obtained from the approach studied in
[66] (it does not belong to a switching class of a previously known APN map).
Moreover, Table 5.2 indicates 15 new CCZ-inequivalent APN functions, all ob-
tained from Theorem 5.1. We include, for each function, the CCZ-invariants
I'-rank, A-rank and | Mg, .

Table 5.2: CCZ-inequivalent APN polynomials over Fys derived from Theorem 5.1. All, ex-
cept for the first one, are either new or correspond to the one known but unclassified case.

‘ Si ‘ Function Eq. to known ones ‘ I'-rank ‘ A-rank ‘ (Mg, | ‘
i= x129 4 7146566 4 17 4 7365510 4 43 eq. toN.12in Table 4.1 | 48596 944 | 29.3.7
i=1 | 29x1% 4 7292506 4 7292517 4 219x10 4 i3 new 48506 | 936 | 2°-3.7
i=1 | %5x1% 4 722566 4 365417 4 73510 4 4 new 48610 | 938 | 2°-3.7
i=1 | 3%x129 4 7365x66 4 714617 4 7365510 4 x3 new 48612 | 938 | 2°-3.7
i=1 | %512 4 g29x66 4 (292517 4 773510 4 o3 new 48548 | 928 | 2°-3.7
i=1 7735129 4 7365566 4 77317 4 773510 4 43 new 48548 928 22.3.7
i= 3305512 4 743866 4 722510 4 i3 new 48506 | 936 | 2°-3-7
i= 305x1%0 4 506 4 743810 4 13 new 48604 | 928 | 2°-3.7
i=1 {73120 4 722506 4 10 4 o3 new 48564 942 | 2°.3.7
i= 773x1% 4 x06 4 (219417 4 1B new 48604 | 928 | 2°.3.7
i =2 JH0x257 4 7438568 4 7438 x12 1 x5 new 48546 | 938 | 2°.3.7
i=2 JM6x27 4 7365533 4 7365x12 4 x5 eq.to8.1inTable2.6 | 48608 | 938 | 2°-3.7
i=2 7737 4 146408 4 3 4 xS new 48564 | 942 | 2°.3.7
i=2 | 305x7 4 7438x08 4 7365,33 4 748x12 4 xS new 48594 | 944 | 2°.3.7
i=2 JH6x27 4 7219x68 1 773x33 12 4 P new 48520 932 | 2°.3.7
i=2 7737 4 219x08 4 736543 4 x5 new 48602 | 938 | 2°-3.7
i=4 729223 4 7M0x80 4 773324 4 x17 new 48520 | 932 | 2°-3.7

The CCZ-inequivalence of some of these functions was obtained by check-
ing with MAGMA the equivalence of some linear code which can be associated
to an APN function (see [22]).
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5.2 Isotopic shifts with nonlinear functions

In this section we consider the case when the function L used in the shift is not
necessarily linear.

In Proposition 4.2, it has been proved that, in even dimension, an isotopic
shift of the Gold function with a linear function defined over [F,[x] cannot be
APN. In the following, we show that for any quadratic function F in even di-
mension, we cannot obtain APN functions by shifting F with a polynomial
whose coefficients belong to IF;.

Proposition 5.3. For two integers k and m let n = km and q = 2. Consider a function
F € Fon[x] of the form

Zbl]xq oy Zb 2 e,

l<]
If By C Fon or k > 1, then any isotopic shift Fi with L € F[x] cannot be APN. In
particular, this holds for any quadratic function F € Fon x| with n even and L € F»[x].
Proof. For F and L as outlined, we have

= Y by[xTL(x)” + 27 L(x)"] + ¢
i<j
and L(x7) = L(x)7. Note that for any x € F,, F;(x) = c. For a € Fp1, we set
Aa(x) = F(x +a) + F(x) + Fr(a).
If k > 1, then As(x) = c for all x,a € Fy, so that Fy, is not APN. If IFy =

{0,1,a0,0 + 1} C FFpu, then consider A,(x). Clearly A,(0) = ¢, while it is easily
observed that Ay (a + 1) = Ay (1). We have

Aa(ﬂé-i‘].) :FL(OC+1)+FL( )
=c+ Y b;[L(a+1) oc+1)‘7j+(vc+1)”/iL(a+1)”7j

i<j
+ L(a)Ta? 4+ a7 L(a)7]

—c+2bl]L (x+1) zx—i—l)q] —|—(a-|-1)L(,x+1)Clj’i
i<j

+L(e)a? " 4+ aL(a)? 7.

When j —iis odd and IF4 Z IFy, the term in the sum is zero as W =a2=q +1,
L(a)”" =L(a+1)and L(a +1)7 " = L(«). If j — i even or F4 C ., then the
term in the sum is again zero due to the fact that a? ' =« and L(a)? ' = L(a).

In either case, we have A, (x) = ¢ for x =0,1,a + 1, so F is not APN. O
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5.2.1 Nonlinear shift for the Gold functions

If we consider an isotopic shift of a Gold function without the restriction that L
is a linear function, then L(x) = Zflal cjxf and the isotopic shift will be of the
form
G 1(x) = x¥L(x) + xL(x)?. (5.3)

We have G (x2)2" = 22 M(x) + xM(x)?, where M(x) = Zc]z.fle, and also
772716, 1(Zx) = x¥ N(x) + xN(x)?, where N(x) = ¥.¢;¢/~1x/. Hence we obtain
the following.
Proposition 5.4. Let %, = ({). Assume that G; is constructed with L(x) =
2]2261 c]-xj . Then, for any integers k,t, we have that G; | is linear equivalent to G; p1,
where M(x) = Zjlal(cjgk(j_l))ztxj.

As for the linear shifts, it is possible to restrict the search of one possible

non-zero coefficient of the function.

In the following table we recall the list of known APN power maps (already
presented in Table 2.1). In odd dimension it is possible to obtain all power

Table 5.3: Known APN power functions x? over Fon
Name ‘ Exponent d ‘ Conditions ‘ Degree ‘ Proven ‘
Gold 2141 ged(i,n)=1 2 [73,92]
Kasami 22 _2i 49 ged(i,n)=1 | i+l |[75,76]
Welch 243 n=2t+1 3 [60]
Niho 2t 427 — 1, t even n=2t+1 % [59]
2t 427 —1,todd t+1
Inverse 22t 1 n=22+1| n—1 | [7,92]
Dobbertin | 24 +2% +2% + 2/ —1 | n=>5i i+3 | [61]

APN functions, except the Dobbertin functions, as the isotopic shifts of a Gold
function by a monomial.

Theorem 5.2. Over [y with n an odd integer, let F be any known APN power func-
tion outside the class of Dobbertin functions. Then there exists a monomial L(x) = ax?

and a Gold function G; = X2+ such that the shift G; 1 is EA-equivalent to F.

Proof. As shown in Table 5.3, excluding the Dobbertin function, the known

APN power functions are the Gold functions, the Kasami functions, the Welch
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function, the Niho functions and the inverse function. In the following we
show that it is possible for any of the mentioned functions, to construct an iso-

topic shift of a Gold function that is EA-equivalent to it.

22t oty

1. Consider the Kasami function x . If t is odd, then let i be an integer

2n7i+2n7i+1 m+2n7i+t71

such that n = 2i + t. Then, considering L(x) = ax we
have i t i i+1 i+t—1 i
1 n—i n—i n—i - 1
91’,L(x) — a2 x2 + axZ +2 2 +2
i ot i(nt t+1 2t—1
L S L S AN Y
i ot i(n2t__Ht
= x? +ax? 22,

If t is even, let i be an integer such that t+ = 2i. Then, with L(x) =
ax? +27 427 e have Gir(x)= a2 x 22 a2V,

212 22—

2. For the inverse function, x*" ~2, considering L(x) = ax?*" ~2, where t is such

that n = 2t + 1, we have G; 1 (x) = a?x2(2"~2) ¢ ax?”

3. Let n = 2t + 1 and consider the Welch function 23 If tis odd, then
consider i such that t = 2i — 1. With L(x) = ax?+2"" we obtain Gir(x)=
g% 2 (227143) + ax® " I tis even, then consider 7 such that t = 2i. Using
L(x) = ax?"+2"* we obtain Gip(x) = a2 x4 4 gx2 T (2243),

4. For n =2t 4+ 1, with t odd, let t = 2i — 1. Then, with L(x) = ax?' 2 we
obtain that
GiL(x) = a2 2 g = g2 2T gy

_ azixzzi(23i71+22i71_1) zixZZi(2(3l+l)/2+2t_1)

+ax=a +ax

is equivalent to the Niho function (indeed (3t +1)/2= (6i —3+1)/2=
3i —1). If tis even, let t = 2i. Then with L(x) = ax2" +2" 42"

i i n—i_ on—i+1 n—1_ i
9i,L<x): Ll2X2 —|—le2 +2 242

i i n—i i—1 2i
— 22 g2 (22 2R

i ni n—i(ni_ 2i
_ 222 4 gt 142%)

is equivalent to the Niho function.

5. Let n =2i+ 1 and j be an integer such that gcd(n,j) = 1. Then with L(x) =
2i+j72i
ax

i 02i+j_n2i i+j i 02i(nj 1 0—2i_ i+j
Gip(x) = a2 xP 2L 4 g2 g2y (@+272-1) 4 2

i ~2i(njf i+j
= 2P | g2
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is equivalent to the Gold function with parameter j.

O

Remark 5.6. From computational results, for n even, it seems that it is not possible
to obtain APN functions as the isotopic shifts of a Gold map by (non-linear) monomi-
als. The search has been performed for n = 4,6,8,10, considering also non-APN Gold
exponents.



94

Generalised isotopic shift construction for APN functions




Chapter 6

On equivalence between known
families of quadratic APN functions

In Table 6.1 we recall the fifteen known infinite families of quadratic APN poly-
nomials CCZ-inequivalent to power functions, listed previously in Table 2.2,
with the addition of the results from Chapter 4 and Chapter 5 (family C13).
Note that there is also a family of APN functions constructed by Gologlu [70]
which was proven to be CCZ-equivalent to Gold power functions in [35]. In
this chapter we reduce the list of known families of polynomial APN functions
by excluding all equivalent cases. Indeed, we show that the class of trinomial
APN functions introduced in [26], family C3, and the class of multinomials
studied in [17], family C11, are equivalent. Moreover, we prove that also their
generalisations given in [62] coincide with the original ones. Finally we show
that these classes can be reduced to the hexanomials introduced in [26], fam-
ily C4. Note that CCZ-equivalence between APN quadratic functions reduces
to EA-equivalence [105], so all the equivalences that we prove in the next sec-
tions are EA-equivalences. According to the table of CCZ-inequivalent func-
tions which arise from known APN families (in dimensions up to 11) [35], the
remaining families of APN functions are pairwise inequivalent in general. We
present a complete list of the 13 known families of APN polynomials, which
are pairwise CCZ-inequivalent, in Table 6.2.

6.1 On some known families

Note that functions in Table 6.1 are given with different choices for parameters
and coefficients, which in some cases can provide a huge number of different

functions. In [35], the authors present a table of all possible pairwise CCZ-
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Table 6.1: Known classes of quadratic APN polynomial over Fo:» CCZ-inequivalent to power

functions
‘ N° ‘ Functions Conditions ‘ In ‘
n = pk, ged(k,p) = ged(s, pk) =1,
C1-C2 A2 g2 12 pe{3,4},i=sk modp, m=p—i, [29]
n > 12, u primitive in [F3,
q=2",n=2m,ged(i,m) =1,
C3 K22 e+l g gy (2542) ged(2/+1,+1) #1,dc +c #0, [26]
dg (AP 0 A e Fon}, d11 =1
g=2",n=2m,ged(i,m)=1,
C4 x(xzi + x1+ szfq) c€Fyu, s €Fou \IFy, [26]
22 (%7 + 5x2'7) + x(@ 414 X2+ 4 oX? 4 IX +1
has no solution x s.t. x7+1 =1
C5 x3 + a7 1Tr(a%x°) a#0 [30]
Cé6 ¥+ a1 (aPx% 4 abx'8) 3ln,a#0 [31]
Cc7 x4 a 1773 (aPx18 + a12x%0) 3|n,a#0 [31]
n =3k, ged(k,3) = ged(s,3k) =1,
C8-C10 ux?H g2 2Ry v,w € For, vw #1, [17]
ox2 L gy 2122 3|(k +s) u primitive in IF3,
g=2",n=2m,ged(i,m)=1,i,modd,
C11 Ax?+1 4 gax(2+1) 4 ¢ & Fom, s € Fom, [17]
x4y Ly 2 (a41) d not a cube
(x4 x1)2 14 q=2",n=2m,m>2even,
C12 ! (ux + ux)2+02 4 ged(i,m) =1and j even [112]
u(x + x7) (ux + ulx?) u primitive in F5,, u’ € IFon not a cube
n=km,ged(n,i)=1
C13 Ly(x)%x 4 Ly(x)x% Lq(x),La(x) 2™-polynomials satisfing the [24]
conditions in Theorem 5.1, Chapter 5
g=2",n=2m,ged(i,m)=1
Cl4 ut(x) (X9 + x) 4 t(x)2 2 a,b € Fyu, X2 40X + b [99]
ut(x)zm (27 4 %)% + b(x7 + x)?+1 has no solution over Fpn,
u & Fom and t(x) = ulx + xu
n=2m=10,(a,b,c) = (B,1,0),i =3,k = 2,IF; = (B)
C15 K3 4 ax? @) n=2m,modd,3 Jm,(ab,c)=(B,51), [34]
+bx32" 4 a2 @Y F;=(B),i€{m—2,m2m—1,(m—2)"" modn}

inequivalent functions which can be derived from the known families of APN

functions, up to dimension n = 11. According to this table, families C3 and C11

coincide on small dimensions and are contained in C4.

We recall the conditions for the families C3 and C11 in the following results.

Theorem 6.1 ([26]). Let n = 2m with m > 1. Let i be such that gcd(i,m) = 1. Let F
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be the function over [Fon defined by
Cx2m+1 + x22i+2i + dxzm(22i+2i) (C3)

where c,d € Fon are such that d2"+1 =1,d ¢ {A@+D@" 1) : A € Fpu} and dc?" +
¢ #0. Then, F is APN over Fon.

Theorem 6.2 ([17]). Let n = 2m with m an odd integer. Let i be an odd integer such
that ged(i,m) = 1. Let F be the function over Fon defined by

m—1 ; i
cx? g Vg xF@D p gyZHy g2 2@ (C11)
s=1

where ¢ & Fom, d € Fon not a cube and «ys € Fom for each s. Then, F is APN over Fn.

Remark 6.1. Note that, considering family C11, for i such that ged (i, m) =1, with m
odd, the condition given in Theorem 6.2, that is i odd and d not a cube, is equivalent to
requesting just d ¢ {x**1 : x € Fopn}. Indeed, if i is odd, then {x>+1 : x € Fpon} =
{x% : x € Fpon}. Ifi is even, recalling that (cf. Lemma 11.1 in [89])

1 if ged(i,n) = ged(2i,n)

gcd(2i+1,2”—1) = .
28cd(in) 11 jf2gcd(i,n) = ged(2i,n),

we get {xziJrl : X € Foom } = Foom, implying existence of no choice for d.

Moreover, for family C3 we have that coefficients c and d, satisfying the constraints
in Theorem 6.1, exist if and only if gcd 2/ +1,2™ + 1) # 1 (see [26]). This implies that
m is odd since i and m are coprime (it can be easily deduced from ged (2% — 1,22 —
1) = 28cd(2i2m) _ 1 — 3), Moreover, as above, if i is even we have no choice for d, so

also i must be odd.

In [62], the authors generalise these two families. In the following, we re-
port the statements of the results given in [62]. However, as we will show in

the next section, the parameters of these functions need some adjustments.

Family C11*: Let n = 2m, with m > 1. Let i,j be such that i > j and ged(i —
j,m) = 1. Let F be the function over FF,» defined by

m—1 i1 i1 nj
ex®" T4 ) 'Ygxzé(zm“) + L(dx? Y g2 P22, (6.1)
(=1
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where ¢ ¢ Fom, d is not in {x2i+2j : x € Fon}, ¢ € Fom for all £ and L(x) =
Yorek %" such that {0,1} #K CH{0,...,.n} and } i<k x?*~1is irreducible over Fyn.
Then, F is APN over Fyn.

Family C3*: Let n =2m, with m > 1. Let,j be such thati > jand ged(i — j,m) =
1. Let F be the function over [y« defined by

m—1 S .
ex?" 1 4 Z szé’(z'ul) +L(x2’+2’) +dL(x2m(2'+2])), 6.2)
/=1
where ¢,d, 7y € Fon are such that d2"t1 =1, d ¢ {A(2i+2f)(2’”—1) i A€ Fon},
dcT+c#0,d= 'y}_zm for all £ and L(x) = Zkerzk such that {0,1} # K C
{0,...,n} and Y ek 121 is irreducible over [Fon. Then, F is APN over Fx.

Note that, these types of functions are of the form (or can be reduced to)
F(x) = wx® 1+ Q(x), (6.3)

where Q is a quadratic function from Fy» into Fon and w ¢ IFom. This type of
construction for APN and differentially 4-uniform functions has been further
studied in [41, 43].

Remark 6.2. The general idea used in this chapter for proving the equivalence between
these families is based on the fact that for any element w not in Fom we have Fon =

wlFym @ Fom. At this point, considering two functions as in (6.3)
Fi(x) =wxa® T 4+ Q1(x), Fo(x) = wpx® 1 4+ Qy(x),

to prove the equivalence we need to individuate a linear permutation L for which
L(Fi(x)) = Fy(x). Since Fon = w1Fom & Fom = wylFom & Fom the action of L can
be given by defining the images of w1Fom and of Fom separately. In particular, L
should be such that the vector space wilFom is mapped into wyFom with the trivial
action wyy — woy (for any y € Fom) and L(Q1(x)) = Qa(x).

Before proving the equivalence of these families, we correct the results of
[62]. Indeed, the first family when m is even cannot be APN. While, the second
one, in addition to restriction of m to be odd, in general is not APN if L(x) # 2
(tested by MAGMA in small dimensions).
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6.1.1 Correction of family C11* and family C3*
For the family C11* we have the following result.

Proposition 6.1. Let n = 2m. Let F be a function defined over [Fon as in (6.1). Then,
if m is even F cannot be APN.

Proof. Consider the function

-1 ‘ o o
F(x) — szln+1 +W1Z: ,ylxzk(Zerl) + L(dx21+2] +d2mx2m(2’+2])),
(=1
satisfying the properties given in (6.1).
By hypothesis, L(x) = x(Zkerzk_l) where {0,1} # K C {0,...,n} and
Yrex 2 !

is the only root of L(x) = 0. This implies that L is a linear permutation and,

is irreducible over Fp:. Since deg(Y ick xzk_l) > 1 we have that 0

moreover, L(x2") = L(x)?". To prove that F cannot be APN for m even we

need to prove that there exists a € [F» non-zero such that
Ag(x) =F(x)+F(x+a)+ F(a)=0 (6.4)

admits more than two solutions.

Suppose that x is a solution of (6.4). Then we obtain
Aa(x) + 0y (0)?" = (c+ ) (2P a+a*"x) =0,

Since ¢ ¢ Fom we have x2"a 4+ a?" x = 0, which implies x = at for some t € Fon.
Substituting x = at in (6.4) we have

L((da®+? 4 @@ @2y (2 1 #)) —o.

Since L is a linear permutation, this implies that (da?+2 4 2" g2" @+2)) (42 4
tzj) = 0. Now, from the fact that d ¢ {x2i+2j : x € Fou } the authors in [62] claim
that (dazi“j + d2ma2m(2i+2j)) # 0 for all non-zero a. However, while for m odd
the condition d ¢ {xzi”j : x € Fon } is sufficient to guarantee da?+? ¢ Fom, such
claim is incorrect when m is even.

Indeed, if m is even, then 3 | (2" — 1) and 31 (2 + 1). Now, let d = &, with
« a primitive element of Fp1, and k some integer. Since ged(i — j,m) =1 we
have that i — j is odd and thus ged (2177 +1,2" — 1) = 3. So, finding a such that
da?+? € Fyn is equivalent to finding a’ such that da’® € Fyn. Let a’' = a”, we

want to determine # such that (2" + 1) | (3 + k). Suppose d ¢ Fomn, otherwise
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a’ can be just 1. We have two cases, k = 1,2 mod3. If k =1 mod 3, then
3h+k=23(h+k)+1 for some k. Since m is even 2"+ + 1 is equal to 31’ for
some h’, thus considering h = i’ — k' we would have 3h + k=3(h + k') +1 =
3W +1=2(2"+1). If k=2 mod 3, then 3h + k =3(h + k') + 2 for some k'.
Since m is even 2™ — 1 is equal to 3/’ for some I/, thus considering h = h' — kK’
we would have 3k + k =3(h + k') + 2 = 3h' +2 = 2" + 1. This concludes our
proof. O

We can note that, in the previous proof, for analysing the solutions of (6.4),
we used only the fact that L is a linear permutation with coefficients over [Fpm.

So, we restate the conditions for family C11* as follows.

Theorem 6.3. Let n = 2m with m odd. Let i,] be such that i > jand ged (i — j,m) = 1.
Let F be the function over Fon defined by

m—1 S .
ex?' 4 Z 7£x2/(2m+1) + L(dle“] + dzmxzm(zurzj)), (C11%)
(=1
where ¢ ¢ Fom, d is not in {x>2 : x € Fyn}, vy € Fou for all £ and L a linear
permutation with coefficients over Fom. Then, F is APN over Fpn.

Remark 6.3. For the second family C3*, some steps of the proof in [62, Theorem 2]
do not work in general. When L(x) = %, family (C3*) results to be APN, this can
be proved following the steps given in [62], which became legit when L has only one
monomial.

While if L is not of type %, from computational tests done using MAGMA in small
dimensions, the function in (6.2) in general is not APN.

More precisely, let

m—1 o o

F(x) =cx®"+1 4 Y szf(z’”ﬂ) + L) 4 dL (22" @),
=1

satisfying the properties given in (6.2) . Then, F is APN if and only if the equation

Ay(x) =F(x) + F(x +a) + F(a) = 0 admits at most two solutions for any non-zero

a € Fon. It is is easy to check that A, (x) + dA(x)?" = (c +dc?")(x*"a 4 a*"x).

Thus, if x is a solution of A,(x) = 0 we have that x = at for some t € Fom. Substituting

x = at, we obtain

L(a2i+2j(x2i + xzj)) + dL(azm(Zi“j) (xzj + xzj)zm) =0.
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At this point, in [62, Theorem 2] the authors claim that
L@t (2 +2)) +dL@®" @+ (2 + 1)) = L((a®+? +da®" @+ (12 + 1)),
which is not true in general. For the case of L(x) = 2 for some k, we have that

L(a2i+2j(t2i—|—t2j))+dL(a2m(2i+2/)(t2i—|—t2j))
_ L((a2i+2f+d2"*ka2m(2f+2f))(t2i +t2j)).

So, in this case we would obtain
Aq(x) = L(a® T2 4+ a2 2" @42y (2 1 7)) =,

which is equivalent to (a?+? + a2 *a2"@+2))(2' 4+ ') = 0. Now, d*" " ¢
(ACH2D@"N) 2 A € Ty} implies a2 +2 + a2 a2"@+2) £ 0 and so we can have

at most two solutions.

Thus, we consider C3* only with L(x) = xzk, and in this case the exponent k
can be included in i and j. Moreover, as for the family C3, from the constraints

on ¢ and d we need m odd. So, in this case we have the following.

Theorem 6.4. Let n =2m with m odd. Let i, be such that i > jand ged (i — j,m) = 1.
Let F be the function over IFyn defined by

~1 o o
ex?" 4 mz sz‘*(zml) + 22 dx2"1(2'+2/), (C3%)
=1
where ¢,d,y; € Fon are such that d2" 1 =1, d ¢ {A(2i+2f)(2"'—1) : A €Fm}, de" +
c#0,d= r)/}_zm for all £. Then, F is APN over Fon.

6.2 Equivalence between known families

6.2.1 C11 and C3 are equivalent

Computational results performed in [35] for m = 3,4,5 show that all APN func-
tions of family C11 are equivalent to functions of C3. This led us to the idea that
family C11 is contained in family C3. In the following we are going to show
that it is true, firstly showing that family C11 without the sum ¥ ' 7, K227+
is equivalent to family C3, secondly that every function in family C11 is equiv-

alent to a function in the same family without the sum.
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Lemma 6.1. Let n = 2m, with m odd. Let i odd be such that gcd(i,m) =1 and
consider the APN function

F(x) = cx?" 1 4 g2 4 dzmxzm(z"+1), (6.5)
where ¢ € Fyow \ Fpm and d ¢ {(x2*+1:x € Fyom }. That is, F belongs to C11. Then, F
is EA-equivalent to a function F' of C3.

Proof. Since ¢ € Fyon \ Fon we have Faou = cFom @ Fon. Let L be the linear
permutat1on which is the identity map on cFy» and the power linear function

x2 on Fom, thatis L(cy +z) = cy + 22 for all Y,z € Fon. Then, we obtain

R S L aac)

with ¢ = d— and d’ = d22"-1)_ Since, mis odd and d ¢ {x2*1 : x € Foom} =

{x% : x € Fyom} (recall that i is odd) we have d’ ¢ {x @+DE"-1) .y g Foom }.
Indeed, if d’ € {x**+D2"=1) : x € Fp, } we have thatd’ is a cube, but 31 (2" — 1)

and d is not a cube.

Moreover, since ¢ & Fom

2m "
c d/+C/:d2’ dZI#O
implying that F in (6.5) is EA-equivalent to an APN function contained in C3
(F' satisfies the conditions of Theorem 6.1). m

Lemma 6.2. Let n = 2m, with m odd. Let i odd be such that gcd(i,m) = 1 and
consider an APN function

F(x) 2 +1_|_ Z Y x 2" 41) —|—dx2 +1+d2m 2m(2i41)
(=1

as in Theorem 6.2. Then, F is EA-equivalent to a function as in (6.5)

m i m  om(ni
F(x) = /2" 4 @/ 1 4 g2 2" (240,

where ¢’ and d' satisfy the conditions in Theorem 6.2.

Proof. Assume 1 <t < m — 1 be such that ; # 0. We can suppose that y; = 1.
Indeed, since <y; € [Fom, dividing F by «; the function F/<; would satisfy the
hypothesis of Theorem 6.2. Consider the following linear function with w € I3,
(we will study its permutation property later)

2m+t

L(x)=(w+ (c+ czm)zt)x a2 fwx? 4 x (6.6)
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Let u = dx? 1 4 d2"x2"(2'+1) € Fym, then we obtain

m—1
L(F(x)) = (w+ (c+ czm)zt)[u 4oex?" Y ,leZ’(Z'"H)]
=1

m—1
+ uzt + Cztxzt(Zm_,’_l) + Z (YZthzH—t(zm_’_l)
I=1

+wlu+ 2 P+ mZ—:l @)
=1
4?2 22 4 mi;l %zf K2 2m )
i=1
= (w+ (c+ ") +wpu+ (w+ (c+ ") )e+ we?" )" 1
F(c+ 2P @ ) 4 mil (W + (c+ ") + w)x? @"+D)
=1
= (c+ ") u+ (w(c+ ") +clc+ &))"+

m—1 ¢l
+ Z ’)’I(C + CZ"’)Z X2 (2™m+1)
1=1,1#t

Hence
L(F n - m=l m
( (2xm))zt :u+(w(c+cz )1—2f+c>x2 +1 4 Z ,nle(z +1)
(c+c) I=T 1At

Let ¢ = w(c + " )1_2f + ¢, also the condition on ¢/, that is ¢’ ¢ Fom, is satisfied

since we have

om m myq_nt m my1_nt
= e+ )T+ Fw(e+ ) 4+

= (w?" +w)(c+ e L ") = (c+ ).

Therefore we managed, from the original general formula C11, to obtain a sim-
ilar one in which the monomial x2 2"+1) is not present any more and the rest of
the components of the sum is left unchanged. If the same procedure is applied
for any j such that y; # 0 we are able to obtain a function of the form (6.5).
Now we only need to show that L of equation (6.6) is a permutation, where

L(x) = (x+ 22" +w(x+ 22 + (c+ ") 'x.

Assume that x € Fon then L(x) = (c + ") x is null if and only if x = 0. Oth-
erwise consider x & Fon and lety = x + x2" € [F},,, obtaining L(x) = y¥ 4wy +
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(c4 @) x. If L(x) = 0 then

_ Pty
(C + sz)zt ‘

Since w &€ [Fom then also the right hand-side of the above equation belongs to

IFom, that leads to a contradiction. Therefore L is a linear permutation. O]

Also C3 can be reduced to C11 reversing the computation done for (6.5)
(an explicit computation is given in the subsection where we prove that C3* is

included in C11%). So we have proved:

Proposition 6.2. Families C3 and C11 are EA-equivalent.

6.2.2 C11* is equivalent to C11

Using Remark 6.2 the equivalence is almost straightforward, however we want
to make clear to the reader how to construct such equivalence. Obviously, C11

is a particular case of C11*. We show that also C11* can be reduced to C11.

Without loss of generality, we can consider C11* with j = 0. From both func-
tions it is possible, using the same technique as in Subsection 6.2.1, to remove

2[ (2m+1)

the summation Z’l’:ll Y1x . Hence we end up with

Fi(x) = ex?" L gy T g2 2 (21) 27 Q(x) (C11)
By(x) = cx®" 1 4 L(dx® T + 42" 52" @) = 22" 4 O/ (x),  (C11%)
where ¢ & Fom, d ¢ {xziJrl X E ]Fsz} and L a linear permutation with coeffi-
cients over Fom.

Therefore, as explained in Remark 6.2, with the linear map L’ which acts as
the identity map on cIFom and as the linear function L~! on [Fon, we obtain

L' o By(x) = F ().

Since the constraints on the coefficients are the same for C11* and C11, we have

obtained our claim.

Proposition 6.3. Families C11* and C11 are EA-equivalent.
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6.2.3 C3*is equivalent to C11

Now we prove that family C3* as in Theorem 6.4, which contains C3, is equiv-
alent to C11.

Let n = 2m with m odd and consider the APN function defined over [Fyx
m—1 , o o
F(.X') — Cx2m+1 4 Z ,)/[xz (2"’-‘,—1) + x21+2] + dxzm(21+2]),
(=1

where ¢,d, v, € Fyn satisfy the constraints of Theorem 6.4.
Since d2" 11 = 1, there exists d’ such that 4’2" ~! = d. Moreover, since d is not
contained in {x(Z+2)2"1) : x € F,p, } we have d’ ¢ {x(*+?) : x € Fyou}.

Multiplying F by d’, we obtain

m—1 , S o
F/(x) _ d'F(x) _ dlcx2m+1 + Z d/,wxﬂ(z”%l) +d/x2‘+27 +d/2’"x2’"(21+27).
(=1

Since ¢ + c2"d # 0 we have that d’c + (d'c)?" = d'(c + ¢*"d) # 0, so d'c & Fom.
Moreover, since d = 'y;*zm for all £ such that 7, # 0, we have that (d’y,)%" =
d'(dy?") = d/('y;_szy%m) which implies d’7yy € Fom for all vy # 0. Thus, F' is
an element of C11%*, which is EA-equivalent to C11 from Proposition 6.3. Then,

from Proposition 6.2 we can conclude the following.
Proposition 6.4. Families C11 and C3* are EA-equivalent.
We summarise our results in the following theorem.
Theorem 6.5. Families C3, C11, C3* and C11* are all EA-equivalent to each other.

We conclude showing that for any fixed i, all the functions contained in
these families are EA-equivalent to each other.

Proposition 6.5. Let n = 2m with m odd and let i be such that gcd(n,i) = 1. Let
F(x) — o2l +dx2i“ +d2"’x2m(2"+1), F(x) — 2" +d’x2i+1 +d/2mx2m(2i+1).

be two APN functions of family C11, that is, ¢,c’ ¢ Fom and d,d’ ¢ {x* 1 : x € Fyu}.
Then, F and F' are affine equivalent.

Proof. Let us fix d not a cube, consider ¢, ¢’ € Fon \ IFon and the functions

F(x) _ szm+] + dx21+1 + d2n1x2ﬂ1(2i+1), F/(x) _ C/x2m+1 + dx2i+1 4 d2’71x2’71(2i+1).
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Then, considering the linear permutation L which is the identity on [Fo» and
that maps clFon into ¢'IFom, we immediately have Lo F = F'.
Now, let us fix the coefficient ¢ € Fyu \ Fom and d not a cube. Consider the

two functions
F(x) =cx?"*+1 4 dx2H 4 272" @2
F'(x) —ox2" 1 +d2x2”+1 + (dZ)Z’”XZ’“(ZinLl)‘
Then, we have that
F(xl/Z)Z = 252" g2, 2 (d2)2”1x2"1(2i+1)

is equivalent to F’ from the argument above. Thus, F is equivalent to F'.
Now, let U := {x2+1 : x € F},} = {x% : x € F},} (i is odd), for any u € U,

F(x) = ox2" 1 +dx2i+1 + 2" 2" (21)

and
F'(x) = ex®" 1 4 dux® 1 + (du)?" x2" @+

are equivalent. Indeed, we can apply the substitution x — Ax for some A €
IF;. such that A2+1 = 4, and we have that F(Ax) = cAZ"+1x2"+1 4 qyx2+1 4
(du)?"x2"(2'+1) is equivalent to F'.

Now, since we can partition all non-cube elements as dU U d*U for some d

not a cube, from the arguments above we have our claim. O

6.2.4 Equivalence with hexanomials (family C4)

The following family of APN hexanomials was constructed in [26].

Theorem 6.6. Let n and i be any positive integers, n = 2m, gcd(i,m) =1, and ¢,d €
IFon be such that d & Fom. Then, the function

H(x) _ cl—xzi(zﬂl+l) + x(2m+1) + (x21+1 + x2m(2i+l) + C_x2m+i+l + C_zmxzi_,’_zm)
is APN if and only if the equation
2 pa? 4 x+1=0

has no solution x such that x2"+1 = 1.
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The existence of coefficients ¢ satisfying the conditions of the theorem above
has been studied in [14]. In [70], Gologlu characterised and compute the num-

ber of such ¢’s.

We are going to show below that C11 (and thus C3) is contained in C4.
Without loss of generality, from the arguments given in Lemma 6.2, we can

consider functions of the form
F(x) = cx®" 1 K2 @11 4 g2 2" 2T (2 6.7)

with ¢ € Foon \ Fon and d ¢ {x¥+1 : x € Fpou }.
Consider a linear permutation of the type x + yx%" (y2"+1 # 1). Evaluating
F(x +vx?") and deleting terms of algebraic degree less than 2, we obtain

f(x) _ (C+C72m+1)x2m+1 +(1 +,yzf(2"l+1))x2i(2"1+1)
+(d+ dzm,yzm(zfﬂ))xziﬂ + (dzm + d,yz"ﬂ)xz'“(zfﬂ)
i m _om m+i m  om+i iy ym = u.
F(dy? 4 d¥" 92" x2 +“+(d2 2 + + dy)x2 T2
Now, using a linear permutation as in (6.6), it is possible to delete the mono-
mial (1 4 72 @"+1))x? (@"+1) since (1 + 42 (@"+1) and u are in IFzm Indeed, let

r)/ = (1 + ,)/21'(2’”4_1)) and L( ) (w + (C + sz)Zl )x + x + wx + x2m+i for
'Y
some w € F},. Then, following the same steps as in Lemma 6.2, we have

m
=2y,
o2 2!
(7 +5)

for some ¢’ ¢ IFzm depending on L. Denoting by a = (d +d
b= (d’yZl +d?" ") we get

Py — LE/)

2" 2"(241)) and

Fl(x) = 2" 4 (ax2i+1 4 g2 2"M(@H1) | a2 bzmx2f+2m)' (6.8)

Now;, since i and m are odd and ged(i,m) = 1 then K2
of [Fon, which means that there exists A € IF;, such that A2 g Then,

substituting x — A~ !x in (6.8) we obtain

is a permutation

m
1" 1",2" 41 a 2y a 21 (20 41) 2t 24
P()—CX +mx +<A27+1> X +x +x ,
C//IF‘zm

Fym
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where ¢’ = ¢/ /A?"*1. Since Fon = ¢ Fym @ FFon we can perform a substitution

m—
x> x2

"and then apply a linear map L which is 22" on ¢"Fyn and the iden-
tity on Fyn. Thus, denoting by & = (c”)2"", we obtain the EA-equivalent func-
tion

F(x) =L(F"(+*"))

m

a2 41 a  omyi a (2m+141) 241 2" (20 4+1)
=Cx +A2i+1x + <A2i+1) X + x +x , (6.9)

where j = m —iis even and ged(j,m) = 1.

On the other hand, let i be an integer with ged(i,m) = 1 and consider a

hexanomial
H(x) = dx2 (@"41) 4, @"+1) | (x2f+1 42N @) g2 C-zmxz"+2m)l

with ¢ and d satisfy the condition given in Theorem 6.6.
Applying the linear permutation (as in (6.6)) L(x) = (w + (d +d*")*" )x +

m n—i m—i .
wx?" + x4+ ¥ for some w € IF5., we obtain

()= L(H(x)) _ & 2(241) 4 (241 4 2" g2 2oy

(d_"‘ d‘2m)2n7i

where & = w(d + d*")1=2"" 4+ d ¢ Fyn. Since Fppn = d'Fon @ Fon we can apply
a linear permutation which is x> on d’IFon and the identity on IFon in order to

obtain the EA-equivalent function
H (x) = A2 2 2N @) a2 C-zmxzi+2m, (6.10)

where d” = """, Then, the family of the hexanomials can be expressed as pen-
tanomials and the constraint on the coefficient ¢ is the same of the hexanomials.
Indeed, following the same steps of the proof of [26, Theorem 2], a function H”
as in (6.10), with d” ¢ Fom and ged(i,m) = 1, is APN if and only if

i i m
e 42 x+1=0

has no solution x such that x2" 1 = 1.

Coming back to our function in (6.9), from the arguments above, since F is

m

APN and ¢” ¢ Fom, denoting 4 = ( a ) , we have that

A2i+1

P pa? 1" v 41=0
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2741

has no non-zero solution such that x =1. So, the function F is equivalent

to a hexanomials.
Hence we have proved the following result:

Theorem 6.7. The families C3, C3%, C11 and C11* coincide and they are included
in C4. In particular, the hexanomials admit a representation as pentanomials in the

following form
H'(x) = 2"+ 4 K21 + »2"(241) + a2 + 2" 22
with d ¢ Fom and € such that the equation
A e 4@ x41=0

has no solution x such that x*"+1 =1.
Moreover, when m and i are odd, H' is EA-equivalent to a pentanomial of type

- m ] m(nj m+j m njynm
A(x) = dx®" 1 4 22+ 4 2" 24D | 27041 4 (27,2427,
where d and c satisfy the same conditions as d and ¢ above, and j = m — i.

Proof. We need to prove only that when m is odd the pentanomial H' with i
odd is equivalent to a pentanomial H with j = m — i even. This can be done
with the same steps as used above to compute F in (6.9) from F” of (6.8), with
the only difference that in this case the coefficient a of F” is equal to 1. O

6.3 The updated list

Using the obtained results we reduce the list of known families of APN poly-
nomials (which are CCZ-inequivalent to power functions) to those pairwise

CCZ-inequivalent to each other. This refined list is presented in Table 6.2.
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Table 6.2: Known classes of quadratic APN polynomial over Fo» CCZ-inequivalent to power

functions
‘ N° ‘ Functions Conditions ‘ In ‘
n=pk, ged(k,p) = ged(s, pk) =1,
F1-F2 xZHL g 212 p€{3,4},i=sk modp,m=p—i, [29]
n > 12, u primitive in IF3,
q=2",n=2m,ged(i,m) =1,
F3 sxTH 4 241 4 a(241) c € Fan, s € Fon \ Fy, [26]
+ex? 1t 4 (1x2+ X2H 4 oX? 4 IX +1
has no solution x s.t. 171 =1
F4 3+ u’lTr(a3x9) a#0 [30]
F5 ¥+ a 13 (a3x° + atx18) 3jn,a#0 [31]
F6 X3 4 a1 T3 (018 + a12430) 3jn,a#0 [31]
n =3k, ged(k,3) = ged(s,3k) =1,
F7-F9 uxZ g 222 v,w € Fy, vw #1, [17]
T P 3|(k + s) u primitive in IF3,
(x+ xzm)zi“-i- n=2m, m>2even,
F10 o (ux 4 u?" x2") @+ 4 ged(i,m) =1and j > 2 even [112]
u(x + x2") (ux + u?" 2" u primitive in IF3,, 1’ € Fon not a cube
n=km, ged(n,i)=1
F11 Li(x)% x + Ly(x)x% Ly (x), La(x) 2™-polynomials satisfing the [24]
conditions in Theorem 5.1, Chapter 5
g=2",n=2m,ged(i,m) =1
FI2 | ut(x)(x7 4 x) + H(x) 22 4 a,b € Foyn, X* 1 4 aX +b [99]
at(x)2 (x7 4 x)2 + b(x7 + x)2 1 has no solution over Fom,
u & Fom and #(x) = ulx + xTu
n=2m=10,(a,b,c) = (,1,0),i =3,k =2,F; = (B)
F13 23 4 ax2 @) n=2m,modd,3 Jm,(a,b,c)=(B,B:1), [34]
+bx32" 4 cx2"H @) F;=(B),ic{m—2m2m—1,(m—2)"! modn}




Chapter 7

Isotopic shift construction for planar
functions

In this chapter we consider fields of odd characteristic. In particular we extend
some of the results on the isotopic shift

F.(x) = Ap(x, L(x)) = F(x + L(x)) — F(x) — F(L(x)) (7.1)
of Chapter 4 to the case of p odd. In Theorem 4.1, it is proved that if F and G are
isotopic equivalent quadratic planar functions, then G is EA-equivalent to an
isotopic shift of F by some linear permutation L. We show in Section 7.1 that the
converse does not hold, that is, an isotopic shift of a quadratic planar function
by a linear permutation does not necessarily produce an isotopic equivalent
function (and it is not always planar either). Moreover, we extend the isotopic
shift construction of APN functions given in Chapter 4 for the even characteris-
tics to the case of odd characteristics for PN functions. For an Albert-like planar
function (i.e x”i“) we study the planarity for some particular functions of the
type

F(x) = Li(x)"x + Ly(x)x",

with L; and L, linearised polynomials, see Theorem 7.1. When P = 22,
this result gives some conditions on planar functions of the type xL(x) with
L linear. This characterisation permits to determine that the planar functions
classified in [5] are affine equivalent to the function xZ or to an Albert function,

see Proposition 7.9.

7.1 On the linear shifts over fields of odd characteristic

In even characteristics, the isotopic shift of an APN function can produce a

CCZ-inequivalent APN function (see for example Lemma 4.1). This is also true
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for the case of planar functions. For example, consider the planar quadratic
function F(x) = x2, defined over a finite field of characteristic p > 2. Consider

its isotopic shift by the linear permutation L(x) = XV,

Fy(x) =F(x + L(x)) — F(x) — F(L(x)) = 22"+,

n

Now, F is planar over IFyn if and only if ed () is odd (Albert function [1]).
Therefore we have an example of isotopic shift F; that is not planar and also
an example of isotopic shift that is planar and isotopic inequivalent to F. As
for the case of APN maps in even characteristic, see Remark 4.1, in general the
isotopic shift does not preserve the differential uniformity.

In even characteristic, we have some restrictions on L so that the isotopic
shift of a function F is APN. This is also the case in odd characteristic for ob-

taining planar functions.

Proposition 7.1. Given F,L € FFyu[x], where L is a linear function which is not a
permutation, the map Fy is not planar.

Proof. Without loss of generality assume F(0) = 0. Given Fy as in (7.1), the

function is planar if and only if for any element e # 0
DePL(x) = PL(JC + 6) — FL(X)

is a permutation. Equivalently, we can consider A,(x) = D.F(x) — F.(e) tobe a
permutation. Since L is not a permutation, there exists z # 0 such that L(z) = 0.
Then,

A;(z) = F1(2z) — 2F.(z) = 0= A;(0)

since F1(2z) = F1(z) = 0. Thus A; is not a permutation. O

Remark 7.1. Note that F does not need to be planar in order to obtain a planar function
from a shift. Indeed, consider the finite field IF54 and the non-planar function F(x) =

3+1

x3T1 = x*. With the linear permutation L(x) = x*” + *x3 we construct

Fr(x) = x3L(x) + xL(x)% = 2% 4 742 + x2 4- 712219,

that is planar. This function is CCZ-equivalent to the Dickson function L(t*(x)) +
Ix? with L(x) = }(x® — x) and t(x) = & x

Similarly to the case of finite fields with even characteristic we have the

following proposition.



7.1 On the linear shifts over fields of odd characteristic 113

Proposition 7.2. For a monomial DO polynomial F and a linear function L(x) =
2;12—01 b]-xp] , the isotopic shift Fy, is affine equivalent to the isotopic shift Fj constructed
with the linear function

= i_1)\pt o p)

M(x)=)_ (bjgk(lv “DypixP,

j=0
where k and t can be any integers. Moreover, for any function F, if L is a permutation,
then Fy, is affine equivalent to F; 1(x).

Proof. Without loss of generality let F(x) = xP'+1. Then, we have
-1 , . . N
Fua(x) = Y (80D a0 40! (g0 a7
=0
and
() e N
=PI M )P M )P
—k+v) Z[gfkpixpib].gk(pffl)gfkpfxpf + g*kxb;?"gk(;?ffl)Pigfkpfpixpfp"]

_k(1+pf —k(pi+1)g, PP k(1) P pipi+1
_g(ﬂﬂ)z[g (p+)b].xp+p + (p+)b]1€’xpp+]

i—t

— Yl b = Ry ),

For the last part, it is easy to check that if L is a permutation, then F (L~ (x)) =
FL—] (x) . D

7.1.1 The reciprocity of the isotopic shift

We consider here the following question.

Question 7.1. Given F,G € FFn[x] quadratic maps, does the existence of an isotopic
shift connecting F to G imply the existence of an isotopic shift connecting G to F?

We refer to the property mentioned in the above question as to the reci-
procity of the isotopic shift. With the existence of an isotopic shift connecting
F to G we refer to the existence of a linear permutation L such that Fy is EA-
equivalent to G. Recall that, from Corollary 4.1, if F and F’ are EA-equivalent
quadratic maps then for any M € IFu[x] there exists a map N € IF«[x] such that
Fyp is EA-equivalent to F);. Hence, if G is EA-equivalent to F;, then given M
there exists N such that Gy is EA-equivalent to (F.)y. Therefore Question 7.1
is equivalent to the following question.
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Question 7.2. Given F,L € FFpn[x]| with L linear permutation, F quadratic map and
such that Fy is quadratic too, does there exist a linear permutation M € Fpn|x] such
that (Fp) is EA-equivalent to F?

If F and G are isotopic equivalent quadratic planar functions, Theorem 4.1
implies that Question 7.1 has a positive answer. In particular, for F a quadratic
planar map, if Fy is isotopic equivalent to F then there exists a linear permuta-
tion M such that (Fy ) is EA-equivalent to F.

In general, considering F and G quadratic maps not isotopic equivalent,
the reciprocity of the isotopic shift is not always satisfied. Indeed there are
cases in which the isotopic shift is reciprocal and cases in which it is not. In
the following we report some computational results obtained, which show the
different behaviours of the isotopic shift. Over IF, we consider F(x) = x? and
G(x) = xP'+1, for which F is EA-equivalent to G with L(x) = xP'. Without loss
of generality, we can always assume j < n/2. We analyse then whether there
exists also an isotopic shift connecting G to F and, in small dimensions, we

obtained the following results.

* OverF ;5 (with p=3,5,7) for G(x) = x? *1 there exists a linear permutation
M such that Gy is EA-equivalent to x2.!

e Over Fj; for both G(x) = xP*1 and G(x) = xP**! no isotopic shift of G is

EA-equivalent to x2.

e Over Fys for both G(x) = xP*! and G(x) = xP**1 no isotopic shift of G is

EA-equivalent to x>.2

Notice that, over F5, xP*1 and xP*+1 are not planar. Instead, over FF55, both
maps are planar. Hence there are cases of isotopic shift not reciprocal when
F, G are both quadratic planar maps and cases when F is planar and G is not.

Remark 7.2. The obtained results imply that the isotopic shift (together with EA-
transformation), even when restricted to planar maps, does not represent an equiva-

lence notion.

IThe mentioned linear permutations M are the following: M(x) = x + x for p = 3, M(x) = X 4 x
for p=>5and M(x) = xP* 4 xP for p=7.

2To perform the last two analyses, we consider all possible linear permutations M over Fy and
IF35, up to some restrictions over the coefficients given by Proposition 7.2. Then we verify, for those M
which generate planar maps Gy, whether Gy is EA-equivalent to x2.
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7.1.2 Comparison on linear shifts in odd and even characteristic

Assume F is a quadratic polynomial satisfying F(0) = 0 and L a linear function

over IF,n where p is odd. Let A(x,y) be the symmetric bilinear operator

A(x,y) = F(x +y) — F(x) = F(y).

Then
Fi(x) = F(x + L(x)) — F(x) — F(L(x)) = A(x, L(x))

is an isotopic shift of a quadratic polynomial and then is a DO polynomial
itself, and its differential property is given by A(c,L(x)) + A(L(c),x) for ¢ # 0.

Indeed, since A(x,y) is symmetric and bilinear we have

In order Fj, to be planar we want that
for any ¢ # 0 IIm(A(c,L(x)) + A(L(c),x))| = p".
In particular, combining it with Proposition 7.1, we have the following.

Proposition 7.3. Given F, L : Fyn — Fyn where F is a quadratic polynomial satisfying
F(0) =0and L is a linear map, consider the isotopic shift of F by L, Fy, defined as in
(7.1). If the map Fy, is planar then for any element ¢ # 0 we have

Ker(A(c,L(x))) NKer(A(L(c),x)) ={0}.
Moreover, L is a permutation.

In the following table we compare the characteristics of the linear functions

L for the case p even (taken from Chapter 4) and p odd.

p even p odd
if Fp is APN Fp is PN
then
Ve € Fy A(c,L(x)) + A(L(c), x) 2-to-1 A(c,L(x)) + A(L(c),x) 1-to-1
L 1-to-1 or 2-to-1 L 1-to-1
if Ker(L) = {0,z} then A(z,L(c)) # 0 Ve & Ker(L) A(c,L(c)) #0 (FL(c) #0)
Ker(A(c,L(x))) NKer(A(L(c),x)) = {0,c} Ker(A(c,L(x))) NKer(A(L(c),x)) = {0}
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7.1.3 Shifting Albert-like functions by monomials

Starting from an Albert like function x"’i“'1 over [Fpn by a linear monomial

L(x) = ax?" we obtain the map
Fr(x) = aP xP "4 4 g
For this case we can obtain the following result.

Proposition 7.4. Let p be an odd prime, a € Fy, and Fy(x) = ab' xP T g

be an isotopic shift of xP'+1 over Fpn. Then:

(i) Ifi =0, then Fy, is planar if and only if n/ ged(n, t) is odd, moreover Fy is linear

equivalent to an Albert-like function;

(ii) Ift =0, then Fy is planar if and only if n/ ged(n, i) is odd and a ¢ IF i, moreover

Fy is linear equivalent to an Albert-like function;

(iii) If n =2m with m odd and t = m, then for any i < m odd the shift Fy is planar if
and only if a is such that a?" 1 ¢ IFpm NIF ;. Moreover, Ff is affine equivalent

to the planar function xP"~'+1;

(iv) If n = 4k for some integer k, p* =1 mod 4 and L(x) = ngPk with s odd, then
the isotopic shift of xP'+1, Fy (x) = {7 xP*+1 4 05x2P" is planar and isotopic
equivalent to the planar function of a Dickson semifield.

Proof. For the first two cases we have, when i =0, Fy (x) = 2axP'+1and Fy (x) =
(al”i + cz)xl”url for t =0, so these are planar if and only if n/gcd(n,t) and
n/ ged(n,i) are odd.

For the third case we have that

PL(x) _ apixpi+m+1 + axpi+pnz _ api(xpi+pm)p7n + axpi_’_pm‘

Then, F;(x) =Lj o X"l Ly(x) where Li(x) = a¥'xP" + ax and Ly(x) = P,
Since xP" 7' is planar (n/ ged(m —i,n) is odd) F; can be planar if and only if
L, is a permutation. From a?"+1 ¢ Fpm NIF ;i we have that L, is a permutation.
Indeed, L is a permutation if and only if

is full rank, which is equivalent to det(A) = a?"+1 — a?'(P"+1) L,
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For the last case, Fr(x) = Cs'pkpokH + Csx2pk is equivalent to PP
s(p}un x2Pt = PP e P2 127" Sincess - p*~2is odd we have from The-
orem 4.2 in [50] that F is planar From Theorem 4.3 in [50] we have that the

4k— 2 k. . . . .
semifield associated to xP* 1 + gl D2 s isotopic to the Dickson semi-

field —%L’(tz( ) + 2x with L' (x) = x"* + x and t(x) = P x. O

7.2 Generalised isotopic shift

7.2.1 For general Albert-like functions

If we consider an Albert-like function x”'*1, an isotopic shift by a linear func-
tion L is given by
xP'L(x) 4 xL(x)P".

In the following we consider a slight generalisation of such functions, as in

Section 5.1. That is, we consider two linear maps

Lq( Z Aj "™ and Lo(x Z B; X"
j=

defined over the finite field IF o and construct the function
F(x) = Ll(x)Pix + Ly(x)xP
A necessary condition for F to be planar is the following.
Proposition 7.5. For two positive integers m,k, consider the function
F(x) = Ll(x)pix + Lp(x)xP

defined over IF o, where Ly, Ly € TF jon [x] are p™-linear polynomials. Then, F can be

planar only if —"— oed( d ) lS odd.

Proof. Since F is planar then for any e € IF;km the function A.(x) = F(x +e) —
F(x) — F(e) is a permutation. In particular, for any e € IF,, we have

Ae(1) =(La(1) + La(1))(e? +e).

Since A.(0) = 0, in order to be a permutation, A,(1) must be different from 0,
implying that e’ # —e, forany e € IF,.. This implies that ( o) 18 odd. O
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Remark 7.3. Note that for this construction the necessary condition m odd im-
plies that xP' s planar over the subfield TF,m, but it does not necessarily mean pla-

narity over IE .

LetW={yl/: ye U,0<j<d —1}, where U= (¢¢(P"~1), d = ged(p" —

km __
1, ’;TJ) and d’ is an integer with the same prime factor as d, each being raised

km_l - .
) = 1). We obtain

km
. p—1 p
at the power as in T (hence such that ged(p™ — 1, T

the following result.
Theorem 7.1. Let k,m and i be positive integers and consider two p™-linear polyno-
mials Ly, Ly over IF . Then, the function F(x) = Ly (x)P'x + Ly(x)xP" is planar over

IF jon if and only if = dTm,i) is odd and the following conditions are satisfied:

(i) F(t) #0foranyt € W;
(ii) Ll(v)”it +L t)v”i # 0 for any t,v € W such that Ll(t)”iv + Lz(v)tpi =0;

o L L0 i " p
(ifi) Lot La(o)” # =P~ forany t,v € Wand any r € F,, such that Ly ()7 v +

Lo (v)tV #0.
Proof. From Proposition 7.5 we have the condition on the parity of m.
Moreover, for planarity, we need that for any e € IF;km the function A.(x) =

F(x+e) — F(x) — F(e) is a permutation (or equivalently 0 is the only root of
A.(x)). Since IF;km =W x [}, we can rewrite e = st and x = uv with s, u € Iy,
and t,v € W. Hence,

Be(x) =L1(e)"x + La()x + Ly(x)V'e + Lo(x)e?

:spiL1(t)piuv + sLQ(t)u”ivf’i + u”iLl(v)pist + uLz(v)sf’it”i

=us[s" 1Ly ()P0 + Ly(o)t") + uP "1 (Ly (0)P't + Ly(£)oP))].
If v =t, then

Ae(x) = us(Ly(£)P t + Lo(£)t7) [P L + w1,
Then Ll(t)Pit + Lz(t)tf’i = F(t) # 0 must hold for any t € W. Moreover
($)P'~1 £ —1, for any s,u EIF;@. |
For the case v # t, when Ly (t)P'v + Ly (v)t?' = 0, we have
Be(x) = wV's(La(0)V't + Lo(t)o),

and thus we must have L; (v)"’it + Lz(t)vpi #0. While, if L1 (£)"'v + Lz(v)t”i #0

then we must have M # —(i)”i_l. O
Li(5)P o+La ()t "
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7.2.2 The particular case of x>

If we consider the particular case of x2, we obtain the function
F(x) =Li(x)x 4+ Ly(x)x = xL(x),

where L(x) = Ly(x) + Lp(x).

Some existence results on planar functions of type xL(x) are discussed in
[81, 103]. For example, in these works the authors study the planar property
of functions of type x(x7 4 ux) over F_, and x(Tr,(x) + ax). In particular, we
have the following.

Proposition 7.6 ([81]). Let q be a power of a prime, and Ly,Ly : Bgn — Fgn be g-
linear mappings. If the mapping Lq(x) - Ly(x) is planar, then the maps Ly and Ly are
bijective.

This proposition implies that it is sufficient to study planar function of type
xL(x) where L is a bijection.

Remark 7.4. The fact that L is bijective can be obtained also from the previous section.
Indeed, we can consider the isotopic shift of x* with a linear function L, obtaining the
function F(x) = 2xL(x). If F is planar then the function L needs to be a permutation.

We can restate Theorem 7.1 for the case of x2 as follows.

Theorem 7.2. Let k and m be positive integers. Consider a p™-linear polynomial L
over IF . Then the function F(x) = xL(x) is planar if and only if the following
conditions are satisfied:

e F(t) #O0foranyt e W;

o L@ # —@foruny t,LveW.

%

For the case k = 3, we obtain some equivalence results for some specific p”*-

linear polynomials L.

Proposition 7.7. Over IF s, consider the isotopic shift of x? by the linear permutation
L(x) = ax?™" +bxP" + x, Fr(x) = Z(IZJC"’ZM'H + bxP" L 4 xz). Denoting by N the

2m 2m
; _ 2emH _ 2eF ;
norm function from I am to IFpm, assume that a = NOES! and b = NOFST where e is

such that N(e) # +1.Then, Fy is planar and affine equivalent to x>.



120 Isotopic shift construction for planar functions

2m m m m m
Proof. Let A1(x) = 152;:]W(xp2 — ¢2x) and Ay (x) = " 1xP" + e/ x. The
map Aj is a permutation since 27" 1 = 2 would imply 1= N (x)P"+D("-1) =
N(e)?. Also A, is a permutation. Indeed, A is a permutation if and only if the

determinant of the matrix

m 1
ep 1 ep2m
2m
% ef 1
1 e%’" e

is not zero. That is, N (e) + ﬁ —2#0,implying N(e)2+1—2N(e) = (N(e) —

1)% #£0.
Now, it is easy to verify that A; o x>0 Ay = F(x)/2. O

Proposition 7.8. Over IF s consider the isotopic shift of x2 by the linear permutation
L(x) = ax?™" + bxP" + x, F (x) = 2(ax?"+1 + bx?"+1 + x2). Denoting by N the
norm function from Iz to Fym, assume that a =1/ ", N (b) # 1. Then, Fy is
planar and affine equivalent to xP" +1,

pM+1 2m 2m 2m m
Proof. Let A1(x) = W(xp — ﬁx) and Aj(x) = bp%(x” + b P

b’”zmx). Aj is a permutation since X1 = b%’” would imply
1=N(x)P"HDE"D = 1/N(b)P" = 1/N(b)

and, with similar arguments as in Proposition 7.7, A, is a permutation. Then,
AjoxP"*tlo Ay = Fi(x)/2. O

In [5], the authors completely classified the planar functions of type x(xpzm +
AxP" + Bx) when the coefficients are restricted to Fpm. In particular, they ob-

tained the following result.

Theorem 7.3 ([5]). Let m be a positive integer, p an odd prime and consider the func-
tion fa,p € IFan[x] of the type

fap(x)= x(x”zm + AxP" + Bx)

where A,B € Fym. Then, fa p is planar if and only if one of the following conditions
holds:

1. A3#+1land A3 —2AB+1=0;

2. A=B?and B® # +1;
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3. B=0and A3+1+#0.

From Proposition 7.7 and Proposition 7.8 we can prove that all the planar

functions in Theorem 7.3 are affine equivalent to x% or x?" 1.

Proposition 7.9. Let m be a positive integer, p an odd prime and consider the function
fa, € Fyanx] of the type

fap(x)= x(xpzm + Ax*" 4 Bx)
where A, B € Fym. If fa p is planar then it is affine equivalent to x2 or to xP" 1,

Proof. Let g = p™. From Theorem 7.3 we have that A and B satisfy one of the

following conditions
1. A3#+1and A3 —2AB+1=0;
2. A=B%and B® # +1;

3. B=0and A3+ 1 #0.

Suppose we are in the first case. Then, B = A+ and dividin 4 g(x) by B
ppP 2A & /A, y
we obtain )
2A 2 2A
1) — +1 +1, .2
fO =273y ot T
Denoting by e = %, we have N(e) = % # +1 and
2A 2A2 2e% 2e
/ — ge+1 . =4 g+l 2__ _“ g+l P g1 2.
f(x) A3+1x —|—A3+1x +x 14_83x +1+63x +x

Now, as shown in Proposition 7.7, the function f’ is equivalent to x> and so
does f4 p.
Suppose now that we have the second case. Dividing f4 g(x) by B we obtain

1
fl(x) = Ex‘iz“ + BTl 42,

Since N(B) = B3 # £1 from Proposition 7.8 we obtain that f4 p is equivalent to
xATL,

For the last case we have the function f, o(x) = X AxT L = x* (1) 4
AxT+1, Since f, ¢ is planar the linearised polynomial X + Axisa permutation

and thus f, ¢ is equivalent to x7+1. O]
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7.3 Computational results over IF

In this section we report some computational results obtained on the linear
shifts for odd characteristics and small dimensions.

As seen before, from the linear shift of x2 by a linear monomial we can obtain
the Albert functions x?' 1 (for any t > 1). For any p odd, over IF withn <3,
these are the only planar DO functions possible (see [56, 90]).

Isotopic shifts by a linear monomial

Starting from an Albert like function xP'*1 over Fyn by a linear monomial

L(x) = ax? we obtain the map
Fi(x) = a? xP 0 4 a7,

As shown in Proposition 7.4, we can obtain an inequivalent Albert planar
function or also the Dickson function over some fields IF, 4. We considered
t > 0 and performed some computations over small dimensions. From Propo-
sition 7.2 we can restrict to 1 < t,i < 5 (since Fy, is equivalent to F;-1) and also
restrict the coefficient a. Over the finite fields IFy» with p =3 and 3 <n <10,
with p =5and 3 <n <6, with p =7 and 3 <n <5, the only planar func-
tions constructed are those presented in Proposition 7.4. The field [F; is the
only exception since it is possible to construct, for t =i = 1, a planar map affine
equivalent to x?. We checked over IF s with p < 67 if we could obtain different

cases from Proposition 7.4 as for IF3, but no planar functions were obtained.

The case p =3

We consider the isotopic shift of x> by a linear function L, that is the function
2xL(x) with L a linear permutation.

Over [, from the shift of x> we can obtain planar maps CCZ-equivalent to
x? and to x?8 4+ x10 4 720x* 4+ 75x2, which is equivalent to the Dickson function
[55] L(£2(x)) + 422 with L(x) = 4(xP — x) and #(x) = x* — x.
Over s, from the shift of x> we can obtain only the planar functions x* and
x'0 (Albert cases). From the shift of F(x) = x® + x? (see [4]), for L(x) = x8! +
x? + 2x3 + x we obtain that F is equivalent to x1* — x® — x2 [58].
Over F56, with restriction of coefficients over [F;, and FFs3, from the shift of x?
we can obtain the planar functions x> and x'° (Albert cases) and the planar
functions BH and LMPT (see Table 7.1).
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The case p =5

Over Fg, from the shift of x> we can obtain planar maps equivalent to x?
and to x'26 + ¢12x6 + ¢2x2, which is CCZ-equivalent to the Dickson function
L(£2(x)) + Ax? with L(x) = 1(x? — x) and #(x) = 2" — x.

Isotopic shift with g-polynomials

We report some computational results, done in characteristic 3, for the (gener-
alised) isotopic shift constructed in Section 7.2.
Consider the field IFz6. In Table 7.1 we list all known isotopic inequivalent

planar functions over F.

Table 7.1: All known isotopic inequivalent planar functions over Fg

x2 Finite Field
X1 Albert [1]
%(le’4 4 X% —2xP P 2 x2 oy 4 Ix? Dickson [55]
§27x270 + €x28 4 é’xlO BH [33]
20270 4 3246 4 2x%0 2 4 174 4 2030 4 210 4 42 LMPT [86]
g336x270 + €700x244 + €350xl62 + €350x84+
_|_x54 + €700x36 + x28 + €336x10 + €350x6 Ganley [69]
2x486 + 2x252 + €294x162 + g294x84+
+€28x54 + €28x28 + 2x18 + €294x6 + €84x2 CG [48]

€14OX324 + §504X246 + €284x108 + g504x90 + §674x82+
+€506x54 + €726x30 + €225x28 + €140x12 + €388x4 + §532x2 7P [112]
X122 CM [51]

Considering k =2 and m = 3, a p™-polynomial is of the form L(x) = ax® +
bx. With F(x) = xPT! (it is not planar over [Fg) the isotopic shift with L(x) =
72x3 + x (i.e. the case Ly (x) = Ly(x)),

Fr(x) = g8x% + 22 4 254
is planar and affine equivalent to the ZP function.

We searched for similar structures in other even dimensions. Over Fx, with
L(x) =axP" + x,a # 0, and F(x) = x” 1 we obtained the following results:

* with m = 3 over F3 for i = 1 all the planar maps constructed are affine

equivalent to the ZP map.
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¢ with m = 4,5 no planar maps are constructed;

» with m = 6, over F31» for i = 2,4 planar maps are constructed. Due to
the large dimension of the finite field, it was not possible to check with

MAGMA the equivalence to known families.

Over Fan with m = 3,4,5,6 we consider also the generalised isotopic shifts
with Lq(x) = a1x33 +xand Ly(x) = a2x33 + x. So the isotopic shift of P+ g
given by

F(x) =a;x? 7" + agmxf’m“+1 +2xP L,
Over F5 the obtained planar functions are equivalent to the Albert function
x'0 or to the ZP function. Over all the other fields we obtained several pla-
nar functions, but it is not currently possible to check with MAGMA the CCZ-
equivalence to the known families, with the exception of some particular cases
341

. . 4
over [Fzs. Indeed for x when a; = 0 we obtain the functions ag x2 4 2531

which are equivalent to x? (see for instance [81]).



Chapter 8

On the boomerang uniformity of some
permutation polynomials

The boomerang uniformity and the boomerang connectivity table are impor-
tant cryptographic properties of S-boxes which were first introduced and stud-
ied in [16, 46]. In [16] the authors also gave the classification of all differentially
4-uniform permutations of 4 bits. Moreover, they obtained the boomerang uni-
formities for two classes of differentially 4-uniform functions, the inverse func-
tion and the Gold functions over IF,» for n even.

Recently, Li et al. [84] gave an equivalent definition for the BCT (and the
boomerang uniformity) and provided a characterisation by means of the Walsh
transform of functions with a fixed boomerang uniformity. Moreover, they
gave an upper bound for the boomerang uniformity of quadratic permutations,
and provided also a class of quadratic permutations (related to the Gold func-
tions), defined for n =2 mod 4, with differential 4-uniformity and boomerang
4-uniformity. The boomerang uniformity of differentially 4-uniform permuta-
tions obtained from the inverse function by swapping the image of 0 and 1 is
also obtained in [84].

Another recent paper by Mesnager et al. [91] studies the boomerang unifor-
mity of quadratic permutations. In particular, from their results it is possible to
obtain the boomerang uniformity of the Gold functions and the class studied

in [84], and also the boomerang uniformity of the binomials studied in [19].

In this chapter we continue the study of the boomerang uniformity of the
known classes of differentially 4-uniform permutations listed in Table 2.8. In
particular, in Section 8.1, we consider the Bracken-Leander cubic function
24241 defined over Fyn with n = 4k, presented in [18]. In [84], the value
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of its boomerang uniformity, when k = 1,3, is obtained computationally: it is
equal to 4 for k =1 and to 14 for k = 3. The observation of only two values does
not give much information about the general behaviour of the boomerang uni-
formity of the Bracken-Leander map. We further study this function and, in
Theorem 8.1, we show that its boomerang uniformity is upper bounded by 24.
Using the software MAGMA and Proposition 8.1 it is possible to verify that
in small dimensions this upper bound can be attained. Further, in Section 8.2
we consider three other promising classes of differentially 4-uniform permuta-
tions. These classes have maximum algebraic degree n — 1 and are obtained in
[85, 108] by modifying the inverse function. In Theorems 8.3, 8.4 and 8.5 we

show that the boomerang uniformity of these permutations is either 6, 8 or 10.

8.1 On the Bracken-Leander map

For an odd integer k, let g = 2% and consider the finite field with 24 elements
IFou = Fpu. Over this field consider the differentially 4-uniform permutation

2k k 2
F(x) = x5 12541 =y,

In the following we show that

Theorem 8.1. Let k > 1 be odd. The Bracken-Leander permutation F(x) = 22
defined over [Fyu is such that Br < 24.

Before proving Theorem 8.1 we prove two lemmata (the definition of S, ),

has been given in Subsection 2.3.2).

Lemma 8.1. Let k > 1 be odd and q = 2¥. The Bracken-Leander permutation F(x) =
X242 Gofined over IF 4 is such that

4 ifb € Fy, and T2k (b) =0
S1p <16 ifbe ]F:;2 and Tr?(b) = 1
dm+4  ifb¢Fp
where m is the number of the solutions a € IF 2 \ F; of

(a®T +a)(a+ 1).

b b= alt]
Th=e (2l + a)?
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Proof. We want to study the number of solutions (x,«) € IFq4 X IFq4, forb e ]F;4,

of
DiD.F(x) =0

In particular, we have the following

DyF(x) =(x+ oc)’72+q+1 1Pl

R PR o P R L Y R Y A DY L i QRPN i IRV il AR
And therefore
D1D,F(x) :(xq2 +xT4+1)a + (x‘72 +x+1)a+ (27 +x+ 1)04‘12
IR SRV o S SR

=y (a4 a?) +y(al +aT) +a+al +af + @0t 408+ 4 004,

where y = x7 + x. Hence, we have that y7 +y = 7" + x is an element of IF 2, s0
Y’ =y7* + y7 + y. For simplicity, let us denote R = D1D,F(x) = 0. Thus

R =y7 (a9 +a®) + y1(a® + a7 ) + ol +af + ol + a8 0 4 o0 4 o0+,
and using the fact that y7° = 9" + y7 +y
R7 :yqz(zxq2 +ua) + y’i(oﬂ2 + oﬂ3) + y(oﬂz + oﬂa)
T o £ aT a4 aT T gy g
Then
0 =R7+R"
7 (o1 94 )7 4+ 49 PHa o P+ 4 @1 f 0+

=y (a1 +a)+y(aT+a)! +aT74+a+aT ™ +aT ™ +aT 7 0

:yqz(/xq + o)+ y(al 4+ oc)q2 +af + o+ (a4 /x)qzﬂ.
Since yqz(aq +a)+y(ad + oc)q2 €Fpand (a7 + oc)‘f“ € thenalso (a7 +a) €

IF,2. Then, we can rewrite the equation as

Ozyqz(oﬂ—l—tx)—l—y(oﬂ—i—rx)#—oﬂ—kzx—l— (a7 +a)* = (oc”/+oc)(yq2+y+oc”/+oc+1)
=(a +a)(x + 27 + 2T+ x+ ol + a +1).
Therefore one of the following conditions is satisfied:

1. a7+ a =0, thatis, « € F;
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2. Tr‘]fk(x):xq3+x‘72+xq+x:zx‘7+a+1.

Case 1: a € IFj.
We have R = a + a2 = 0, hence a € F,. We do not consider the case & = 0,
therefore for « = 1 we know that the equation D, F(x) = b admits at most 4
solutions. So, for any b the number of solutions of type (x,«) with « € IF; is at
most 4.

Case 2: Tr{¥(x) = X x4 x4 x=al +a+1.
In this case, we need to compute the number of solutions (x,a) with a ¢ IF,.
Since Tr%k(x) € IF;, we have that a +« € ]Fc*/- Therefore, W L= 0, so we have
a e Iqu\]Fq.

Then, we have R = (a9 + ) (y7 + ) + a9 + a2 = (a7 + &) (x7 + x) + a7 + a2,
and the system that we have to analyse is the following

OcE]qu\]Fq

ek (x) =af +a+1

(a7 + ) (x7 + x) = a9 + a2
DaF(x) = b.

(8.1)

It is clear that, for a fixed &, if ¥ is a solution of the first three equations in (8.1),

then all the other solutions (for these equations) are ¥ + w for any w € F .

29442
al+o’

Moreover, since a7 4+ « # 0, denoting by v = we have x7° = x + Y.

The last equation is

b =Dy F(x) = x7 M + xT 10 4 xTHy 4 38081 4 2902 4+ a1 4 o7+2
=(x+7)x%a + (x +7)xa + xTa + (x + 9)a?™ + xa? + xaTt! 4 0772
=xTa(y +a) + ¥2a7 + xaly + a7y 4 a).

Forw € Iqu, there exist unique r,s € IF; such that w = ra + s. Hence, we have

DyF(x +w) = (x7 + ra® +s)a(y +a) + (x* + r*a® + s2)a® + (x +ra +s)aly
+al N (y +a)

Dy F(x) + v (ra®™ 4 sa + rat™ 4 sa®) + rat™2 4 sa? 4 r?ai72 4 5%l

DyF(x) 4 ys(a 4+ a®) + a7 2(r 4+ %) + s(a® + sa)

DyF(x) + (a7 + a®)s + a7 2 (r + r%) + s(a® 4 sa)

DyF(x) + a¥(s 4+ 5%) + a2 (r +12).
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Then, DyF(x + w) = D,F(x) = b if and only if a4(s + s2) + a972(r + 12) = 0.
Since & # 0, we have that (s + s?) + a?(r + r?) = 0 if and only if both s + s?
and r + r? are zero (7,5 € F; and a ¢ [F;). Hence, fixed a € Iqu \F,, if ¥is a
solution of D,F(x) = b, then we can have only three more solutions, which are
X+oax+1,x+a+1.

Consider now the following

b+ b=xTa(y+a) + 320l + xTaly + a9 (7 + ) + ¥ (y + &) + x2a7
+ xaly + T (v + )
=(x +9)%a(y +a) + (x +9)%7 + (x + p)aTy + a7y +a)
+ x7a(y 4+ a) + x*a + xaly + a7 (v + o)

zx+tx2‘7aoﬂ(a+l)_“q+1(oc2q+oc)(zx+1)
M +a alta (094 a)2

=71a(y +a) =
Now, if b € IF 2 we have either y =0or vy = a.

e If ¥ =0, then from (8.1) we obtain a9 = a?, x € Iqu and a7 +a+1=0,
implying that a € Fy \ TFs.

e If v =athen "qur’f +a= “Zé(q“ﬁl) = 0. This leads to « = 1 (already studied).

Thus, for the case b € ]qu, we need to count the number of solutions x of the

following systems:

X +x=0 X’ +x=0
D1D1F(X) =0
(II){ DiD,F(x) =0 (IIT) ¢ D1D,2F(x) =0
DlF(x) = b,
D,F(x) =0, D .F(x) =1,

where w is a primitive element of [Fy.
Since we have the restriction x7° + x = 0, solving System (II) and (III) is

equivalent to solve the systems

- {D1DwG(x) —0

DlDWZG(X) =0
D,G(x) =1,

Dsz(x) = b,
defined over F >, where G(x) = F|, . (x) = x172.
q

Note that, for all these systems the equations involving the second deriva-

tive are satisfied for any x € ]qu. Moreover, the function G : ]qu — ]qu is a Gold
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function with boomerang uniformity 4 (see [16]) and we can have that at most
one system between (II') and (I1I") admits 4 solutions.

Suppose now that b € F_, and one between System (II) or (III) admits 4
solutions. We need to determine the number of solutions of System (I), that
is, we need to study the number of solutions of D1F(x) = b. Let us consider,
therefore, the proof of Theorem 1 in [18], in which the authors study the dif-
ferential uniformity of F. According to their notation, we havec=b+1 € F 2
and t = Tr(x) = Tr(c) = 0. If we consider now Equation (5) in [18] we have the

following condition:
0=(x+ x‘72)2 +(t+1)(x+ xqz) +I 4T = (x+ x‘72)2 + (x + xqz).

Hence x + x7° = 0,1. The only possibility is X = x + 1, otherwise we would
obtain a solution x € F» of D1G(x) = b in contradiction with the boomerang

uniformity of G. This restriction leads us to

Dy F(x) =70 4 T+ oyl 3 x4 1
=(x+ DX+ (x+Dx+ 2 1+ x+1=2%+x
0=x*+x+D.

This last equation implies that we have, for « = 1, at most 2 solutions. More-
over, since from x2 = x + b we obtain that x1* = x + Tr%k(b), we can have these
two more solutions if and only if Tr%k(b) = 1. Hence, in total we can have at
most 6 solutions when Tr2¥(b) = 1.

On the other hand, if b € F» and Tr2*(b) = 0 we can have only solutions

x € I for all the three systems. Therefore, since G(x) = F|; ) (x) we can have
q

at most only one of the systems admitting 4 solutions.

For b ¢ IF 2, let m be the number of roots of the equation b+ b =

2
a1 0D o b that o € F > \ IFy. Then, for any of these roots we can

(aT+a)?
have 4 possible x plus the 4 possible solutions when « = 1. Hence, we have
51,b§4'(7’n+1). L]

Remark 8.1. For the case b € F» it is possible to show that six solutions are possible.
Consider b = w, where w is a primitive element of IF4. First of all, it is easy to check
that any x € Fy is a solution of System (II) in the proof of Lemma 8.1. Moreover,
we have that Tr2K(b) = 1, so there exist two solutions in o4 \ F2 of System (I) in
Lemma 8.1. So, we have that Sy, = 6.
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Lemma 8.2. Let k > 1 be odd and q = 2. Forany b € IF 4 \ IF 2 the equation

(@ +a)(a+1)

b+ b=
* (al +a)?

admits at most 5 solutions a € IF » \ ;.

Proof. Consider the equation

b+ b= altl (“2”’((; 02 (“w) ) (8.2)
Then, we have also the relation
Trk (b) = Wlw (8.3)
Letd = b7 +band e =Tr{*(b) = d7 + d € FF,.
If d € IF;, then e = 0 and therefore a7l =1 and a9 = a~1. This leads to
'(%4‘“)(“4‘1)_1—1—&3 a? 1+  a’+a+1

d=1 (a+1) =

L +a? a? (I+a)* (1+a) 1442

Hence a?(d +1) +a + 1 +d = 0, that has at most 2 solutions. in F \ F; if and
only if Trk (d) = 0. Indeed, if Tr (d) = 1 we would have Trk(d2 +1) = 0 and thus

the equation admits 2 solutions in F,.

al+a?

aT+a s W€

Now, consider the case d ¢ IF; and thus e # 0. Denoting by 7 =
have d = y9a(y + «) and
e=dT4+d =" (a1 + ) + ya + 47’
Since d € ]qu \ IF; we can write a as & = rd + s, with r,s € [Fg,r # 0. Therefore,
we have a +a = r(d1+d) = re. From d (a7 + a)? = a7 (4?1 + &) (« + 1) (Equa-
tion (8.2)) we get
7 =strd1 + $3(r?e? + 1) + s2(r3d9e* + r?e? 4 rd7) (8.4)
+ s(rHd212 4 1363 4+ 12d%) + PdP1t2 4 A dTH e 4 3312 412462
From e(af + &) = a7t (a7t1 4 1) (Equation (8.3)) we get
st =52(r2e® + 1) + sre + re? + rd212 4 2471, (8.5)

To simplify the equation, let us introduce the variable A = re + 1. Then we can

rewrite Equation (8.4) as
$5 =s*rd1 + BA2 + 2 (rdT A% + A2 4+ 1) 4 s(r*d?172 4 133 + 124%)

+ P22 L pAga e 4 33912 4 2462,
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and Equation (8.5) as
st =s2A%  sre + re® + r4d¥ T2 247
Substituting the second one in the first one we obtain

0 =s(s2A2 + sre 4 re? + r1d?1t2 4 y247+1)
+ (s2A? 4-sre + ré? + r*d® 12 4 24T ) rdT 4 2 A% 1+ $2(rdTA? + A2 41)
+ s(r*d* 12 4 132 + 12d?) 4 rPd®1T2 1 Adi e 4 3312 42 de?
=53 A% + s%re 4 s(re® + r*d® 12 4 2d1) 4+ 2 A%rd + sr?de + r*de?
4 dT2 B2 L BA2 L (g1 A2 4 A% 4 1)
4 s(FA2 L BB 4 202 4+ PdIH 4 AGIH 2 4 Bgat2 4 20,2
=52(A2 4+ A) +s(re® + 3¢ + r2e?) + 12> + r4dTH1e? 4 r3ditle
=s%reA + sre?(1+rA) + rPe(e? + rd1™1 A)
=re[s*A +se(1+rA) +r(e® +rd1T1A)].

Since r,e # 0, denoting by B =e(1 +rA) and by C = r(e* + rd1T1 A) we have
0=sA+sB+C. (8.6)

Replacing (8.6), hence s?A = sB + C, into (8.5) (s* = s?A? + sre + K, with K =
re? + r*d?1+2 4 r249+1) we have

s*=A(sB+ C) 4 sre + K=s(AB +re) + AC + K.
Thus raising (8.6) to the power of two and substituting s* we obtain
s?B% = s(A3B + A%re) + A3C 4+ A’K + C2.
Using (8.6) (multiplied by B?) we obtain
As®B* = sB® + B2C = s(A*B + A’re) + A*C + A’K + AC?,
which implies

0=s(B>+ A*B + A%re) + B>C + A*C + A®K + AC*> =sD + E.
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Therefore
D =B+ A*B + A%re = (e + reA)> + A*(e + reA) + Adre
—e[e? + Are? 4 A?],
E=B’C+ A*C+ A’K + AC?
=(e2 4 A%?%e?) (re? 4+ ArtdTth) + A*(re® + Ar?dith)
+ A3(re® + 2T 4 20T 4 A(rPet 4 A%rAdP112)
—e[A%r2e? + Ar?dTHe 4+ Ar?ed 4 red).
Let D= De !and E = Ee~ !, then Ds = E with
D =¢® + Are* + A? and E = A%r%® + Ar?dT e + Ar?e® + reé.
Using this last relation inside (8.6) we have
_2(2
0=D?*(s2A + sB + C)
=D?s>A + D*sB + D*C
=E?A + DEB + D°C.
Now, since
AE2 :A51’4€4 + A3r4d2q+262 + A37’4€6 + A7’2€6,
BDE =A5(r3¢® + rPe* + r?e* 4+ d171r2e2) 4+ A4 (r3dTH1e? + 12e2),
+ A3(rPe* 4 r%e%) + A2re* + A(r2e® + r2dTH et + ref,
CD? =A%2dT+1 4 Atre? + A3r*ditle 4+ A213e® + Ar?diTle* 4 ref,
we obtain
0 =A>(rte* + rPe* 4 r3ed 4 r2dT1e? + 2471 4 re?)
+ AY(PdTHe? ret) + A3 (¥ 1262 4 AdT et 4 12e0)
=A3rP(r), (87)

with

P(r) =A%(rPe* 4+ rPe* + 1263 + rdi1e? + rdTH! 4 &%) + A(P2dTHe? + o)

+ r3d21t2e2 4 3qatlet 4 ped
=r9e® + (&% + e) + 3 (et + dTH(e® + €3) + d?12e?) 4 r2(e® + dTH1e?)
+rd1t (e 4+ 1) + et + €2,



134 On the boomerang uniformity of some permutation polynomials

We need to find solutions of Equation (8.7) related to some « € [F e \ [, that
satisfies (8.2). Equation (8.7) is satisfied if either one of the following conditions

is true
1. A=0,
2. r =0, not acceptable since « ¢ Fy,

3. P(r) =0.

Assume that A = 0 is a possible solution, therefore r = % (itis related to an &

for which (8.2) holds). From Equation (8.6) we obtain that se + re? = 0, therefore
s = 1. From Equation (8.5) we have

s* =52 A% 4 sre 4 re® + r*d?1t2 4 247!
d2a+2 g9+l
1=0 + 1 + e+ —a + Y
e e

J2a+2 —p2q+1 + e

Hence, we obtain that
Ag2t2,2 | Agatlh 4205 gl d L a7 | Aagtl s 25

=r2>(r2e® +1) = r?° A?
and using this equality we have that (8.7) becomes

0=E?A+ DEB + D*C
=A% (rte* 4 rPet 4 r3e3 + 24T e 4 2471 4 re?)
4 ALPREITIR 4 ret) 4 A2 4 ARt 4 265)
=A5(rtet + 3¢t 4 3% + 2di e 4 P2dTHY 1 re?) + AY(13dTHe? 4 ret) + A%r2ed
=AY [A(rPe* + ret + 12 + rdT e 4 rdT 4 &2 4 re°) 4+ r2dT1e? + o)
=A*Q(r),

where Q(r) is a polynomial of degree at most 4. Therefore, if b is such that
among the solution of (8.2) there is one for which A = 0, then at most we have
5 possible solutions r of (8.7).

Otherwise, if A = 0 is not a possible solution, then P(r) can have at most 5
different roots. Hence, in total we have at most 5 different possible r.

We need to check, how many s there exist for any of these r. From the equa-

tion Ds = E we know that, given a fixed r, unless D = 0, there exists only one



8.1 On the Bracken-Leander map 135

possible s. We need to study the case D = A% + Are? + ¢? = 0. From Equation
(8.6), that is, As? + Bs + C = 0 we obtain that we can have at most two s for any
r (in the case D = 0).

If A =0, then (8.6) admits at most one solution since B = Are + e = ¢ #
0. Also if A # 0 and B = 0, then the equation admits only one solution. In
particular, (8.6) admits two solutions if and only if B # 0 and Tr (%) =0.
Hence, we need to study the system

0#£A

0#B=Are+e

0=D=A>+ Are®> + ¢ = A’ + ¢B

0 =E = A%?¢® + Ar?dT e + Ar?e® + re® = re’B + eC + B? + ¢*A

Then, we have A2 = Are? + ¢? and (substituting A) r(e? +€%) = re?> + > +1,
that leads to the restriction e # 1. Using these relations inside E we obtain

0 =A%r%e* + Ar*dT e + Ar?e® + réd
=(Are® + e®)r?e® + Ar*diTle + Ar?ed + ré®
=Ar3e* +12e* + Ar2ditle + Ar2e + ré® (8.8)
=rte® + et + r?e* + Pd1T e 4 247 e 4 36t + 1263 + red

=re(re* + re® + r?dT e + rd1T! 4 re? + €2)
which implies r3¢* + re® + r2d7t e + rdi7! + re? 4 ¢ = 0 and thus

0=(r3¢* +re® + r2dT e + rdi™ 4 re® + e2)(e® +e)
=re®r? (2 4+ &%) +r(® 4 ¢*) + dTT2 (e + ) +rd1TH (e o) + (r+1) (et + %)
=red(re® + 2+ 1)+ r(e® +e*) + dT (re? + 2 +1) + rdT (> + ) + (r+ 1) (e* + ¢)
=12 + d1T(e? +1) +rdiT e + (e +1)

0=(r%"+dT 1 (e? +1) +rdT e+ (e +1))(e +1).

Using the substitution r?(e? + ¢3) = re? + > 4+ 1 we have

0=e>(re® +e*+1) +dT e+ 1) +rdT 1 (e® +e) + e (e + 1)
=r(e® +dT 1 (e? +e)) + a1 (e +1)3.

Hence, we have only one possible  that satisfies the system. Now, from 72 (e? +
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e3) +re? +e? + 1 =0 we have also
0= +e) +r®+e+1)(e* +d1 (e +1))
=red™ (e +1)3 + r®dT (e +1)3 +edT (e +1)3 +e* (e +1)> + d1 (e +1)3
=(e+1)2(rd™ e(e + 1) +dT (e + 1)% + &%)
(e+1)*[(e+1)(re® +dT (e +1)°) +dT (e +1)* + ¢
(e+1)%[re*(e+1) +dT e+ 1)+ a1 (e +1)% + ¢
(e+1)%2[re*(e+1) +dT (e +1)% + €7
and thus re3(e + 1) = d771 (e 4 1)2 + 2. Moreover, from re3(e + 1) + d7+1 (e +
1)% 4 ¢2 = 0, we can obtain
0=[r*(e+1) +dT (e +1)2+€|(e* +dT (e +1))
=e?dT e+ 1)+ dT et (e + 1) + €8 +d* 12 (e +1)° + d1T e (e + 1)
—BdT (e + 1) + &6 + d2T2(e 4-1)3
P21+2(e 1 1)3 =3d1+ (e +1) + ¢f

From the two equations above we have also re®(1 +¢) = d7t1(1 +¢)? + ¢? and
d?172(1 4 ¢)% = d971e3(1 + e) + €°. We know that e # 0,1 therefore
g+1
. A1 (e+1) n 1

e3 ele+1)

Hence,
A=re+1

_01‘7“(64—1)+ e

e (e+1)

2+2 2 2 g+1 3
Azzd (e+1) L _d L
et (e+1)2 e (e+1)2

0=D = A% + Are +¢*

d1+1 3 A1t (e+1 A1t (e +1 1
e (e2 ), _¢ (e2 ) 4 L
e (e+1) e (e+1) e (e+1)
da+1 e dP1+2(e+1)2  dtl(e+1 e
=—+ 5+ (4 ot 2 )4 5+
e (e+1) e e (e+1)
da+1 e3 47+1 e2 dq+1(€+1) e )
= + 5+ 3 ; te
e (e+1) e (e+1) e (e+1)
+1 e? e+1 e(®+e+1)
—gar et 2, & g+l
( e2 JFete +e+1 e2 + e+1

S +e+1)

dq+1 —
(e+1)2
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Therefore

e+1 e(e+1) e
and A =re +1=¢2 Then

r_ez+e+1 1 (e+1)?

0=E = A%2e? + Ar’diTle + Ar?e® +re® = (e +1)3 - &%

This last result is not possible since e # 0,1. So, the system admits no solutions.
Therefore we have that when a € F \ FF;, (8.2) admits at most 5 distinct

values. ]

Proof of Theorem 8.1. Since F is a power function, from Proposition 2.2 we can

consider a =1, and thus Br = maxpcpp, S1p. From Lemma 8.1 and Lemma 8.2
q

we have immediately that Sr < 24. O

From the proof of Lemma 8.1 and Lemma 8.2 we can distinguish five cases

for the upper bound on the values S . In particular, we obtain the following.

Proposition 8.1. Let k > 1 be odd and q = 2¥. The Bracken-Leander permutation
F(x) = K224 defined over IFq4 is such that

4 ifbeF;,and Tr2k(b) = 0
6 ifbeF;,and T2k (b) =1
Sip= N4 ifb @ Fp, Tryi(b) € Fyand Trf(Try (b)) =

1
12 ifb ¢ Fp, Tryf(b) € By and Trf(Trf (b)) = 0

24 otherwise.

Using Lemma 8.1 we evaluated (with the help of MAGMA) the boomerang
uniformity for the Bracken-Leander permutation up to dimension n = 60. From
Table 8.1 we can see that for the values 7 < k < 15 the upper bound for the

boomerang uniformity is attained.

Table 8.1: Boomerang uniformity of the function X242 gyer IFpa

k: 3 5 7 9 11 13 15
Br: 14 16 24 24 24 24 24
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8.2 On the inverse function modified

In the past years, several constructions of differentially 4-uniform bijective
functions, based on modifying the inverse function, have been proposed (see
for instance [85, 95, 98, 108, 110]). In particular, in [85, 108], the authors modi-
fied the inverse functions composing it with some cycles, and studied when it
could be possible to obtain a differentially 4-uniform permutation. In the fol-
lowing we study the boomerang uniformity of some of the functions obtained
in [85] and in [108].

Given m + 1 different elements of Fy, a; for 0 <i < m, consider the cycle

7T = (&g, &1,--.,&y) over Fon defined as

Xip1 X =0

Fr(x) =
x x & {a; : 0<i<m},

where ;11 = wg.

In [108] the authors study the inverse function composed with cycles of
length two (that is 77 a transposition), while in [85] they consider a more general
case of functions of the type
&
xU oxg{w: 0<i<m}.

X =a;
Inv,(x) = l

From [108] we have that:
Lemma 8.3. Let n = 2k be an even integer. Then the following statements hold.

1. Suppose 7w = (0,1) is a transposition over Fyn. Then the differential uniformity
of Inv; equals 4 if and only if k is odd.

2. Suppose 1t = (1,c) is a transposition over Fon. Then the differential uniformity
of Inv; equals 4 if and only if Tr(c) = Tr(1) = 1.

In [85] it has been proved the following;:

Lemma 8.4. Suppose 7w = (o, ..., &) is a cycle over Fon. Then the following state-

ments hold.

1. If 0 € 7, then Inv  is affine equivalent to Inv ,, where 711 is a cycle over IFpn of
the type (0,1,B1,...,Bm—1)-
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2. If 0 & mt, then Inv; is affine equivalent to Inv,, where 711 is a cycle over Fon of
the type (1,B1,...,Bm)-

Recalling that the boomerang uniformity is invariant under affine equiv-
alence, when m = 1 we need to consider, up to affine equivalence, only two

types of permutations Inv:
e 1=(0,1),
= (1,c), withc #0,1.

In [84] Li et al. studied the boomerang uniformity of Inv, with 7 = (0,1).
They obtained the following result.

Theorem 8.2. Let F = Invy, for w = (0,1), and n > 3. Then the boomerang unifor-
mity of F is

10, if n=0 mod6,

Br=148, ifn=3 modb6,
6, ifn#0 modS3.

In the following we consider the case 7w = (1,¢).

Theorem 8.3. Let n be even and F = Inv; with 1w = (1,c) be a differentially 4-uniform

function over IFpn. Then,
(i) ifc ¢ Fy

10, ifn=0 mod4,
Br=

8 ifn=2 mod4.
(ii) ifc € Fy \ Fp (thusn =2 mod 4) Br = 6.

Since the proof of Theorem 8.3 relies just on the study of all possible sub-
cases that we can obtain from system (2.5), we omit it here. The proof is fully
presented in Appendix B.

From Theorem 8.2 and Theorem 8.3 we obtain the following corollary.

Corollary 8.1. Let n = 2k and 7 = (aq,a3). Consider the function F = Inv defined
over Fon and suppose that F is differentially 4-uniform. Then,
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(i) if 0 € 7, then k is odd and

10, ifn=0 mod6,
Pr=

6, otherwise.
(ii) if O & 7t, then
(a) if 22 ¢ F}, then
10 ifn=0 mod4
8 ifn=2 mod4.
(b) if 2 € F}, then k is odd and Br = 6.

Br=

Proof. 1f 0 € 7t then from Lemma 8.4 we have that F = Inv is affine equivalent
to Inv,;, where 719 = (0,1). So from Theorem 8.2 and since in the case n =3
mod 6 F cannot be differentially 4-uniform, we have our claim.

Suppose now that aq,ay # 0. From Lemma 8.4 we have that ocl_ln(lex) =
111 (x) where 11 (x) = (1, 81) with f1 = %, and thus F = Inv is affine equivalent
to Inv 7, (x) = a1Inv;(aqx). From Theorem 8.3 we obtain the claim. O

In [85], the authors extend the results obtained in [108] modifying the in-
verse function with cycles of order greater than two. In particular from their

results we have the following differentially 4-uniform functions.

Lemma 8.5. Let n = 2k with k > 1. Let ¢ € Fy \ [Fy, then the functions F = Inv,
with 11 = (0,1,¢) and G = Inv, with o = (1,¢,¢?) are differentially 4-uniform if
and only if k is odd.

Using a similar analysis as in Theorem 8.3 we can get the following results

(we give some steps of the proof in Appendix B).

Theorem 8.4. Let n = 2k with k > 1 odd. Let F = Inv, with 7t = (0,1,¢) and
c € Fy \ [Fy, be a differentially 4-uniform function over Fon. Then,

8 ifn=0 mod6

Br= _
6 otherwise.
Theorem 8.5. Let n = 2k with k > 1 odd. Let F = Inv, with = (1,c,c?) and
c € Iy \ Fy, be a differentially 4-uniform function over Fyn. Then,
8 ifn=0 mod6
Pr=

6 otherwise.
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With same arguments as in Corollary 8.1 we have the following.

Corollary 8.2. Let n = 2k with k odd and 1w = (a1, ap,a3) with aq,ap,a3 € yFy for
some 7y € IF5,. Consider the function F = Inv defined over Fon and suppose that F is
differentially 4-uniform. Then,

8 ifn=0 mod6
Pr=

6 otherwise.
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Chapter 9

Conclusions

This work is dedicated to three different problems in the area of cryptograph-
ically significant discrete functions. These problems concern respectively the
APN property, the planar property and the boomerang uniformity. They are
connected to each other and, to address them, we combined theoretical analy-
sis with computational results.

The first problem relates to a study, construction and classification of infi-
nite families of APN functions, in particular, quadratic APN functions. Here
we first considered an already known construction of the form Ly (x%) + Lo (x?)
(see [30, 31]), for L and L, linear, and derived more conditions for the APN
property. Furthermore, we verified that many of the APN functions listed in
[66] are of this particular form. We leave as a topic for future research to deter-
mine whether other known APN functions are CCZ-equivalent to a function of
this type.

Then we considered the parallelism between APN and planar functions.
Isotopic equivalence is a notion defined for quadratic planar functions in odd
characteristic and it cannot be extended directly to APN functions in fields of
even characteristic. It is an open problem whether, for the APN case, there
exists an equivalence relation analogous to the isotopic equivalence. We in-
vestigated this problem and, from the analysis of isotopic equivalence, we in-
troduce the concept of isotopic shift. We applied this concept to APN func-
tions and obtained a useful construction method. In particular, applied to Gold
maps, it provided theoretical conditions covering some known examples and
producing one new case of an APN function. We conjectured that the obtained
construction produces APN functions for an infinite number of dimensions. A
generalisation of the isotopic shift construction led to further results. In par-

ticular, it yielded a family of quadratic APN functions covering some known
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examples and producing several new cases of APN maps. Thanks to this result,
all known APN functions in dimension 9 are now covered by an APN family.
Furthermore, we proved that in odd dimensions the generalised isotopic shift
connects every known APN power function (except the Dobbertin map) to a
Gold function. Much is still to be studied regarding this construction method.

Further, we studied already known infinite families of APN functions and
we proved that the two families introduced in [17, 26] (and their generalisa-
tions given in [62]) are EA-equivalent to each other. Besides, we showed that
all these families are contained in another family of APN functions, the hex-
anomials introduced in [26]. This led to one of the main results of this work:
we reduced the list of known infinite families of APN functions to families
which are pairwise inequivalent in general.

As a second problem, we considered the isotopic shift construction applied
to planar functions in odd characteristic. We proved that isotopic equivalence,
between quadratic planar maps, is completely characterised by the isotopic
shift construction and EA-equivalence transformation. Moreover, we showed
that the isotopic shift transformation can connect isotopic inequivalent planar
functions. It would be interesting to investigate further whether the isotopic
shift construction can lead to new classes of planar mappings and, in particu-
lar, whether the functions given in Theorem 7.1 can be CCZ-inequivalent to the
known ones.

The last problem concerns the recently introduced notion of boomerang uni-
formity. We studied its value for some known differentially 4-uniform permu-
tations that are not quadratic: the Bracken-Leander map [18] and some mod-
ifications of the inverse map [85, 108]. The results obtained show that these
functions are not optimal (i.e. ¢ # Br). In [16], it is proved that the inverse
function is optimal (6 = fr =4) if n =2 mod 4. However, for the case n =0
mod 4, which is widely used in cryptographic algorithms, from the results ob-
tained here and in [16, 84, 91] we cannot find any permutation with boomerang
uniformity 4. So, an interesting problem which remains open is to investigate
the existence of a permutation having boomerang uniformity 4 over [Fp» with
n=0 mod 4.



Appendix A

Some computational results

We present here some computational results for the isotopic shift construction introduced in
Chapter 4. In particular, these results (together with Corollary 4.1) prove Proposition 4.3.

In the following we consider the finite field IFy and set IF5, = ({). In Table 2.3 we have
listed the thirteen CCZ-inequivalent quadratic APN maps defined over Fys. An equivalent
list of quadratic APN functions can be found in [57]. We recall the definition of isotopic shift,
givenin (4.1), thatis F (x) = F(x + L(x)) — F(x) — F(L(x)). The following results are obtained
restricting the search of possible linear 1-to-1 and 2-to-1 maps L thanks to Proposition 4.1. The
starting function F is taken from the list of quadratic APN functions given in [57].

Table A.1: Linear functions L for which F (with F(x) = x3, no. 1.1) is APN over Fy, up to CCZ-
equivalence, and their comparison with Table 2.3. We also specify if L is 1-to-1 or 2-to-1

L 1-to-1 ‘ L 2-to-1 H no. in Table 2.3

Zx (or x10 4+ 3x* + ') x32 4210 4 a8 ot 2% 4+ 2x Fi EA-eqto 1.1

gxlé + éle

32 +§X16+€27X8 +§46X4 +€18x2 +€33X

F; EA-eqto 1.2

x® + Ox

32 +§x16+§9x8+§39x4+§7x2 +§31x

F; EA-eqto 2.1

32 4 §X16 + §25X8 + §8X4 + €42x2 + €313€

x32+§x16+§41x8+§4"x4+§5x2+§5x

F EA-eqto2.2

32 + €23x8 + §31x4 + §46x2 + §50x

32 +x16 +€15X8 +€42X4 +€15X2 +€16x

F EA-eqto 2.3

32 + gxlé +€42X8 +§3X4 +§14x2 +g22x

32 + gxlé +€7x8 +€51x4 +€33,\'2 +§14x

F; EA-eqto2.4

32 +§13x16+x3+§30x4 +€X2 +€20X

32 4 §9x16 Jr(:MXS +§16X4 +g57x2 +€29x

F; EA-eqto2.5

Tx16 4 28 4 70yt 442 4 747y

32 +§x16 +€16X8 +€26x4 +§“X2 +§14X

F EA-eqto 2.6

32 +§x16+§23x8+§53x4 +§52X2 +x

32 +§x16+§23x8+§53x4 +§52x2 +€56x

F; EA-eqto 2.7

32 + gxlé +§25x8 +€50X4 +€57,\’2 +g34x

32 +€13X8 +€57X4 4 g36x2 + g31x

F; EA-eqto 2.8

x16+€9x8+§9x4+§47x2+§5ox

x32+X16+§5X8+§50X4+€8x2+€60x

F EA-eqto 2.9

32 + §X16 +§20X8 +€28x4 +€23X2 +€36x

32 +§x16 +€6X8 +§8X4 +€26x2 +521x

F; EA-eq to 2.10

x16 +g5x8 +g8x4 +g34x2 +457X

X16+€5x8+g8x4+434x2+§20x

F; EA-eq to 2.12
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Some computational results

Table A.2: Linear functions L for which F; (with F(x) = x® + {1Tr(*x°) EA-eq. to no. 1.2) is APN
over [Fy, up to CCZ-equivalence, and their comparison with Table 2.3. We also specify if L is 1-to-1 or

2-to-1.

L 1-to-1 ‘ L 2-to-1 H no. in Table 2.3
°x X324 7125160 4 72448 4 72444 4 13042 4 14y F; EA-eqto 1.1
Px 23116 4 g00x4 4 g11x2 4 730y Fp EA-eqto 12

x® +%x M a8 4 701x* 4 75142 4 733x FL EA-eq to2.1

€15x16 +§6X8 +§47X4 +£21x2 +g48x

X]()+€14x8+€49x4+€13x2+§4x

Fp EA-eqto 2.2

§3x8+€43x4+€23x2+€9x

x16 4 228+ Ohat + 0%

F; EA-eqto2.3

gllxs 4 §22X4 +g22X2 JréSOX

§3x15+§15x8+§15x4+§40x2 +€11X

Fr EA-eqto24

§1OX]6 +§”X3 +§35X4 +€27x2 +§26x

§]0X16+§HX8 +§35X4 +§27X2 +€6x

Fp EA-eqto 2.5

32 +€19X16+§23X8+€38X4+§16X2 +§58x

32 +é19xlﬁ +§23x8+§38x4+§16x2+§25x

F; EA-eqto2.6

x16+€7x8+€52x4+g7x2+g25x

§2x16+§8x8+§40x4+§38x2+§5x

F; EA-eqto 2.7

x16+§8x3+§7x4+§49x2+§45x

x16 +§SX8 +€7X4 +€49x2 +€22x

F EA-eqto2.8

€X8+§14X4+§13X2+€43X

§x8 +§l4x4+§13x2+§37x

F; EA-eqto29

géxlé +€16X8 +€52x4 +€20x2 4 gSZx

gxlé + €16X8 + é36,\'4 + gélxz + gSéx

F; EA-eq to 2.10

gl‘)xlﬁ +§3x8 +€29x4 +€39X2 +g24x

€28X16 + (:XS + 531X4 + €51X2 + g4x

F; EA-eq to 2.12

Table A.3: Linear functions L for which Fy (with F(x) = {x?* + x10 4+ x3, n0 2.1) is APN over F,s, up
to CCZ-equivalence, and their comparison with Table 2.3. We also specify if L is 1-to-1 or 2-to-1.

L1-to-1 L 2-to-1 H no. in Table 2.3

x 132 4 {22216 4 7548 4 762x% 4 g1x2 4 Plx Fr EA-eqto 1.1

23x16 4 73748 4 5624 4 7622 4 {12y 23x16 4 73748 4 5624 4 7622 4 52y FL EA-eqto12
20x x32 4+ 72216 4 73948 4 1204 4 7702 + P0x F, EA-eq to 2.1

x16+§9x3+§44x4+§22x2+§18x

x16+§9x8+§44x4+§22x2+§54x

F; EA-eqto2.2

x16 +§49X8 +§22X4 +€19x2 +x

§52x8 +§4x4+§37x2 +€19X

F EA-eqto 2.3

§18x8+§5x4+§36x2+§33x

xl6 +€25x8 +€38X4 + €56X2 + éZSx

F; EA-eqto2.4

§5x16+§50x8 +C50X4 +€4x2 +g52x

x16 +€60x8 +g28x4 4 §44X2 + gSSx

F; EA-eqto 2.5

§3X16 +§52X5 +§42X4 +€56x2 +€49x

§3X]6 +§52XS +€42x4 +€56x2 +§2x

F EA-eqto 2.6

X16+X8+C28x4+§51)(2+§4,\”

x16+§12x8+€lzx4 +§25X

F; EA-eqto 2.7

x16+§44x8+g29x4+g27x2+gzx

x16 +€44x8 +429x4 + §27X2 + wa

F; EA-eqto 2.8

x16 +§44X8 +€43X4 +€58X2 +€15X

x16 +€48x8 +g40x4 + §3X2 + gZSX

F EA-eqto 2.9

gxlb +€36x8 +€27X4 + §3x2 + §37x

x16 +€23x8 +€19x4 +§9x2 +x

F; EA-eq to 2.10

§3x16+§77(8+§44x4+§2x2+§14x

§3x16+§7x8+§44x4+§2x2+§16x

Fp EA-eq to 2.12
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Table A.4: Linear functions L for which Fy (with F(x) = gV7x?* + ¢V7x20 4 717x18 4 717x17 4 3 EA-
eq. tono. 2.2) is APN over FFy, up to CCZ-equivalence, and their comparison with Table 2.3. We also

specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

§2x16+€36xs +§61x4 +x2 +g19x

32 + glelé + éSSXS + §50X4 + §38X2 + gzlx

F; EA-eqto 1.1

g3x16+€11X8 +§40x4 +gl4x2 +§35X

nglé+€11x8+g40x4+g14x2+g4x

F; EA-eqto 1.2

§7X16 +€39x8 +€24X4 +§7x2 +§3x

§14xs +X4+§47X2 +€15x

F EA-eqto2.1

(,2]3(8 + §51X4 + §25x2 + €31x

§35X8+§3]X4+€25X2 +€6x

F; EA-eqto2.2

g58x8 + g18x4 +g47x2 +§27x

gSSXB +g18x4 +§47JC2 +€9x

F; EA-eqto 2.3

gSZXS 4 §33X4 + C’)OXZ + gSSx

§32X8 + (:33)(4 + §60X2 + gZSx

Fp EA-eqto 2.4

x16 +£38x8 +€29x4 +§52.‘(2+§24X

x16 +€38x8 +§29X4 +€523(2+§41X

F EA-eqto 2.5

§14X16 +§58X8 +€53x4 +é9X2 +€11X

§14X16 +C58x8 +€53x4 + é9x2 + CZ3X

F; EA-eqto 2.6

x16 +€19X8 +g4x4 +g52x2 +g27x

géXS +§50x4 +§34X2 +§50x

F; EA-eqto 2.7

€62x8 + §43X4 + §3x2 + §31X

7008 4 I8x4 4 32 4 [P

F EA-eqto 2.8

€22x8 + (,31,\”4 + §36x2 + €47x

6233(8 +§39X4+§38X2 +§10X

F; EA-eqto 2.9

g38x8 + g44x4 + gzzxz + g44x

gSSXS + g44x4 + g22x2 + g29x

Fp EA-eq to 2.10

gxlé +€2X8 +€20X4 + §52x2 + §32X

gxlé +€2X8 +€20x4 +§52X2+§28X

Fp EA-eq to 212

L 1-to-1

L 2-to-1

no. in Table 2.3

ngx

g16x32 + g&lxlé Jr(:ZUXS +§19X4 +§15X2 +€47x

F EA-eqto 1.1

J10x16 4 75848 4 76034 | 502 4 iy

10516 4 7588 4 76034 | 7542 4 735y

F EA-eqto 1.2

€10x16 +§S4x8 +€X4 + €45X2 +§50x

gl(]xlﬁ +§54X8 +§x4 + €45X2 + 653x

F; EA-eqto 2.1

§45X8 + §12X4 + g52x2 + éZSx

§27X8 +g16x4 +§19x2 +g40x

F; EA-eqto 2.2

x

7% 4 704 4 0242 4y

F EA-eqto 2.3

x16 +x8 +§39X4+§57J{2+€6X

x16+€5x8+§56x4+§6x2+§12x

F; EA-eqto2.4

x16+g9x8+g3x4+gz4x2+g44x

x16+g9x8+g3x4+g24xz+gz9x

F; EA-eqto 2.5

gxlé +€20x8 +§45X4+§8X2+§48X

gxlé +€20x8 + §45x4 + €8x2 + §19X

F EA-eqto 2.6

X164 7248 4 72224 4 39,2 | 730y

78 4 700x4 4 71542 4 736y

F; EA-eqto 2.7

gGZXB + gSl x4 + CQJCZ + €57J(

gGZXS + gSl x4 + g42x2 + gZOx

F; EA-eqto 2.8

gZSXS +(:41X4 +g42x2 +§16x

gGXS +x4+§42x2+§47x

F EA-eqto 2.9

736x8 4 710x4 4 7652 4 76y

768 4 074 4 a2 4 (l6x

F; EA-eq to 2.10

§2X16 +€2x8 +€30x4 +€44X2 +C47X

éle +€7x8 +€40x4 + €39X2 + éZOX

F; EA-eq to 2.12

Table A.5: Linear functions L for which F; (with F(x) = ?x%8 4 ¢15x34 4 735333 4 762320 4 71056 4
{%0x5 EA-eq. to no. 2.3) is APN over Fps, up to CCZ-equivalence, and their comparison with Table 2.3.
We also specify if L is 1-to-1 or 2-to-1.
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Table A.6: Linear functions L for which Fy (with F(x) = ¢33x40 4 g10x34 1 747x33 4 744x12 4 7959 1
{x® + 7% x5 + {243 EA-eq. to no. 2.4) is APN over IF,s, up to CCZ-equivalence, and their comparison
with Table 2.3. We also specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

§4x32+§2x16+§39x8+§21x4 +§14X2 +§l4x

€2X32 +§52X16 +€39x8 +é7x4 +él9x2 +€18X

F; EA-eqto 1.1

§3X16 4 g60x4 4 §47X

§48X16 + 437)(8 + €20X4 + g12x2 + éSlx

Fp EA-eqto 1.2

gléxlé +€2x8 +€22x4 + §47x2 + §32X

x8 +€44x4 + §25x2 + §36X

Fp EA-eqto 2.1

§40X8+§18X4+€42X2 +€49X

€40x8 +€18X4 +€42.X2 +§2x

Fp EA-eqto2.2

ngXB + g55x4 + g46x2 + €22x

x16+§11x8+§32x4+§3x2 +€33x

Fp EA-eqto 2.3

x16 + g12x8 + §61x4 + €14x

§44X4 + gél x2 + gl‘)x

F. EA-eqto 24

§7X]6 +£61X8 +€21x4 +§39.‘(2+§7,‘(

§18x8+£14x4+€9x2+§6x

F EA-eqto 2.5

§7X16 +€45x8 +€53x4 +€14X2 +656X

x16 +§52x8 +€28x4 +§19X2 +§28x

Fp EA-eqto 2.6

gSl x8 + §55X4 + g22x2 + gSOx

gx8+g38x4+g3x2+gl9x

Fp EA-eqto 2.7

x16+€62x8+§55x4+§8){2+§22x

X16+§62X8 +§55x4 +§8X2 +§46X

F EA-eqto 2.8

glOXS + §19x4 +§28X2 +§25X

x16+§2x8+§2x4 +§25X2 +§20x

F; EA-eq to 2.9

4397(8 + g47x4 + g23x2 + gSSx

€39X8 + §47x4 4 g23x2 4 gSOx

Fr EA-eq to 2.10

gllxlé +€24X8 +€2x4 + €48X2 + §50X

gllxlé+§60X8+§14x4+§sx2+§39x

F; EA-eqto 2.12

Table A.7: Linear functions L for which Fy (with F(x) = Zx%0 + 74x3* 4- 2x?* 4 74220 + 7218 4+ 4417 +
x? + x5 EA-eq. to no. 2.5) is APN over FF,s, up to CCZ-equivalence, and their comparison with Table
2.3. We also specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

H no. in Table 2.3

§19X16+§8X8+§35X4+§59X2 +§6X

gsxlﬁ +§25X8 +€14X4 +g18x2 +g4x

Fp EA-eqto 1.1

gxm +€44X8 +§61X4 +§33X2 +£22X

éSleb +€51x8 +§10X4 +g62x2 +§2]X

F EA-eqto 1.2

C13x16+§9x8+§21x4+§51x2 +§37X

xl16 +€46x8 +€19x4 +§32X2+éllx

Fp EA-eqto2.1

§9x8 +§24X2 +§24x

gSOXS + §29X4 + 624)‘2 + §46x

Fp EA-eqto 2.2

520x8+€5x4+€l]x2+§59x

§20x8 +g5x4+§nxz+g31x

F EA-eqto 2.3

€62x8 +€23X4 + é32x2 + é-i(]x

€62x8 +§23x4+§32x2+§51x

F; EA-eqto 2.4

X16+g34x8+€60x4 +€6X2 +€16x

x16+§34x8+§60x4+§6x2+§14x

Fp EA-eq to 2.5

g4l)x8 +€25x4 + §18x2 + gZSX

§40X8 + 625)(4 + §18X2 +§32X

Fp EA-eqto 2.6

§3ZX8 +€47X4 + §48x2 + §34,‘(

('163(8 +§62X4+§17X2+€17X

Fp EA-eqto 2.7

€31X8 + §x4 + gllxz + g47x

§31X8 + gx4 + guxz + gslx

F; EA-eqto 2.8

§2X16 Jr(:ZSXS +§28X4 +§40X2 +€4Sx

gxlé+€4x8+€33x4+g5x2+g50x

F. EA-eqto 2.9

§9x8 +£49X4 +€43x2 + §52x

§56x4 +£34X2 +€2x

F; EA-eq to 2.10

§7x16+§6x8+§52x4+§33x2 +§19X

€7x16 +§6X8 +§52X4 +€33x2 +€48X

F; EA-eq to2.12
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Table A.8: Linear functions L for which F; (with F(x) = x* 4 ¢11x33 4+ x17 4 ¢13x% 4 ¢1x5 + x3 EA-
eq. tono. 2.6) is APN over FFy, up to CCZ-equivalence, and their comparison with Table 2.3. We also

specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

§32x16 +ng8 +€31x4 +x2+§12x

€2x32+§4x16+§11x8+§35x4+€16)(2 +§29x

F; EA-eqto 1.1

€2x16 4 §32X4 + gllx

é57X16 +§27x8 +g4bx4 4 §45X2 + g27x

F; EA-eqto 1.2

€9x16+€50x8+§15x4+§2xz+§9x

g‘}xlé+€50x8+€15x4+§2x2+€27x

F EA-eqto2.1

gle(v +€38X8 +§25x4 +§20x2+§7x

éxlb +§x8 +§13X4+§34X2+§24X

F; EA-eqto 2.2

x16 + §18x8 + g61X4 +g13x2 +gl4x

gleé +§4x8 +€53X4 +€50X2

F; EA-eqto 2.3

§2x16+§54x3+§25x4+§7x2+§62x

CHXS +(:6X4 +§38X2 +§55x

F EA-eqto2.4

§4xs +€59X4 +§24X2 +€33x

§4x8 +§59X4 +€24X2 +§38x

F EA-eqto 2.5

§22X16 +€55x8 + €49X4 + CMXZ + gllx

§12x16 + C41x8 + €22x4 + €31X2 + €47X

F; EA-eqto 2.6

§24X8 +§18X4 +g32x2 +€5x

§24X8 + §18X4 + §32x2 + gSOx

Fp EA-eqto 2.7

x16 +§62x8 +§15x4+§sexz+§1ox

x16 +€62x8 +§]5.‘(4 +§56x2+§60){

F EA-eqto 2.8

x16 +§42x8 +§9x4+§629(2+§18x

x16 +§42X8 +€9x4+§62x2+§54x

F; EA-eqto 2.9

g45x8 + g43x4 + éléxz + €41X

g45x8 +g43x4 +g16x2 +é24x

F; EA-eq to 2.10

nglé +€46X8 + g20x4 + €40X2 + §17X

§5X16 +§46X8 +€20X4 + €40X2 + §39X

Fp EA-eq to 2.12

Table A.9: Linear functions L for which Fp (with F(x) = ?x% 4 ¢2x18 4+ ¢38x12 1 4 + 7255 EA-eq.
to no. 2.7) is APN over FFy, up to CCZ-equivalence, and their comparison with Table 2.3. We also

specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

€18x16 + €9X4 + g31x

€3X32 +§3x15+§5x8+§50x4+§5°x2+§1Ox

F EA-eqto 1.1

758 4 [Px

TVx16 4 £56x8 4 7%x4 4 75732 4 13y

F; EA-eqto 12

B4 %y

€x16+€23x8+§6x4+€5x2+€9x

F; EA-eqto2.1

éxlé +€38X8 +§6X4+§22X2+§17X

x16 +€51X8 4 g21X4 4 g46x2 + gllx

Fr EA-eqto 22

TBx8 4 {13x4 4 0By 4 By

7By 4 {354 4 (P22 4 OO

F EA-eqto 2.3

x16 +€24x8 +§50x4+§28x2+€7x

§39x8 +€54x2 +é“x

F; EA-eqto2.4

gxlﬁ +g28x8 +g47x4+g4zx2+g61x

gxlé +€28x8 +g47x4 + g42x2 + g47x

F; EA-eqto 2.5

gxlé + §34x8 + §27X4 + §18X2 +§26X

gxlé +€34x8 +§27x4 +§18X2+§6X

F EA-eqto 2.6

§60X8+€“x4 +€44X2 +§56X

§60x8 +§HX4+§44X2+€X

F; EA-eqto2.7

g43x8 + §49x4 + €4l X2 + €36x

g50x8 +g9x4 +g55x2 +§51x

F; EA-eqto 2.8

x8+§48x4 +€56x2 +€19x

x8 +§48X4 +§56x2 +§4SX

F EA-eqto 2.9

x8 +€51x4 +§47X2 +€9X

x8 + €51 x4 + 547){2 + §27X

F EA-eq to 2.10

Csxlﬁ+€52x8+é40x4+€4xz+€11x

€16X16+§28x8+€51x4+€20x

F; EA-eq to 2.12
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Table A.10: Linear functions L for which Fy (with F(x) = ¢2x%0 4 ¢23x34 4 79x33 4 76x%0 4 %8412 1
752x% 4 % x% EA-eq. to no. 2.8) is APN over [F,5, up to CCZ-equivalence, and their comparison with

Table 2.3. We also specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

€31X16 +§50X8 +€10X4 +é33x2 +625x

€14X32 +§12x16+§41x8+§36x4+§27x2 +§50x

F; EA-eqto1.1

€7X16 +€55x4 4 g37x

gx32 +g40x16 + ZlZXS + g47x4 +g26x2

F; EA-eqto 1.2

glbxlé + gZIXS + €20X4 + g%xZ + gZSX

§3X16 + g62x8 + €41x4 + €54x2 + §19x

F EA-eqto2.1

éxle +€46X8 +§12x4 +§60x2+§47x

€3x8 + €50X4 + §21x2

F; EA-eqto22

g53x8 +g29x4 +§3x2 +§21x

gS4X8 + g29x4 +g55x2 +§43x

F; EA-eqto 2.3

€4XS +€X4+gl6xz+§33x

g-’lxs +§x4+§16x2+§38x

F EA-eqto2.4

éx]6 +£25X8 +€12x4 +§]5.‘(2+§28X

§2x16+§24x8 +€6X4 +€12X

F EA-eqto 2.5

€10x16 +€30x8 +€21x4 +€6X2 +€18X

§5x16+§13x8+§2x4+§31x2+§14x

F; EA-eqto 2.6

§3x16+§2x3+§53x4+§2x2+§3lx

gxlé +C54x8 +§x4+§4"’x2+§3x

Fp EA-eqto 2.7

§40X4 +€19x2 +§8x

540)(4 +€19x2 +€7x

F EA-eqto 2.8

628x8 + (,21,\’4 + §48X2 + €35x

§25x8 + ('16'\,4 + §37x2 +€37X

F; EA-eqto 2.9

4393(8 +g35x4 +g37x2 +é3x

439x8 +g35x4 +g37x2 +g13x

F; EA-eq to 2.10

§9X8 + §23X4 +§31X2 +§23X

€9XS +§23X4+§31X2+§11X

Fp EA-eq to 2.12

Table A.11: Linear functions L for which F; (with F(x) = ¢%x40 + 7%x20 + ¢4x18 1+ 7%x12 4 74x10 - »°
EA-eq. tono. 2.9) is APN over [Fy, up to CCZ-equivalence, and their comparison with Table 2.3. We
also specify if L is 1-to-1 or 2-to-1.

L 2-to-1

L 1-to-1 ‘ ‘ no. in Table 2.3

€2x32 + €12x16 4 gllxs 4 §4OX4 + 536)(2 + §26x 32 4 élleé + €30XS + g42x4 4 §45X2 + gZOX Fr EA-eq to1.1

P16 4 71758 4 71B3x4 4 72922 4 By X324 72416 4 736x8 4 rByd 4 1y 4 7By F, BA-eqto12

€13x16 + gSOXS + §41X4 + €42x2 + §47x €13X16 + €50x8 + §413(4 + €42x2 + gﬁlx F EA-eq to 2.1

X160 4 732x8 4 78y4 4 242 4 5% 7x8 4 7Px* + 0¥ x4 0x FL EA-eqto 2.2

gle() + ngXB + gl()xnt + €39x2 + €37x gSOXS + §53X2 + §17X F EA—eq t02.3

x16 4 208 4 790t + 7547 4+ (P Pl 4 (Bt 4 P 4 FL EA-eqto 24

20x16 4- 75818 4 71944 4 %542 - (121 2038 4 %X 4 2a% - Ox Fp EA-eqto 2.5

316 4 098 4 x4 2 Pt 4 08 4 xt 4 gy F, EA-eqt02.6

%8x8+ g4t 4 3002 4 P2 7828 4 ¢t 4 3002 4 12 FL EA-eqto27

M8 + 7204 + 022 4+ Bx a8 4 g2 4+ 7702 + (M Fi EA-eqto 2.8

74658 4 730y 4 73222 4 76 7%6x4 471042 4 73y Fp EA-eqto2.9

R 728 4 282t 4 0% 4 Fi EA-eq to 2.10

715x16 4 72058 4 761y 4 X2 4 x 1510 4 72048 4 61y 4 52 F; EA-eqto2.12
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Table A.12: Linear functions L for which F; (with F(x) = ¢x33 + ¢x%* + ¢*x17 + 7x10 + x° + ¢x® EA-
eq. to no. 2.10) is APN over [F,s, up to CCZ-equivalence, and their comparison with Table 2.3. We also

specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

no. in Table 2.3

§7X16 +€2x8 +€47X4 +€17x2+('33x

é2X32 +€11X16+§16x8+€457(4 +§5X2 +§62x

F; EA-eqto1.1

€4X16 +§x8 +g32X4+458X2+€6X

éGOxlé +g29x8 +g49x4 4 g39x2 + gllx

F; EA-eqto 1.2

§7X16 +€54X8 + §54x4 + §43X2 + §15X

gbxlé +€20x8 +€54x4 +§42x2 +§22X

F EA-eqto2.1

§24x8 + §7X4 + g()lxz

§24x8+§7x4+§61x2+x

F; EA-eqto22

gxls +§12X8 +§50x4+§27x2+§4x

gSl X8 + g44x4 + gloxz + gSOx

F; EA-eqto 2.3

x16 +€XS +§29X4+§41X2+§42X

§3XS + §31X4 +§38X2 +g55x

F EA-eqto2.4

x16 +§26x8 +§33x4+§57x2 +€2X

x16 +€26x8 +§33X4 +€573(2+§49X

F EA-eqto 2.5

§11x8+g34x4+€4x2 +§21X

CS7X8+§133(4+€231‘2+§17X

F; EA-eqto 2.6

§46x8 +§24X4 +§55x2 +§16x

§46X8 + §24x4 + §55X2 + §14x

F; EA-eqto 2.7

§37x8 + §4X4 +§52X2 +§22X

§37X8+§4X4+§52X2 +§46X

F EA-eqto 2.8

x16 +C6X8 +§39x4+('18x2+§31x

x16 +€28X8 +§24x4+§17x2+§34x

F; EA-eqto29

€35x8 4 §15X4 + gZOx

gZGXS +g60x4 +g43x2 +é5x

F; EA-eq to 2.10

gll)xlé +€4X8 +§57x4+§13)(2+§6x

g‘}xlé +§16X8 +€41X4 +g9x2 +€15X

Fp EA-eq to 2.12

Table A.13: Linear functions L for which F; (with F(x) = ¢%x8 + x17 4- ¢4x10 + 23x° + x5 + 773 EA-
eq. to no. 2.12) is APN over [F,s, up to CCZ-equivalence, and their comparison with Table 2.3. We also

specify if L is 1-to-1 or 2-to-1.

L 1-to-1

L 2-to-1

H no. in Table 2.3

él7x16 +€'21x8 4 %2 +C37X

g17X16 + §21X8 +x2 +€43x

Fp EA-eqto 1.1

€39x8 + §39x4 + gS] x2 + §3X

§39x8 + §39X4 + §51 x2 + g13x

F EA-eqto 1.2

€50x16 + €38x8 + §15X4 + §57X2 + §51x

§38X16 +€3x8 +€46x4 + §20x2 + CSlX

Fp EA-eqto2.1

x16 +§18x8 +€23x4 +€59x2 4 gSBX

g41x8 + §X4 +§13x2 +é19x

Fp EA-eqto 2.2

7638 4 073 4 {1232 4 (6

g()XS +§37X4+§12X2 +§26X

F EA-eqto 2.3

gxl() +§8X8 +§36x4 +§36X2 +€59X

xl6 +€26X8 +é16x4+€30x2+(’21x

F; EA-eqto2.4

x16 + §37x8 + €61x4 + €51X2 4 gllx

x16 1 g37x8 4 §61X4 + 451 x2 + gZSX

Fp EA-eq to 2.5

§2X16 +§56X8 +§51X4 +€57X2 +€14X

gﬂlxlé +€1‘)x8 +€62x4 +§32X2 +§7X

F; EA-eqto 2.6

€49x8 + £61x4 + ngXZ + §27X

§49X8+§6]x4 +€19X2 +§9X

Fp EA-eqto 2.7

x16+€8)(8+€17,\'4 +€22x2 +412x

x16 1+ g8x8 + §17X4 + gZZXZ +g52x

Fp EA-eqto 2.8

x16 +§15x8 +€54x4 +€20x2 + gZOX

x16 +€36X8 + g2x4 + €45X2 + gSSX

F. EA-eqto 2.9

€37x8 + §50x4 + §59x2 + §27X

758 4 {04 4 0922 4 OO

F; EA-eq to 2.10

§4x16+§32x8+§x4 +€39x2 +€40x

§20x16 +€46x8 +€9x4 +§43X2+€7X

F; EA-eq to2.12
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Appendix B

Some proofs from Chapter 8

In the coming proofs we use the following well-known result.

Lemma B.1 ([92]). Let n = 2k be an even integer. Then for any a € IF5, and b € Fu, the following
statements hold.

1. x7 ' 4 (x4 a)~! = b has no roots in Fan if and only if Tr(%) = 1.
2. x 1+ (x+a) 1 = b has 2 roots in Fpr if and only if ab # 1 and Tr(%) = 0.

3. x71+ (x+a)~! = b has 4 roots in Fou if and only if b = a~'. Furthermore, when b = a~" the
4 roots of the above equation in Fon are {0,a,aw,aw?}, where w € Fy \ Fa.

Proof of Theorem 8.3. Our function is given by

1 X=c
Fx)=<c1 x=1
x 1 x#£1c

Since F is differentially 4-uniform we have that Tr(c) = Tr (%) = 1. Note that, if c € Fy \ [F,
then # =2 mod 4. In the following w will denote a primitive element of IF4. Let us study
the solutions of System (2.4) for any a,b € IF3,. First of all, notice that x # y, otherwise b = 0.
Moreover, due to the fact that if (x,y) is a solution, also (y,x), (x +a,y +a),(y + a,x + a) are
solutions, we just need to consider one of them for analysing the solutions.

When x = 0 then we have:

{F(a)+F(y+a) =b
F(y) =b.

e Ify=1,then b=c"'and F(a) + F(a+ 1) = ¢~'. This is true if and only if 2 = 1 or
a=c,c+ 1if c € F4. The solution a = 1 is straightforward. Instead, ifa =cora=c+1
we obtain the equation (c +1)~! + ¢~! = 1, that implies ¢ € F4. For the other values of
awehavea™! + (a+1)"! = ¢!, which does not admit solutions since Tr(c™!) = 1.

e Ify=c, thenb=1and F(a) + F(a + ¢) = 1. Similarly, this is true if and only if 2 = ¢ or
a=1,c+1ifc €Fy.

¢ Ify=a, then b =a"!is a possible solution for any a # 0,1, c.

e Ify=a+1,witha#1,c+1,thenb=(a+1)"l. Moreover, if a = c then ¢ € Fy. Other-
wise 27! + ¢! = (a +1)~! does not admit solutions since Tr(c) = 1.
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e Ify=a+c witha#cc+1,thenb= (a+c)"landa!+1= (a+c)!. Moreover, if
a=1wehavec € [F4. Butifa #0,1,c,c + 1 it does not admit solutions since Tr(cfl) =1.

e Ify#0,1,c,a,a+1,a+c, thenb=y"!. Thus,ifa=1theequationc™! + (y+ 1)1 =y~ !
has no solutions. Also if 2 = c, then 1 + (y + ¢)~! = y~! has no solutions.
If a # 1,c, the equation a~' + (y +4) ' = y~! admits 4 possible solutions for y which
are 0,a,aw,aw?. From the cases above, only the last two can be considered.
In particular, if y = aw then b = w?a! and a # 0,w,w?,cw,cw?,1,c. While, if y = aw
then b = wa™ ! and a # 0, w, w?, cw,cw?,1,c.

2

When x = 1 we have:
Fla+1)+F(ly+a)=>b
F(y)+c'=b.

e Ify=c,thenb=1+c landF(a+1)+F(a+c)=1+c LIfa=1ora=cthenccF,.
If 2 = c + 1, then the equation is satisfied.
For the other values we have (a+1)"!+ (a+c¢)"! =1+ c7!. Letz=a+ 1, then we

have z7 !+ (z+1+4c¢)"' =c !(c+1). Since (14;7@2 = 1if and only if ¢ € Fy, then the
equation admits four solutions if ¢ € IF4, which are {0,c,cw,cw?} = {0,1,¢,c + 1}, none
of them is admissible. Otherwise it admits two solutions whicharea =0and a =c+ 1,

both not admissible.

o Ify=a,witha#0,1,c,thenb=c'+aland Fla+1)=c ' +a~!. Whena=c+1we
have 1 =c 1+ (c+1)7!, implying ¢ € Fq.
Ifa #0,1,c,c+ 1, then (a + 1)‘1 = ¢! + a7 ! has no solutions.

e Ify=a+1,thenb=(a+1)"!+c!isa possible solution for any a # 0,1,c + 1.

e Ify=a+c witha#0,c,c+1,thenb=(a+c) ' +clandFla+1)+1=(a+c) ' +
-1
c L
Ifa=1, then (1+c¢)~! 4 ¢~! =1 implies c € F4. For the other values we have (a +
1) '+1=(a+c) '+c . Letz=a+1,thenwehavez '+ (z+1+c) t=c"1(c+1).
As explained before the equation admits at most four solutions that are {0,1,¢,c + 1},
none of which admissible.

e Ify#0,1,ca,a+la+c thenb=y '+cland Fla+1)+(y+a) =y +c L
If a =1, then the equation does not admit solutions. For a = ¢ + 1, the equation 1 +
(y+c+1)"' =y 1 + ¢! admits at most four solutions: {0,1,c,c + 1}, none of which
admissible.

For the other values we have (a4 1)"' + (y +a)"! =y~ + ¢~ Since -1

a(c+a+1)

—_

does not admit solutions, the equation has two solutions (for y) if Tr(u (Cc(i:i)l)) =0.

Otherwise none. In particular, one solution is y = 557 which implies b?ac(a + 1) +
ba(a+c+1)+c+1=0.

When x = ¢ we have:

Since y # 0,1,c we have b = y‘l + 1.

o Ify=a,witha#0,1,c,thenb=a"'+1land Fla+c)=a"'+1.Ifa=c+1thenccF,.
In the other cases the equation has no solutions.
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o Ify=a+1,witha#0,1,c+1,thenb=(a+1)"'+1land F(a+c)+ct=(a+1)"1 +1.
Ifa=cthenceFyand b=c"1.
In the other cases we have (a +¢)~! + (a+1)~! = ¢c~! + 1. The equation admits at most
four solutions that are {0,1,¢,c + 1}, none of which admissible.

e Ify=a+c thenb=(a+ c)*1 + 11is a possible solution for any a # 0,¢,c + 1.

e Ify#0,1,c,a,a+1l,a+c theny ' +1=F(a+c)+ (y+a)~ L
If a = ¢, then the equation has no solutions.
Ifa=c+1,theny ' +1=c"!+ (y+c+1)! admits at most four solutions {0,1,c,c +
1}, none of which admissible.
Ifa#0,c,c+1,theny 1+ 1= (a+c) + (y+a)~L. Since A9 — 1 does not admit

a(l4a-+c)
solutions, the equation has two solutions (for y) if Tr ( a(g‘fa‘ﬁc) ) = 0. Otherwise none. In
particular, one solution is y = (b + 1) ~! which implies b?a(a +c¢) +ba(a +c+1) + ¢+

1=0.
When x #0,1,c,a,a+1,a+candy #0,1,c,a,a+ 1,a + c,x we have:
(x+a) '+ (y+a) =0
x4y =0

.y -1 __ y+aby+a a
Hence we have x = Y #b~'. Therefore x +a = s e # Py and

b=(x+a)" +(y+a)™
by +1 1
T ytaby+a y+a
by +y+aby+a+y+aby+a
B (y +aby +a)(y +a)
by?
(y+aby+a)(y+a)
by> =b(y + aby +a)(y +a)
=by? + aby + ab*y* + a*b*y + aby + a*b
0 =ab(by* + aby + a).

The equation admits two solutions if and only if Tr(tzl—b> = 0. Moreover b+ ab +a # 0 and
bc? + abc + a # 0, due to the restrictions on y. Assume that al—b = r2 4+ r, then we have % =r

or L =r+1. If y =ra then Vﬂl =a(r+1). fy= (r + 1)a then byyﬁ = ra. Since we consider

pairs (x,y) up to a swap or the addition of a, we have just one pair. Therefore we have the
following possible solution:

. (#,y) if L =r247rb+ab+a#0,bc*+abc+a#0andy=ra. Moreover ra,(r +
Na+#0,1,c,a,a+1,a+c

Considering the case ¢ ¢ IF4, from the analysis above (swapping the pairs (x,y) and adding
a) we have the following list:

(1) fora=1and b = c~!, we have the solutions {(0,1),(1,0)},
(2) with a =cand b =1, we have the solutions {(0,c),(c,0)},

(3) withb=a"1and a #0,1,c, we have {(0,a),(a,0)},
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(4) withb=w?a"'and a #0,w,w?,cw,cw?,1,c, we have {(0,aw), (aw,0), (a,aw?), (aw?,a)},
(5) with b = wa~' and a # 0,w,w?,cw,cw?,1,c, we have {(0,aw?), (aw?,0), (a,aw), (aw,a)},
(6) witha=c+1landb=c"!+1, wehave {(1,c),(c,1)},

(7) withb=(a+1)"'+clanda #0,1,c+1, wehave {(1,a+1),(a+1,1)},

(8) if Tr(a(cc(i:i)l)) =0,a#0,1,c+1and b?ac(a+1)+ba(a+c+1)+c+1=0, wehave

{0 5571) (g ), (e + La+ 557), (a+ g0 + 1) ),

9) withb=(a+c)"'+1anda#0,c,c+ 1, wehave {(c,c+a),(c+a,c)},

(10) if Tr(%) =0,a#0,c,c+1and b?a(a+c)+ba(a+c+1) +c+1=0, we have

{(c,597). (51,0, (c+a, 521 +a), (i +a,c+a)},

(11) if & =72+ (thatis Tr(4) =0), b+ ab+a #0, bc> + abc + a # 0 and y = ra, we have
{(by%,y), (y,by%)} (moreover ra, (r +1)a #0,1,c,a,a +1,a + ).

We want to study now, for different possible fixed pairs a,b € F3, how many solutions
(x,y) are possible.

¢ If 2 =1 the possible cases are

case (1) with b = c 71,
case (9) withb= (c +1)"1 +1,
case (11) if Tr(b=1) =0,b # (2 +¢)!
Obviously cases (1) and (9) cannot coexist, since ¢ & F4. Cases (1) and (11) cannot either,

since Tr(c) = 1. The same for (9) and (11). Therefore if 2 = 1 there can be at most 2
solutions.

We do not have to consider case (1) any more.
e If a =cwehave
case (2) withb =1,
case (7) withb = (c+ 1) + ¢,
case (11) if Tr((bc)~') =0,b" 1 #1471

Cases (2) and (7) cannot coexist since ¢ € F4. Also cases (2) and (11) and cases (7) and
(11) cannot since Tr(c) = Tr(c~!) = 1. Therefore if 4 = ¢ there can be at most 2 solutions.

We do not have to consider case (2) any more.

e Ifa=c+1wehave

case (3) withb = (c +1)71,
case (4) with b = (c +1)"1w?,
case (5) with b = (c +1)"lw,
case (6) withb=c"1+1,

case (11) if Tr((bc +b)™1) =0, b # 14 ¢! (we assume ﬁ =7+ 12, with r #
0,1,(c+ 1)L (c+1)"1+1).
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Therefore we have:

- if b= (c + 1)~} then the only possible cases are (3) and (11) with r = w.

- if b= (c+1)"'w?, then we have case (4). For (6) we need c? + w?c + 1 =0, that has
2 values only if Tr(w) = 0. For case (11) we need also that Tr(w) =0but b # c 1 + 1
(hence no condition (6)).

- if b= (c +1)"'w, then we have case (5). For (6) we need ¢® + wc + 1 =0, that has 2
values only if Tr(w) = 0. For case (11) we need also that Tr(w) = 0but b # ¢~ + 1
(hence no (6)).

— if b is different from the cases already analysed, it is clear that it cannot satisfy
more than one pair of cases.

Therefore if 2 = ¢ + 1 there can be at most 6 solutions. Moreover, if Tr(w) = 1 there can
be at most 4 solutions.

We do not have to consider case (6) any more.
Ifa=b"1+#1,c,c+1we can have
case (3) since the condition is satisfied,
case (11) is possible if b # w,w?, bc # w,w? and by = w or by = w?.
Therefore if a = b~ we have at most 4 solutions.
We do not have to consider case (3) any more.
If a = b~'w we have

case (5) with b #0,1,w,w?,¢ 1, c lw,c71w?,

case (7) is possible if b2c 4+ b(cw? + 1) + w = 0, hence if Tr(c2;w+1) =0,

case (8) is possible if Tr(cw?) = 0 (hence Tr(cw) = 1), moreover we have b?c + bw +
w=0and for cw? =r*+rwehaveb=r"lorb=(r+1)7,

24w

case (9) is possible if b%c + b(c + w?) + w = 0, hence if Tr( fw ) =0,

case (10) is possible if Tr(%) =0, hence for i =r2+rwehaveb=rworb=
(r+1)w,

case (11) is possible if Tr(w) = 0.

Hence we have

case (7) has to satisfy cb? + b(cw? + 1) + w =0,
case (8) has to satisfy cb? + bw + w =0,

case (9) has to satisfy cb? + b(w? +¢) +w =0,
case (10) has to satisfy cb? + bcw + w = 0.

We can satisfy at most one condition of the above plus the condition of case (5) and
case (11). Therefore if ab = w we have at most 10 solutions. Moreover if Tr(w) =1 we
have at most 8 solutions. While, if Tr(cw?) = Tr(2) = Tr(w) = 1 we have at most 6
solutions, and if Tr( 557 ) = Tr(cw?) = Tr( 2= Tr(L) = Tr(w) = 1 we have at most
4 solutions.

We do not have to consider case (5) any more.
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If 2 = b~1w? we have a symmetric set of solutions with the previous case.

In particular we obtain

— case (7) has to satisfy cb? + b(cw + 1) + w? = 0 and Tr(czw2+1) =0,
— case (8) has to satisfy cb? + bw? + w? = 0 and Tr(cw) = 0,
— case (9) has to satisfy cb? + b(w + ¢) + w? = 0 and Tr( 2+w2) =0,
— case (10) has to satisfy cb? + bcw? + w? =0 and Tr(-1;) = 0.
Moreover we have the following relations:
Tr(i> :1+Tr<i2), Tr(cw?) =1 + Tr(cw),
cw cczu )
M) ) ) ()

We can satisfy at most one condition of the above plus the condition of case (4) and case
(11). Therefore if ab = w? we have at most 10 solutions. Moreover, if Tr(w) = 1 we have
at most 8 solutions.

While, if Tr(cw) = Tr(%) = Tr(w) = 1 we have at most 6 solutions, and if Tr( 211) =

Tr(cw) = Tr(62+w2)
We do not have to consider case (4) any more.

Tr(cwz) Tr(w) = 1 we have at most 4 solutions.

If case (7) is satisfied, thatis if b = (a + 1) "' + ¢!, we have

case (7) fora #0,1,c+1,

case (11) is possible if Tr(lz (ifﬂ?c)) =0.

Therefore if b = (a +1)~! + ¢! we have at most 4 solutions.

We do not have to consider case (7) any more.

If case (9) is satisfied, that is if b = (a +¢) ' + 1, we have
case (9) witha #0,c,c+ 1,

case (11) is possible if Tr( =0.

i)

Therefore if b = (a4 ¢) ~! 4+ 1 we have at most 4 solutions.

We do not have to consider case (9) any more.

If case (8) is satisfied, that is b?ac(a +1) +ba(a+1+c) +1+c =0, we have

case (8) if Tr(%) =0,

case (11) if Tr(%) =0.
Therefore if b?ac(a + 1) + ba(a + 1+ ¢) + 1 + ¢ = 0 we have at most 6 solutions.
We do not have to consider case (8) any more.

If case (10) is satisfied, that is b?a(a +¢) +ba(a +1+c) +1+c =0, we have

case (10) if Tr(miiflin) 0,
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case (11) if Tr(5) = 0.

Therefore if b?a(a + ¢) + ba(a + 1+ ¢) + 1+ ¢ = 0 we have at most 6 solutions.

We do not have to consider case (10) any more.

¢ For the other possible values for 2 and b we have at most 2 possible solutions coming
from case (11).

Therefore we have that for ¢ ¢ IF4 Br < 10. Moreover, if Fy: = IF,u with k an odd integer, we
have Tr(w) = 1 and, in this case, we have B = 8. Indeed, since Tr(cw?) = 1 + Tr(cw) we have
that one of them is equal to zero, hence in the case ab = w or ab = w? it is possible to reach 8
solutions for k odd. Otherwise, for k even, fr = 10.

Now, let us consider the case ¢ € Fy \ IF,. Since we need the restriction Tr(c) = Tr(c™!) = 1
then we consider ¢ = w or ¢ = w? only over Fox for k odd. Let us assume, without loss of
generality, that c = w. Hence we have the following list of possible solutions.

1) with 2 =1 and b = w?, we have the solutions {(0,1),(1,0)},
2) with a = w and b = w?, we have the solutions {(0,1),(1,0), (w,w?), (w? w)},
3) with a = w? and b = w?, we have the solutions {(0,1),(1,0), (w?,w), (w,w?)},

4) witha =1and b = 1, we have the solutions {(0,w), (w,0), (1,w?),(w?1)},

(

(

(

(

(5) with a = w and b =1, we have the solutions {(0,w), (w,0)},

(6) with a = w? and b = 1, we have the solutions {(0,w), (w,0), (w?1),(1,w?)},

(7) with b =a~1 and a # 0,1,w, we have the solutions {(0,4),(a,0)},

(8) with a = w and b = w, we have the solutions {(0,w?), (w?,0),(w,1),(1,w)},

(9) with a =1 and b = w, we have the solutions {(0,w?), (w?,0),(1,w),(w,1)},
(10) with b= w?a 'and a #0,1,w,w?, we have {(0,aw), (aw,0), (a,aw?), (aw?,a)},
(11) with b= wa'and a #0,1,w,w?, we have {(0,aw?), (aw?,0), (a,aw), (aw,a)},

(12) with a = w? and b = w, we have the solutions {(1,w), (w,1)},

(13) with b= (a+1)"' + w? and a # 0,1,w?, we have the solutions {(1,a + 1), (a +1,1)},

(14) if Tr(é‘{i}‘ﬁ%) =0, a #0,1,w? and baw(a + 1) + ba(a + w?) + w? = 0, we have

{1 5%1), (ot 1), (a4 La+ 3 557), (a+ g0 + 1),

(15) withb= (a+w) ! +1and a # 0,w,w?, we have {(w,w +a),(w +a,w)},

(16) if Tr(a@t‘jr’a)) =0, a # 0,w,w? and b?a(a + w) + ba(a + w?) + w?> = 0, we have

{(w, 501), (1, @), (W + 4,525 +a), (2 +a,w +a)},

(17) ifai:rz—kr(thatisTr(%) =0),b+ab+a#0,bw?+abw +a #0and y = ra, we have
{(ﬁ’y)’ (y,%)} (moreover ra, (r +1)a #0,1,w,a,a + 1,a + w).

Now we start analysing the possible solutions for different values of a and b in IF,.
e If s =1 wehave

case (1) with b = w?,
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case (4) withb =1,
case (9) with b = w,
case (15) with b = w?,

case (17) if Tr(b=1) =0, b # 1.

Therefore if 2 = 1 we have at most 4 solutions. We do not have to consider cases (1), (4)
and (9) any more.

If a = w we have
case (2) with b = w?,
case (5) withb =1,
case (8) with b = w,
case (13) withb =1,
case (17) if Tr((wb) ™) =0,b # w + 1.

Therefore for a = w we have at most 4 solutions. We do not have to consider cases (2),
(5) and (8) any more.

If 2 = w? we have

case (3) with b = w?,

case (6) withb =1,

case (7) with b = w,

case (12) with b = w,

case (17) if Tr(wb™1) =0, b # w.

Therefore for a = w? we have at most 4 solutions. We do not have to consider cases (3),
(6) and (12) any more.

If ab =1 and a ¢ F4, we have

case (7) since the condition is satisfied,

case (17) with r = w is satisfied.

Therefore for ab = 1, a ¢ F4, we have at most 4 solutions. We do not have to consider
case (7) any more.

If ab = w and a ¢ F4 we have
case (11) since the condition is satisfied.

Therefore for ab = w, a ¢ IF4, we have at most 4 solutions. We do not need to consider
case (11) any more.

If ab = w? and a ¢ F4 we have
case (10) since the condition is satisfied.

Therefore for ab = w?, a ¢ F4, we have at most 4 solutions. We do not have to consider
case (10) any more.

Ifb=(a+1)"' +w?and a ¢ F, we have
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case (13) since the condition is satisfied,
case (17) if Tr((ab)~!) = 0.

Therefore for b = (a + 1)*1 + w+1, a € Fy, we have at most 4 solutions. We do not have
to consider case (13) any more.

Ifb=(a+w) '+ 1and a ¢ Fy we have

case (15) since the condition is satisfied,

case (17) if Tr((ab)~!) = 0.
Therefore for b = (a + w)~! + 1, a & [F4, we have at most 4 solutions. We do not have to
consider case (15) any more.

The last cases that we have to consider are

case (14) if b?aw(a + 1) + ba(a + w?) + w? =0,
case (16) if b?a(a + w) + ba(a + w?) + w? =0,
case (17) if Tr((ab) ') = 0.
Note that, considering a ¢ F4, the trace conditions in (14) and (16) are equivalent to

having solutions for the above equations. We analyse in the following if these equations
can be satisfied.

We have that cases (14) and (16) cannot happen at the same time since b?aw(a + 1) =
b%a(a + w) cannot be satisfied.

Therefore if b?aw(a + 1) + ba(a + w?) + w? = 0 or b?a(a + w) + ba(a + w?) + w? = 0 we
have at most 6 solutions. We will show that there exist 4, b satisfying condition (17) and
one between (14) and (16).

Let Trg = {x : Tr(x) =0} and k = .. From cases (14) and (16) we can obtain the relations:

(@) a%kw +a(k* +k+ w) + w? =0;
(b) a®kw +a(k® + k + w?) + w? = 0.

For any fixed k the equations (a) and (b) admits solutions if and only if

k R+w 1
=Tt | =T
’ r((k2+k+w)z> r((k2+k+w>2+k2+k+w>
k + w? 1 k+w
_Tr<k2+k+w+k2+k+w) _Tr(k2+k+w>

k2 k2
=Tr (m + 1) =T (m) (B1)

and

k 2 + w? 1
=Tr(—— =T
0 r((k2+k+w2)2) r<(k2+k+a}2)2Jrk2+k+w2)
k+w 1 k+ w?
_Tr<k2+k+w2 +k2+k+w2> _Tr<k2+k+w2)

K2 K2
=0 (m - 1) =0 (m) ®2)
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Since we want to exclude the cases already studied, we have k # 0,1 (so b # a~1). Hence,
from (a) and (b) we obtain a ¢ Fy.

Suppose that for any k € Trg \ {0,1} the conditions (B.1) and (B.2) are not satisfied. Thus,
since k +1 € Trg \ {0,1} for any k € Try \ {0,1} we have that

K+1 k2 1 1
“Tf(m) *Tf(m) ”f(m) *“Tf(m)

and

K2 +1 1
1_Tr(7k2+k+w2> _1+Tr(7k2+k+w2)'

So, denoting by S = {k? + k : k € Tro} we have that for all s € S\ {0}

Tr( 1 ):Tr(%) =0.
s+ w s+ w

Now, since Tr(w) = Tr(w?) =1 and 1 ¢ S, we have that Tr; = {x : Tr(x) =1} = (v +
S)U (w? +S), where w' + S = {w' +5 : s € S}.

This means that the inverse function Inv(x) = x~! maps Tr; \ {w,w?} onto Trg \ {0,1},
and thus Inv(Tr; \ {w,w?}) = Tro \ {0,1}.

Define the map

G(x) = {xtw ?fxe]F4
x if x ¢ IFy.
Then, G(Try) = Tro, so considering H(x) = G~'(x) + w we would obtain H(Tro) = Tro
and also H(0) = 0. Thus, H is such that there exists a vector space of dimension n — 1
which is sent to another vector space of dimension n — 1. From Proposition 5.3 in [3]
we have that this is equivalent to NC(H) = 0. However, H is CCZ-equivalent to the
function G which coincides with the inverse function except over the set U = [F4. Then,
it is easy to check that for any &, B € IFo» we have

(We (@, B)| < [Winy(a, ) +2- U],

implying that NC(G) > NC(Inv) — [U| =21 —2"/2 — 4 > 0 since n > 6. So we obtain a
contradiction. Therefore, there should exist a,b with b # a~!, a ¢ IF4 such that case (17)
and one between case (14) and case (16) are satisfied.

For all the other cases we have at most 2 solutions. O

Proof of Theorem 8.4. Performing a similar analysis as in Theorem 8.3 we obtain that, up to
swap x and y, and adding +a to both terms, we have the following list of possible solutions:

(1) {(0,1),(1,0),(a,a+1),(a+1,a)} witha=1,c,c?and b =,
) {(0,¢),(c,0),(a,a+c),(a+ca)} witha=1,c,c>?andb=1,
)

(
(

3) {(0,a),(a,0)} witha#1,candb=a"1+1,

@) {(0,¢?),(c%0),(1,¢),(c,1)} witha =1,¢,c? and b = ¢?,

G) {(0,527), (52,0, (a4, 521 +a), (527 +a,a)} witha®b?> +ab(a+1) +1=0and a #1,¢,¢?,
(La

6) {(1,a+1),(a+1,1)}witha#1,2andb= (a+1)"1+c?,
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) {(1'%&7)'(17437'1)'(1 +a,ﬁ —i—a),(bjc2 +a,1+a)} withab?(a+1) +ab(ac®> +c) +c=
Oanda #1,c,c?,

8) {(c,a+c),(a+c,c)}witha#c,c2andb= (a+c)7},
@ {(c.}),(3.0),(c+at+a),(}+ac+a)} withab®(a+c)+ab+1anda#1,c,?,
10) {(g7.¥), (v, 5fy) } with by +aby + a = 0 and Tr(z5) = 0.

It is easy to verify that if a = 1,c,c? then for any fixed b there are at most 4 different solu-
tions. For example for a = 1 we consider cases (1), (2), (4), (8), (10). When b =1 we have
(0,¢),(c,0),(1,c?),(c?1) from case (2). When b = ¢ we have (0,1),(1,0) from case (1) and
(c,c?),(c?,c) from case (8). When b = ¢? we have (0,c?),(c?,0)(1,c), (c,1) from case (4). Other-
wise when Tr(%) = 0 we have two solutions from case (10).

Hence we just need to focus on cases (3), (5), (6), (7), (8), (9) and (10) for a # 1,c,c?.

() If b = a1 + 1 then we have

case (3) we have 2 solutions: (0,4),(4,0).

case (7) leads to a®c = a + 1, and we have 4 solutions: (1, bjcz),(bjcz,l),(l +

4,50 +a),(iz +a1+a)

case (9) leads to a® = a%c? + a + ¢, and we have 4 solutions: (c, %), (%,c), (c+ a,% +

a), (% +a,c+a)

case (10) is possible if Tr(;17) = 0, and we have 2 solutions: (byyﬁ,y), (y, by%)
For case (7), we have a’c + a + 1 = (a + ¢?)(a%c + a + ¢) = 0. Hence no proper solution
is possible. For case (9), considering a® = a%c% + a + ¢, we obtain a® = a. Since a #0,1,
it admits solution only if 3|k. Therefore if 3 { k we have at most 4 solutions. In the other
cases we can have exactly 8 solutions. Indeed, let k = 3m and IF;6 = (w), then a = w3

satisfies the relation in (9). Moreover, we have a2 + 1 = w3 and ﬁ = w®. Therefore,

Tr(747) = Tr(w®) = Tr(w'®) = Tr(w” 4+ w'*) = 0. We have exactly 6 solutions from (9)
and (10) and two solutions from (3), hence we have in total 8 solutions.

(ID If b= (a+1)~1 + ¢? then we have

case (5) leads to a* + a®c + a* + ac*> = 0, and we have 4 solutions: (0, blﬁ), (thTl'O)’ (a, blﬁ +

a), (52 +a,a),
case (6) we have 2 solutions: (1,a+1),(a+1,1),

case (9) leads to a*c 4 a2(c?) +a(c?) + 1 = 0 and we have 4 solutions: (c, 1), (},¢), (c+
a,3+a),(3 +a,c+a),

case (10) is possible if Tr(Z;) = 0, and we have 2 solutions: (1Y), (W 55)-

For case (5), we have that if a* = a3c + a2 + ac + 1 then a%° = 4. Since a # 0,1 then we do
not have possible solutions. The same for case (9). Indeed, if a*c = a®c? + ac? + 1 then

a2 = a. Therefore we have at most 4 solutions.

(D) If b= (a+c)! then we have

case (5) leads to a° 4 a%(c?) + ac + c2, and we have 4 solutions: (0, ﬁ ) (ﬁ, 0), (a, leTl +
a), (547 +a,a),

case (8) we have 2 solutions: (c,a +¢),(a +c,c),
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case (10) is possible if Tr(;) = 0, and we have 2 solutions: (by*%,y), (y, byyﬁ)

For case (5) we have that if a3 = a2c? + ac + ¢? then a® = a. Therefore we have solutions
only if 3|k. In this case we have at most 8 solutions.

Now we are left with cases (5), (7), (9) and (10).

e If cases (5) and (7) are both satisfied, then we have the following constrain on a:

at =48 —I—azc—i—cz.

Computing the 2-powers of a4, we notice that a2 = 4, hence a € Fys. This is not possible
since a € Fyx with k odd and a ¢ F.

e If cases (5) and (9) are both satisfied, then we obtain
bc = aand b* = b° + b?(?) +c.
Using the same technique we can verify that b?’ = b, hence we get a contradiction.
e If cases (7) and (9) are both satisfied, then we obtain
at=a®(c?) +atc+ec.
Again 2 = a, hence a contradiction.

Therefore at most we can have 4 solutions coming from one of these three cases, plus two
solutions from (12). Thus, at most 6 solutions.

Assume now case (5). Therefore we have the condition Tr(#) = 0. Assume then, # =
12+ r for some r. Hence, b = r>“tL or b = (12 + 1)“tL. Let us consider b = r2%HL, for case (10)
we should have:

1 1 1, 5 1
Bl =1+=
ab  r2(a+1) rz(r +7) t3
1 1 1
Tr(%) :Tr(lJrr—z) :Tr(;>.
Then, we need to consider an element r # 0 with inverse of null trace and set a = rZLM +1

and b = 2%t So, we obtain 6 possible solutions. In order to avoid the three cases previously
analysed, we only need to consider r # 1, r* +r2c + rc + ¢ # 0 and r3c +r>c> +r +1 # 0.
Moreover, due to the restrictions on a, we have r> +r # 1,¢,c2. Since n > 6 there exists such
an element 7 in Fon. O

Proof of Theorem 8.5. Consider now 7t = (1,c,c?) with ¢ € 4 \ T, and the function
2 ifx=1,

c ifx=c¢,

1 if x =2,

x

otherwise.

Performing a similar analysis as in Theorem 8.3 we obtain that, up to swap and adding a to
both terms, we have the following list of possible solutions:

(1) {(0,1),(1,0),(c,c?),(c?c)} witha=1,c,c>and b = ¢?,
) {(0,¢),(c,0),(1,c2),(c%,1)} witha =1,c,c>and b = c,
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3) {(0,¢?),(c%,0),(1,c),(c,1)} witha=1,c,c>?and b =1,
) {(0,a),(a,0)} witha ¢ Fyand b=a""1,

(
(
(5) {(0,ac), (ac,0), (a,ac +a), (ac + a,a)} witha & Fyand b= a~'¢,
(6) {(0,ac+a),(ac+a,0),(a,ac),(ac,a)} witha ¢ Fyand b =a"lc,
7 {(L,a+1),(a+1,1)} withagFyandb=c?+ (a+1)~!

(1

@) {1, b+, ((b+2)11),A+a, b+ +a),(b+) 1 +al+a)} witha ¢ Fy
and b?(a% 4 a) + b(ac + a*c*) +¢c =0,

) {(c,a+c),(atcc)ywithagFyandb=c+ (a+c)7,

(10) {(c,(b+c)™),((b+c)"YLe),(c+a,(b+c)™)+a,((b+c) ' +a,c+a)} witha ¢ Fyand
b%(a® + ac) + b(ac + a*c) +c =0,

1 {(2,a+c?),(a+ 2,y withag Fyandb=1+ (a+c?)7},

12) {(&B+1)7),((b+1)7L), (a+ca+ b+1)7), (a+ (b+1)"La+c?)} witha ¢ Fy
and b*(a? + ac®) + b(a* +ac) +c =0,

(13) {(by%,y), (y,by%)} with by? + aby +a =0, hyyﬁ,y & IFy,a + FFy, hence Tr (&) =0.

It is easy to verify that for a = 1,¢,¢2 and for any fixed b, we have at most 4 differ-
ent solutions. For example for 4 = 1 we consider solutions from (1),(2),(3),(13). When
b =1 we have (0,¢?),(c?,0),(1,c),(c,1) from (3), and none from (13). When b = ¢ we have

(0,¢),(c,0),(1,c?),(c?1) from (2) and none from (13). When b = c> we have (0,1),(1,0), (c,c?), (c?,¢

from (1) and none from (13). When b ¢ F4 and Tr (%) = (0 then we have at most 2 solutions
from (13).
Hence we just need to focus on cases (4), (5), (6), (7), (8), (9), (10), (11), (12), (13).

e If b =a~! then we have
case (4), (0,a), (a,0),
e 19, (). (1),
hence we have 4 solutions.
e If b =a~'c? then we have
case (5), (0,ac), (ac,0), (a,ac?), (ac?,a),
hence 4 solutions.
e If b =a"'c then we have
case (6), (0,ac?), (ac?,0), (a,ac), (ac,a),
hence 4 solutions.
o Ifb=c?+ (a+1)"! then we have

case (7), (1l,a+1), (a+1,1),

case (10) is possible if a3c + ac? + a + ¢* = 0 (it implies a
when 3|k and in this case we have 4 solutions),

64 = 4, hence only possible
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case (13), (l,ylﬁ,y), (y,%) if Tr (5)=0,
hence at most 4 solutions.
e If b=c+ (a+c)~! then we have

case (9), (c,a+c), (a+c,c),

case (8) is possible if a° = a® + 1 (it implies a® = 4, hence only possible when 3|k
and in this case we have 4 solutions),

case (12) is possible if a3 = a?c* + ac + c (it implies at
when 3|k and in this case we have 4 solutions),

= a, hence only possible

case (13) is possible if Tr () = 0, 2 solutions.

It is trivial that both cases (8) and (12) cannot be verified. Therefore if k is not a multiple
of 3 we have at most 4 solutions. Otherwise we have at most 8 solutions.

e Ifb=1+ (a+c?)?wehave

case (11), (c?,a + ¢?), (a + c?,c?),
case (8) is possible if a®> = a® + a + c (it implies a®
case we have at most 4 solutions),

4_ 3

= a, hence only if 3|k and in this

case (10) is possible if a c? 4+ a%c +a + 1 (it implies % = a4, hence only if 3|k
and in this case we have at most 4 solutions),

case (13) is possible if Tr (1) = 0, 2 solutions.

Again, both (8) and (10) cannot be satisfied. Therefore when k is not a multiple of 3 we
have at most 4 solutions, otherwise we have at most 8 solutions.
We are now left to consider cases (8), (10), (12), (13).

e If (8) and (10) are satisfied, then we obtain b = ac and a® = a?c + ac® + c. Then a** = q,
and it is possible only if k is multiple of 3.

e If (8) and (12) are satisfied, then b = a and a® = a® + a + c. This leads to a® = a, hence it
is possible only if k is multiple of 3.

e If (10) and (12) are satisfied, then b = ac? and a® + c?a? + ac + c* = 0. So, a®* = g, and it
is possible only if k is multiple of 3.

Therefore we have that if k is not a multiple of 3 we can have at most 6 solutions (4 from
one among (8), (10), (12) and 2 from (13)). If k is a multiple of 3 that we can have at most 10
solutions.

Let IF;, = (w). For the case when (8) and (10) are satisfied we have b = ac and w*, w*®, w*
are the solutions of a® = a?c + ac? + c>. However, for these values Tr(%) = 1, and so condition
(13) is not satisfied.

Similar, when (8) and (12) are satisfied we have b = a and w,w* w!® are solutions of 4% =
a? + a + c. Hence a must assume one of these values. But since Tr (%) =1 we have that case
(13) is not possible.

Also for the last case we have b = ac* and the solutions of a® + c?a? + ac + c* = 0 are
w?,w%,wY. For all these cases Tr(Z;) = 1, implying that (13) cannot happen.

Therefore for k multiple of 3 we have 8 solutions.

Now, as for the the last part of Theorem 8.3, we show that if 3 n we have exactly 6 solu-
tions. Then, let k = ﬁ of null trace, as in Theorem 8.3 we consider k # 0,1. From condition (8),
(10) and (12) we obtain

16
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@) a’kc+a(k>*+k+c?) +c2=0;
(b) a’kc* +a(k> +k+c*) +1=0;
(©) a*kc®+a(k> +k+c?) +c=0.

For (a) and (c) we can have solutions if and only if

k K2+ c2 1
—Tr(—" )=
0 r((k2+k+c2)2> r((k2+k+cz)2+k2+k+c2>
k+c 1 k+c2
—Ti =Tr( 5——
r<k2+k+cz+k2+k+c2> r(k2+k+c2)

K2 K2
=“Gﬁj¢ﬁ*02“<ﬁiﬁﬁﬁ (B3)

and for (b)

k2 k K2+ 2 1
o=t (rirer) ~ T qerirer) Tt e )

=Tr ke + L =Tr #
T\ 4kt c(R+k+c2)) T T\ c2(k2+k+c?)

kc
:H(ﬁi?Iﬁ) (B4)

Suppose, by contradiction, that for any k € Trp \ {0,1} (B.3) and (B.4) cannot happen. Then

k ke
Tr(k2+k+c2> _Tr<k2+k+c2) =1

for any k. Since k+1 € Trg \ {0,1} for all k € Try \ {0,1}, we obtain

1 c
Tr(k2+k+c2> _Tr<k2+k+c2) =0

for any k € Trg \ {0,1}. Now, let S = {k? + k : Tr(k) = 0}. As above, Tr; = (c+ S) U (2 + S).
Now, L’C‘“Z = c%s + ¢, with s € S, and we have that ¢2S = S. Indeed, since any k € Trg can be
written as k = d? + d for some d € [Fo» we have that S = {d* +d : d € Fau }. So,

s =c2(d* +d) = (2d)* + ?d = [(Pd)? + 2d)* + (c*d)* + Pd € S.
————
€Try
Therefore, ¢ + ¢S = ¢ + S implying that all the elements in Tr; \ {c,c?} are mapped by the

inverse function into Trg \ {0,1} So, as in Theorem 8.3 we obtain a contradiction and thus, for
some k € Trg \ {0,1}, there exist a,b satisfying (13) and one among (8), (10) and (12). O
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Errata

Page iii “infinite many” — corrected to “infinitely many”

Page 2 “APN function” — corrected to “APN functions”

Page 4 “over F,6 F and G,” — corrected to “F and G over Fs,”

Page 5 “of dimension i” — corrected to “of certain dimension”

Page 7 “The properties of the [..] are” — corrected to “Determining the [..] is”
Page 9 “any more” — corrected to “anymore”

Page 9 added the word “German”

Page 10 “The keys involved are” — corrected to “The decryption key involved is”
Page 13 “public-key” — corrected to “key”

Page 13 “itermediate” — corrected to “intermediate”

Page 13 “distinguisher attack™ — corrected to “distinguishing attack”

Page 14 “black/grey/white box” — corrected to “black/grey/white-box”

Page 14 “difference in an input” — corrected to “difference between two inputs”
Page 19 “k=1" — corrected to “k=0" (in the definition of Trace function)
Page 21 “number of its classes” — corrected to “number of classes”

Page 24 “APN function” — corrected to “APN functions”

Page 24 “Vectorial” — corrected to “vectorial”

Page 25 <2006 — corrected to “2009” and removed reference [57]

Page 27 “(2"-1)” — corrected to “2™”

Page 31 “is given by” — corrected to “is”

Page 32 “number of solution” — corrected to “number of solutions”

Page 34 “Functions that achieve such bound” — corrected to “The functions that achieve this
bound”

Page 35 “upper bound” — corrected to “maximum”

Page 35 removed “optimal”

Page 42 moved the footnote mark from “f”’ to “function”
Page 54 [42] — corrected to [93]

Page 61 “to study” — corrected to “to the study of”

Page 138 “m(x) =" — corrected to “F;(x) ="

Page 144 “can not” — corrected to “cannot”
Bibliography

[34], [104], [107] “apn” — corrected to “APN”

[67] “american” — corrected to “American”

[77] “modern cryptography” — corrected to “Modern Cryptography”
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