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Abstract 

Trust is inherently related to risk, but for trust assessment 
to be integrated with the management of the risks involved 
in trust based cooperation, the exact relation must be well 
understood. Existing literature on trust management is nei- 
ther clear nor unambiguous on this issue. This paper dis- 
cusses notions of trust as presented within the disciplines 
of sociology and economics for the purpose of motivating 
trust management. A critical survey of state of the art liter- 
ature on trust management is provided, where weaknesses 
and ambiguities with respect to clar(fying the notion of trust 
are discussed. An analysis and explanation of the exact re- 
lationship between risk and trust is presented, and implica- 
tions of the subjectivity of trust relations are accounted fox 

1. Introduction 

The term trust management was coined in 1996 by Matt 
Blaze who refers to it as a systematic approach to manag- 
ing security policies, credentials and trust relationships for 
the purpose of making security critical decisions regarding 
authorization and delegation of access rights [5, 41. Trust 
management has since then been the subject of increased 
attention, with the expense of today being a label for a di- 
versity of approaches. In a more recent paper, trust manage- 
ment is described as an activity in the "intersection between 
sociology, commerce, law and computer science" [14]. 

There is nevertheless a shared ground to the various ap- 
proaches, viz. the relation between trust on the one hand 
and security and risk on the other. Information security con- 
cerns the preservation of confidentiality, integrity and avail- 
ability [13]. In short, this means, respectively, to ensure that 
unauthorized users cannot access information, that informa- 
tion is kept accurate and complete, and that information is 
kept accessible to authorized users. A risk can be under- 
stood as the probability of the occurrence of an (unwanted) 
incident [12] with a negative impact on an asset, i.e. some- 

thing of value. The level of risk is given as a function from 
the consequence of the incident and the probability of its oc- 
currence 121. A security risk is the probability of an incident 
resulting from a security breach. 

The diversity of approaches to trust management stems 
in part from differences in the context in which trust is man- 
aged and in part from differences in how trust management 
should be applied. This simply indicates that there are many 
different security domains in which trust plays a crucial role 
and should be dealt with systematically. The diversity that 
stems from different understandings of the very notion of 
trust, on the other hand, is of another character. 

In a situation of trust there is always the possibility of de- 
ception or betrayal. The trusting party has certain expecta- 
tions about the future behavior of the trusted party, however 
knowing that the trusted party has the freedom to disappoint 
the expectations. There is hence an inevitable relation be- 
tween trust and risk; without risk it does not make sense to 
talk about trust [7, 191. The exact relation between the two 
concepts is not clearly and unambiguously accounted for, 
though, and this has led to a more fundamental confusion 
about what trust management is all about. There is also the 
question about the extent to which trust at all contributes to 
the understanding and management of security needs. Risk 
management is quite well understood, and it is obvious that 
some of the existing approaches to managing trust can be 
understood in terms of risk management. In those cases 
trust is at best redundant, but may also contribute negatively 
by blurring the issues and adding to the confusion. 

The objectives of this paper are on a conceptual level and 
on trust management foundations. We do not address trust 
problems for the IT domain per se, but we believe that the 
problems we discuss must be resolved in order to reach a 
proper understanding of trust within the IT domain. 

We will in this paper first capture a notion of trust that 
can be transferred into the trust management domain by 
reviewing existing approaches within sociology and eco- 
nomics. In Section 3 we provide a critical survey of existing 
attempts to relate the notions of trust and risk, and point 
out weaknesses in these approaches. Section 4 presents 
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our own suggestions for clarifying the exact relationship be- 
tween trust and risk. In Section 5 we explain the notion of 
well-founded trust and discuss issues involved in misplac- 
ing trust. Finally, in Section 6, we conclude. 

2. Understanding Trust 

Trust is understood very differently in the literature on 
the subject, which to a large extent is due to the many as- 
pects of trust. A psychologist is likely to operate with an 
understanding that to some degree differs from the under- 
standing of trust promoted by a sociologist. This is not to 
say that the one is wrong and the other right, it is more a 
question of identifying aspects of trust that are relevant for 
the particular domain. So is the case for trust management. 

Trust management can be characterized as a special case 
of risk management with particular focus on authentication 
of and cooperation with actors the identity and/or intentions 
of which may be uncertain. The objective is, on the basis of 
trust assessments, to make decisions about actual or poten- 
tial interactions with these actors. 

This characterization of trust management is from the 
perspective of the trusting party. From the perspective of 
the trusted party, trust management is about increasing or 
maintaining, and correctly representing, its own trustwor- 
thiness [14]. In this paper, as in most of the literature, we 
will focus on the perspective of the trusting party. 

The aspects of trust relevant to the trust management do- 
main are foremost found within sociology and economics. 
Yet, approaches to trust management motivate the relevance 
of trust differently, an issue we will return to subsequently. 

Our point of departure is works by Gambetta [8] and 
Williamson [24]. They both address the question of co- 
operation, which is highly relevant for trust management. 
Gambetta's definition of trust is much referred to in the 
trust management literature, see e.g. [I ,  6, 14, 201, and 
his focus is on the motives actors may have for coopera- 
tion. Williamson analyzes many of the trust issues raised 
by Gambetta and shows that trust within impersonal rela- 
tions, i.e. those not associated with relations of family, love, 
affection, friendship and the like, is best understood as the 
result of calculative reasoning. The results of Williamson 
are useful both as a clarification of aspects of the notion of 
trust and as a basis for trust management. 

2.1. Trust as a Basis for Cooperation 

Trust is a relationship between two entities, a trustor and 
a trustee where the former places trust in the latter. A par- 
ticular relationship is valid in a specific set of contexts. I 
may for example trust my doctor to provide the correct di- 
agnosis, but not to determine what is wrong with my bro- 
ken car. Gambetta states that (emphasis original) "trust (or, 
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symmetrically, distrust) is a particular level of the subjective 
probability with which an agent assesses that another agent 
or group of agents will perform a particular action, both be- 
.fore he can monitor such an action (or independently of his 
capacity ever to be able to monitor it) and in a context in 
which it affects his own action" [8]. 

The crucial question for the trustor is whether or not to 
engage in a cooperation with the trustee, and this depends 
on the extent to which the trustor believes that the trustee 
will behave in a certain way. The level of trust is hence de- 
termined subjectively based on the evidence available to the 
trustor about the intentions of the trustee and the constraints 
regulating the trustee's choices of action. 

There is of course an objective probability that the trustee 
will perform a particular action. This probability may not be 
known to the trustor, but it is in her interest to estimate this 
probability as accurately as possible. We shall say that well- 
,founded trust is one in which the trustor knows the proba- 
bility. As we will argue below, this knowledge is required 
for an exact risk estimation. 

Following Gambetta, trust is a threshold point located on 
a probabilistic distribution between 0 and 1, where 0 corre- 
sponds to complete distrust and 1 to complete trust. When 
the probability is 0.5 the evidence available to the trustor 
gives no indication as to what is the intention of the trustee. 
Furthermore, "trust is particularly relevant in conditions of 
ignorance or uncertainty with respect to unknown or un- 
knowable actions of other" [8] (emphasis original). 

It seems here like Gambetta makes no distinction be- 
tween ignorance and uncertainty. We believe it is a mistake 
not to make this distinction, and that it is a mistake of a kind 
that has contributed to obscure the relation between the no- 
tions of trust and risk. Our point is that there is an important 
difference between knowing that the probability for the oc- 
currence of an event is 0.5 and being ignorant about it. In 
the case of well-founded trust, the trustor knows the risks 
and is in a position in which she can calculate the conse- 
quences of her choices of action. In the case of ignorance, 
she will either be in a situation in which there is lack of evi- 
dence and hence a lack of a basis upon which she can make 
decisions, or she will do her risk calculation and make deci- 
sions based on false information. In the latter case the risks 
will obviously be wrongly estimated. 

We do follow Gambetta in that trust indeed is an issue 
in cases of ignorance; if we had a complete overview of 
all possible contingencies and their respective probabilities, 
trust would not be an issue. Where we differ from Gambetta 
is that he requires the level of trust to be located at the top 
or bottom end of the probability distribution for ignorance 
to be ruled out, whereas we stress the importance of well- 
foundedness. 

The more constrained the actions of others, the easier it 
is to reach a well-founded estimate of their trustworthiness. 
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Gambetta puts this by stating that the domain of trust is one 2.2. Trust as Calculative Reasoning 
in which "agents have a degree of freedom to disappoint . . 

our expectations" [8]. Should heavy constraints remove this 
freedom, there would be no need for trust. We shall use the 
term assurance [6, 211 to refer to the various constraints 
decreasing the need for and relevance of trust. These may 
be laws or legal contracts, coercion, social norms, etc. 

Gambetta analyzes trust in the context of decisions about 
whether or not to engage in a cooperation, and the level of 
trust is the determining factor. Although determining, be- 
fore the a decision is made this factor must be related to 
the consequence of misplacing trust. Gambetta illustrates 
this with an example borrowed from Axelrod [3]: "to walk 
about in the trench in sight of the enemy requires an ex- 
tremely high degree of trust that the enemy will observe 
the implicit truce, and the costs of being wrong may prove 
much more serious than those of lying low". Hence, the 
more severe the consequence, the more demand on the value 
of the probability. 

So far we have mostly addressed the question of decep- 
tion in relation to trust. Equally important is the reason or 
motivation for someone to trust someone else and cooper- 
ate with him, viz. the opportunities that may be opened for. 
We will use the term opportunity as the dual to the notion 
of incident. Whereas the latter has a negative impact on an 
asset, the former has a positive one. 

The value of a risk follows functionally from the conse- 
quence of the incident and the probability of its occurrence. 
The upper part of Fig. I shows a class diagram for the no- 
tion of risk. The class diagram for the dual to a risk, which 
we will refer to as a prospect, is given in the lower part of 
the figure. The prospect value is derived as a function from 
the positive consequence of an opportunity and the proba- 
bility of the occurrence of the opportunity. 

I 
Prospect ' 

Figure 1. Risk and prospect 

Gambetta observes that the cost of refraining from en- 
gaging in cooperation may be unacceptably high. This is 
partly due to the possible loss of opportunities. The deci- 
sion making within the context of trust and cooperation is 
hence an exercise in calculating risks and prospects and act- 
ing on the basis of the derived results. 

Williamson's discussion of trust [24] is from the perspec- 
tive of transaction cost economics (TCE). Two important as- 
sumptions on which TCE is based are bounded rationality 
and opportunism. The former refers to the limited capacity 
of people to memorize and calculate; there is no way nei- 
ther to grasp all the possible contingencies at once, nor to 
determine the consequences of the information we do pos- 
sess. Opportunism refers to what Williamson calls "self- 
interest seeking with guile" [24]. Not only do actors pur- 
sue their own interest, they may do this deceitfully and take 
advantage of circumstances that give them a chance to ex- 
ploit others. The result of the two assumptions is to "orga- 
nize transactions so as to economize on bounded rationality 
while simultaneously safeguarding them against the hazards 
of opportunism" [24]. 

With respect to trust, Williamson states that TCE "refers 
to contractual safeguards, or their absence, rather than trust, 
or its absence" [24]. In our own terms this is to say that the 
issue is to decide upon which transactions to do on the ba- 
sis of the current assurance, not the basis of our trust in the 
other party. The crucial point is that if the relations of inter- 
est are of a calculative character, they should be described 
in calculative terms. In other words, trust is a diffuse notion 
of mixed meanings that should be avoided if possible. 

It should be stressed that Williamson is concerned with 
impersonal relations of trust and that it is in this context that 
trust can be seen as a redundant notion that is better under- 
stood in terms of costhenefit and calculated risk. The sit- 
uation in which the affected parties can decide upon which 
transactions to make in a calculative manner is one in which 
they "(1) are aware of the range of possible outcomes and 
their associated probabilities, (2) take cost-effective actions 
to mitigate hazards and enhance benefits, (3) proceed with 
the transaction only if net gains can be projected, and, (4) if 
X can complete the transaction with any of several Ys, the 
transaction is assigned to that Y for which the largest net 
gain can be projected" [24]. 

Needless to say, this situation is quite an ideal one as the 
first requirement is not easily obtained. Bounded rationality 
is, however, one of the assumptions of the analysis, and the 
point is to understand decision making with respect to co- 
operation as a calculative exercise and in this way show that 
the notion of trust as captured by Gambetta [8] is redundant. 

We believe that Williamson contributes to the clarifica- 
tion of the notion of trust, in particular within the domain of 
trust management where the relevant relations generally are 
those of an impersonal character and where there is a need 
to make calculated assessments and decisions in relation to 
risks. Williamson does not, however, address the problem 
stressed by Gambetta that trust is particularly relevant in 
conditions of ignorance. It is imperative to have a strategy 

Second International Conference on Availability, Reliability and Security (ARES'07) 
0-7695-2775-2107 $20.00 O 2007 IEEE 

I 

COMPUTER 
SOCIETY 

I 

Authorized licensed use limited to: Universitetsbiblioteket I Bergen. Downloaded on January 4, 2010 at 04:19 from IEEE Xplore.  Restrictions apply. 



for how to deal with information shortage, and it is not ob- 
vious that the better solution is to do calculative reasoning 
on the basis of available information as if this information 
was complete. 

There is nevertheless an agreement between the two in 
that risk is not all there is to trust. There is an aspect of 
prospect to it and the challenge is to not miss opportunities 
while simultaneously avoiding incidents to occur. 

2.3. Managing Trust 

The aim of the above subsections was to capture a no- 
tion of trust that can be transferred into and handled by the 
domains of risk and trust management. The works by Gam- 
betta [8] and Williamson [24] motivate and justify the trust 
management activity of assessing trustworthiness, calculat- 
ing risks and making rational choices on this basis. 

An obvious discussion, which is outside the scope of this 
paper, is the extent to which the notions of trust as handled 
within trust management reflect the aspects of trust as is ex- 
pressed more generally within the discipline of sociology. 
Some trust models emphasize that the very absence of con- 
scious considerations is what characterizes trust and, fur- 
thermore, that there is no situation in which an individual 
can choose whether to trust or not. Trust does simply not 
fit into the rational choice framework, and is something that 
cannot be managed in the same way as for example risks are 
handled within risk management [ I  11. 

The remainder of this paper assumes a notion or an as- 
pect of trust that fits into the framework of risk manage- 
ment. In the following sections we will elaborate on the 
precise relationship between trust and risk. 

3. Existing Elucidations 

It is not surprising that trust has become a subject within 
the domains of risk and security management. It is crucial 
to be able to correctly assess trust such that security critical 
decisions can be made on a well-founded basis. The exact 
relation between risk and trust is less obvious by judging 
from the literature on trust management. 

Josang and Tran 1161 emphasize the importance of mak- 
ing trust assessments of potential transaction partners for 
the purpose of minimizing risks. The basic idea seems to be 
that the more trustworthy a potential partner, the less risk 
involved in doing transactions with him. By defining a risk 
acceptance level, we should be able to determine whether or 
not to transact with a potential partner whom we trust to a 
specific degree, but neither a framework for such a decision 
making is provided, nor an explanation of the exact relation 
between trust and risk. It is in particular not obvious, as 
we will argue below, that high trustworthiness necessarily 
implies low risk. 
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Grandison and Sloman [9] address trust issues for inter- 
net applications, and also they observe that there is a rela- 
tion between tmst and risk, yet state that "there has been 
very little work on using risk management frameworks for 
trust management or on the analysis of the exact relation- 
ship between risk and trust". What they do suggest, how- 
ever, is that the "level of trust has an approximate inverse 
relationship to the degree of risk". But it is certainly so that 
if one party trusts another party to a very high degree, she is 
willing to place high values at stake in transactions involv- 
ing him. On the other hand, if she barely trusts him at all, 
she will place very low values at stake and thus avoiding 
risk. This inverse relation is hence not apparent. 

In a later paper [lo], Grandison and Sloman argue like- 
wise by stating that "higher risk implies less trust". Since 
they define risk as "a probability of failure" they may con- 
sistently say that there is such an inverse relation between 
trust and risk, but defining risk without including the dam- 
age of the failure gives a notion of risk that is not very use- 
ful. This definition is furthermore somewhat surprising as 
they do remark that "risk evaluation may depend on factors 
such as value of a transaction". 

Broadly speaking, risk management, see e.g. [2], seeks 
to identify risks and to determine whether those risks should 
be accepted, reduced or removed. Povey [22] understands 
trust management as seeking "to identify the circumstances 
under which we are prepared to accept risks that may be ex- 
posed by relying on certain entities". By identifying risk as 
the common element of trust management and risk manage- 
ment, he claims that we may hold trust as a form of risk ac- 
ceptance. The idea is that "you are prepared to accept risks 
if you trust the entities that can expose them" [22]. These 
claims witness that the understanding of how trust relates to 
risk is not clearly accounted for. Firstly, given a risk that is 
so severe that it will put a whole enterprise out of business, 
how can this risk be accepted even if the one introducing it 
is trusted? Secondly, does it make sense at all to say that 
someone introducing such extreme risks is trusted? 

We will not go into details on diverse further approaches 
to this issue, only mention that there is a number of other 
influential contributions to the area of trust and trust man- 
agement that are unclear about the precise relation between 
trust and risk, e.g. [18, 20, 23, 241. This observation is 
not to question of the substance of these contributions, it is 
rather an indication of a need for a clarification. Before we 
provide our own suggestion, however, we need to mention 
the closely related work by Josang and Presti [15]. 

The purpose of their paper is very much the same as the 
purpose of this. They observe, as do Grandison and Sloman 
[9], that current trust systems and models generally fail to 
explicitly capture the relation between trust and risk. Also 
they seem to acknowledge the idea that there is an inverse 
relationship between the two notions. Despite this miscon- 
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ception, though, they do provide definite clarifications. 
In their analysis they consider transactions with two pos- 

sible outcomes, gain or loss. Importantly, they observe that 
the probabilities for gain, p, and loss. 1 - p, is not enough 
for deciding upon whether or not to transact. The value at 
stake must be balanced against both p and the gain factor, 
i.e. the number of times the value at stake will be multiplied 
in case of a successful transaction. An agent is modeled by 
its particular risk attitude which determines for each trans- 
action, given by the probability for gain, the gain factor and 
the value at stake, whether or not to accept the transaction. 
When the outcome of the transaction is determined by the 
choices of actions of another agent, the trustee, the ques- 
tion is to what extent this agent is trustworthy. By defining 
trust level as the subjective probability by which the trustee 
will ensure a positive outcome, a potential transaction is de- 
scribed by the trust level, the gain factor and the value at 
stake. The trustee is then trusted for the transaction in case 
the trust level is greater than or equal to the required proba- 
bility expressed by the risk attitude. 

Within the modeling by JGsang and Presti, trust is not 
the determining factor in the decision making: The fun- 
damental basis for making decisions involving risk is the 
individual risk attitude. For each potential transaction de- 
pending on another party, the question of trust is a question 
of whether this party is trusted enough. 

A matter that is not accounted for in the paper by Josang 
and Presti is that trust is a subjective probability estimate. 
This fact has implications for the management of trust since 
decision making should be on a well-founded basis. Sub- 
jective estimation will potentially have a margin of error 
introducing difficulties that should be handled. 

4. Relating Trust and Risk 

We will for the purpose of this paper adapt the formula- 
tion by &sang et al. [14], which is based on the definition 
provided by Gambetta [8], and define trust as follows: 

Definition (Trust): Trust (or, symmetrically, distrust) is 
the subjective probability by which one party (the trustor) 
expects that another party (the trustee) performs a given ac- 
tion on which its welfare depends. 

The important property of trust as expressed by this def- 
inition is the aspect of helielf, i.e. trustor's subjective prob- 
ability estimation. We define the level of trust to be the be- 
lieved probability, so the trust level may vary from 0 (com- 
plete distrust) to 1 (complete trust). 

Well-founded trust is the case in which the trustor knows 
the trustworthiness of the trustee. It can be argued that in 
this case the trustor does not really trust. The situation can 
be compared to flipping a coin: You know that the probabil- 
ity for the coin to end up heads is 0.5, you do not trust it to 
do so. We may say that in cases of well-founded trust, trust 
reduces to calculative risk. 

We will focus on the perceived or estimated trustworthi- 
ness of a potential cooperation partner as being the basis for 
the trustor's decision as to whether or not to cooperate. Like 
Gambetta, we m u m e  that trust is a threshold point located 
on the upper part of the probabilistic distribution. This is 
illustrated by Fig. 2. The horizontal axis is the subjective 
probability, i.e. the level of trust, whereas the vertical axis 
is the objective probability, i.e. the level of trustworthiness. 
The t on the horizontal axis marks the trust threshold, so 
there is trust whenever the subjective probability is greater 
than t. The remaining elements of Fig. 2 will be explained 
stepwise below. 

Trustworthiness 
A 

Trust = 
....y ' t a Misplaced /trustworthiness 

distrust / 
/ 

i' 
/ I 

I 
0 0.5 Trust 

t 1  

Figure 2. Trust levels 

Notice, importantly, that we do not assume, as do e.g. 
Josang and Presti [15] and Marsh and Dibben [20], that 
the trust threshold is a cooperation threshold. It may in 
many situations be reasonable to avoid a cooperation with a 
trusted party as will be explained. 

The cases in which the level of trust is less than t divides 
into two. In the area around 0.5 on the horizontal axis the 
trustee may choose any action as far as the trustor believes. 
She neither trusts nor distrusts him. In the lower area she 
believes that the trustee will act deceitfully. There is then a 
threshold point for distrust, which is marked with a don  the 
horizontal axis. 

Trustworthiness is a notion refemng to the actual proba- A crucial observation now is that a trust level 2 t (resp. 
bility by which the trusted party will perform as expected: 5 d )  is not enough for engaging in cooperation (resp. avoid- 

Definition (Trustworthiness): Trustworthiness is the ing cooperation). As pointed out by Gambetta, the cost of 
objective probability by which the trustee performs a given deception may vary, and an extremely high cost requires a 
action on which the welfare of the trustor depends. very high probability. This is where we need to understand 
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the exact relation between trust and risk. 
Recall that a risk is defined by the probability and the 

consequence of an incident. The risk value is given by the 
function r : P x C + RV, where P is the set of probability 
values [0,1], C is the set of consequence values and RV is 
the set of risk values. 

In a trust relationship where p is the trust value, the sub- 
jective probability for deception is 1 - p. Let us use the 
market for rubber as described by Kollock [17] as an exam- 
ple. At the time of sale of rubber it is impossible to tell the 
quality of the product, and the purchaser must determine the 
trustworthiness of the vendor, i.e. the probability that the 
vendor will provide quality goods. Assume now that p > t. 
Should she buy the rubber? The answer to that depends on 
the risk she is willing to take. Assume that the maximum 
risk she accepts is of value R and that she is offered to buy 
the rubber for the price of c. She will then buy the rubber 
if R < r ( l  - p, c). Clearly, if p is close to 1, i.e. trust is 
very high, the risk is low. But the risk is low also if the 
consequence value c closes to 0. 

The trust level is hence but one of two factors that must 
be present in order to calculate the risk. Generally, the risk 
value of such a transaction is given by applying the risk 
function: r(1-trust value, stake) 

What is generally missing in existing accounts on the 
relation between trust and risk, Jflsang and Presti [I51 be- 
ing an exception, is the consequence part of risk. It is not 
enough to consider trust only and then say that trust is risk 
acceptance, trust is inverse to risk, or the like. The cru- 
cial thing about trust assessment is to decide upon the up- 
per value you are willing to invest or put at stake in a par- 
ticular transaction or cooperation. More decisive than the 
trust threshold is then the threshold for risk acceptance. If 
a vendor is selling something that is suspiciously cheap, he 
might not be considered very trustworthy. But even if he 
is distrusted, he might be able to sell his products since the 
purchasers run low risks. The probability of the risk is ex- 
tremely high, but the conscqucncc is cxtremely low. 

Fig. 3 illustrates the relationship between risk on the one 
hand and trust and stake on the other hand. This is an ex- 
ample in which there are three risk values, low, medium and 
high, each given as a function fro111 trust and stake values. 
We see that in this case, the risk value is low for all trust 
values if the stake is close to 0. Likewise, if the stake is suf- 
ficiently high, the risk is considered high independently of 
the estimated trust value. The risk is generally lower when 
the trust value is high, but the risk value cannot be deter- 
mined without considering the value at stake. 

Suppose, now, that Fig. 3 models the risk attitude of a 
given trustor (the stakeholder). Assuming that she accepts 
all risks that are low, we can determine her requirements to 
the trustworthiness of the trustee. If, for example, the value 
at stake in a transaction is s2 she must trust the trustee with 

Trust 

Figure 3. Risk and trust 

a value > t2. Symmetrically, if the trust value is already 
determined to be t2 ,  she will do the transactions in which 
the stake is < s2. 

Assuming that the high risks arc unacceptable, she will 
avoid all transactions in which the trust value is t l  and the 
value at stake is > sl.  In the same way, if the stake is s l ,  all 
transactions in which the trust value is < t l  are unaccept- 
able. 

By these observations, we see there is no need to identify 
trust and distrust thresholds. Not only are the notions sim- 
ply irrelevant, they are also misleading if they are identified 
with cooperation thresholds: Someone that is extremely de-. 
ceitful may then, by definition, be categorized as trusted, 
whereas someone that is extremely honest and truthful may, 
symmetrically, be categorized as distrusted. 

We must not forget in all this talk about risk that there 
is an important positive side to trust, viz. opportunity and 
prospect. To place trust in someone is to run a risk, but for 
a purpose. To purchase rubber is to do risky business, but it 
also gives the opportunity to sell refined products with net 
profit. Recall that a prospect is defined by the probability 
and the (positive) consequence of an opportunity. A pur- 
chaser of rubber must define her risk acceptance level in the 
light of the estimated prospects involved. 

Our definition of trust given above is what Josang et al. 
refer to as reliability trust [14]. They point out that this 
kind of trust is context independent in the sense that it is a 
measure of the perceived reliability of another party, inde- 
pendent of situations in which the trustor might choose to 
enter into a state of dependency. They observe, as we did 
above, that the value of what is at stake, i.e. the possible 
damage, must be taken into account in each specific situa- 
tion. For each specific situation in a specific context there 
need to be present what they refer to as decision trust, viz. 
"the extent to which a given party is willing to depend on 
something or somebody in a given situation with a feeling 
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of relative security even though negative consequences are 
possible" [14]. Decision trust is supposed to cover elements 
such as utility and risk attitude. As an example they say that 
a person may distrust an old rope for climbing from the 3rd 
floor of a building during a fire exercise (reliability), but 
probably trust the rope in a real fire (decision). 

As we see it, there is no need for the notion of decision 
trust. When the trustworthiness in the sense of our defini- 
tion is determined, the rest is risk management. In fact, we 
claim that decision trust is more or less the result of risk 
management and that what Jersang et al. is missing to state 
here is simply that trust is not always enough as a basis for 
the decision to cooperate. This issue is better accounted for 
in the paper by Jersang and Presti [15]. 

5. Well-Founded Trust 

Decision making is an important aspect of trust relation- 
ships, but in order to make decisions, the available infor- 
mation should be as accurate and complete as possible. In 
cases of complete information trust is well-founded, and 
this is where the trustor wants to be. In Fig. 2 the diago- 
nal, dashed line marks well-foundednes, i.e. situations in 
which the subjective probability equals the objective proba- 
bility. It is important of course that the trustor knows that 
her trust is well-founded. A trust level that is estimated 
on the basis of incomplete or false information may by ac- 
cident equal the objective probability, but this is not well- 
foundedness as the aspect of ignorance is still present. 

To the extent that the trustor is ignorant about the dis- 
crepancy between the believed and actual probability, there 
is an inconclusiveness about or a miscalculation of the in- 
volved risk. The subjective aspect of trust is thus undermin- 
ing the risk estimation and management. 

Fig. 2 illustrates situations in which the probability is 
wrongly estimated. In the area below the diagonal there is 
misplaced trust to various degrees: The assumed trustwor- 
thiness is higher than the actual one. The further the dis- 
tance from the diagonal, the greater the misplacement. The 
danger of misplacing trust is not that there is a risk to it. 
As we have seen, risk is an intrinsic part of trust, also well- 
founded trust. The danger of misplacing trust is that there is 
more risk present than the trustor believes. Take for exam- 
ple the situation marked with a b in Fig. 2. In this case the 
trustor trusts the trustee since the subjective probability is 
greater than t.  The trustworthiness, however, is lower than 
t and the chance of deceit is quite high. 

The area above the diagonal corresponds to situations in 
which the assumed trustworthiness is lower than the actual 
one. It is perhaps less dangerous to misplace distrust than 
to misplace trust since it does not lead to unknown risks. 
Misplacing distrust should, however, be avoided since it can 
lead to loss of opportunities. Situation n in Fig. 2 is the case 

in which the trustee is distrusted while actually being trust- 
worthy with a value greater than t. The trustor might then 
unfortunately avoid cooperating with a potentially benefi- 
cial cooperation partner. 

Our discussion on well-foundedness and discrepan- 
cies between subjective and objective probability relates 
strongly to Marsh and Dibben's discussion on the notions 
of trust, untrust, distrust and mistrust [20]. In our terrninol- 
ogy their notion of trust is well-founded belief in that the 
trustworthiness is greater than t ,  whereas distrust is well- 
founded belief in that the trustworthiness is less than d. Un- 
trust refers to the levels of trust below the threshold point t :  
It is not necessarily distrust, it is rather a level of trust where 
the trustor is more or less indifferent. We find it suitable to 
refer to untrust as the interval between d and t on the hori- 
zontal axis, i.e. a trust attitude that is neither very positive 
nor very negative. Mistrust is what we have referred to as 
misplaced trust. This is the case in which trust is 2 t while 
trustworthiness is < t. Surprisingly Marsh and Dibben do 
not introduce the notion dual to mistrust, viz. misplaced 
distrust. It is furthermore possible to talk about misuntrust 
which is an estimated trust value greater than d and less than 
t that is either too high or too low. In cases of misuntrust 
the trustor will adopt an indifferent attitude towards a po- 
tential transaction partner that in reality is either deceitful 
or benign. 

We agree with Marsh and Dibben in the importance of 
understanding the difference between these various notions 
of trust. By judging from the literature on trust management 
it is of particular importance to understand the inlplicatiori 
of misplacing trust or distrust with respect to calculating 
risks and making decisions. Not only is the literature quite 
unclear about the precise relation between trust and risk, it 
does also not address the problem of misplacement. If trust 
is held to be a subjective notion, a belief, the implications 
of this should be dealt with. 

This paper contributes both by clarifying the relation be- 
tween trust and risk, emphasizing the importance of distin- 
guishing between the subjective and objective aspects of 
trust relations, and by shedding new light on the notions 
introduced by Marsh and Dibben [20]. 
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6. Conclusion 

Risk is an intrinsic aspect of trust, but we have seen that 
the precise relation between the two notions has not been 
well understood in the literature on trust management. In 
this paper we have defined trust in terms of the probability 
that the trustee will not act deceitfully and then associated 
the trust value with the probability element of a risk. The 
decision as to whether or not to cooperate with the trustee is 
then not primarily determined by the estimated trustworthi- 
ness. The decisive element is the level of risk the trustor is 
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willing to accept as balanced against the prospects involved. 
The risk acceptance level is then for each potential transac- 
tion compared to both the estimated trustworthiness of the 
transaction partner and the value that is at stake. Transac- 
tions may hence be carried out even though the trustee is 
not very trustworthy. 

From these observations, we see that trust is generally 
neither proportional nor inverse proportional to risk. Rather, 
as higher trustworthiness means lower probability of an in- 
cident, trust is inverse to the probability of a risk and pro- 
portional to the value the trustee is willing to stake, i.e pro- 
portional to the consequence of a risk. The risk can hence 
not be determined from the trust value alone. 

Risk management involves decision making, and for this 
to be possible the risks must be quite accurately estimated. 
Luhmann [ l  11 proposes that an important aspect of trust is 
that it exceeds information; because of the inherent subjec- 
tive aspect of trust there is generally present an inconclu- 
siveness about the actual risk level involved within a tmst 
relation. To avoid this inconclusiveness, trust must be well- 
founded. The problem, however, is not only how to achieve 
well-foundedness, it is also how to verify well-foundedness. 
A possible solution is to reduce the need for trust by re- 
placing it with assurance, i.e. an "incentive structure that 
encourages benign behavior" [21]. 

If the ultimate goal of trust management is to en- 
able the development of mutually beneficial cooperation 
[6], the focus should be on identifying and evaluating 
the basis for cooperation. Trust can be such a basis, 
however a potentially deceitful one. Ironically, then, for 
trust to be manageable it should be replaced with assurance. 
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