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1  |  INTRODUC TION

In an era of unprecedented global environmental change, open 
data are vital. Ecologists are increasingly tasked to address press-
ing societal questions requiring data spanning larger spatial scales 
and over longer time periods. This is a challenge that cannot be met 

individually. It requires collaborative research and, importantly, data 
prosperity (Hampton et al., 2013).

In the field of ecology and evolution, willingness to incorporate 
open data practices into the research flow has in recent years be-
come broadly accepted (Soeharjono & Roche, 2021; Tenopir 
et al., 2020), with research data increasingly recognised as a 
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Abstract
1. Open data practices in ecology are increasingly accepted, yet primary long- term 

ecological data remain hard to find. Barriers preventing open long- term ecological 
data include social and economic constructs such as a sense of data proprietor-
ship and fear of misuse of complex datasets.

2. To incentivise open primary ecological data and ensure long- term preservation, 
we propose a decentralised data management approach using blockchain technol-
ogy. The blockchain- based database is governed by transparent and immutable 
data management protocols, agreed on by members of the network. Specialised 
protocols ensure agreement in the network before new data is accepted, and no 
entity can single- handedly alter existing data.

3. We introduce the ECKOchain, a ‘proof of concept’ ecological blockchain- based 
database created with the Hyperledger Fabric framework. While metadata and 
access policies are distributed to all network members, primary data remains with 
data owners and are served on- demand to approved parties according to speci-
fied usage licences. Details of data requests are preserved indefinitely on the 
blockchain and serve as auditable data usage agreements.

4. With the distributed blockchain- based database we advocate for open science 
and transparency in long- term management of ecological data. The ECKOchain 
is also suitable for other scientific fields where auditability and transparency are 
considerations to long- term data management.
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scientific product of enduring value. Exemplified by thematic re-
source databases such as forestREplot1 (Depauw & Maes, 2015), 
Global Biodiversity Information Facility (GBIF)2 (Edwards 
et al., 2000) and BioTime3 (Dornelas et al., 2018), this uptrend can 
also be attributed to journal and funder policies mandating the FAIR 
(findable, accessible, interoperable and reusable data) doctrine 
(Wilkinson et al., 2016), and to a coevolution of positive attitudes 
towards open science, with technological adoption excellent at ex-
panding the volume, veracity and velocity of data streams (Farley 
et al., 2018) advancing the landscape of big data acquisition 
(Hampton et al., 2013).

In ecology, this is best embodied through popular citizen science 
programmes (e.g. eBird4 and iNaturalist5), or automated sensor net-
works and remote sensing, where data streams are generated at un-
precedented rates, and at scales and resolutions previously 
unavailable to ecologists. In contrast, most primary data in ecology 
collected by professional ecologists derive from studies that are nat-
urally time inefficient, conducted over limited spatial and varying 
temporal scales (often years, sometimes decades) by many individual 
researchers.

Described as long- tail ecological science (Heidorn, 2008), re-
ported social and economic constructs entwined to such low ve-
locity ecological data, presents barriers to open data practice. 
These include fear of losing data exclusivity and being ‘scooped’ 
(Gewin, 2016; Huang et al., 2012; Mills et al., 2015), a sense of data 
proprietorship (Hampton et al., 2015) and concerns of how com-
plex ecological datasets are used and interpreted (Mills et al., 2015; 
Roche et al., 2014). The result is ecological data that are hard to find 
(Poisot et al., 2019).

These concerns are not unique to the exchange of scientific data. 
Trust, transparency and control are values highly regarded in the 
transfer- exchange of various provisions of real- world and perceived 
value, and are properties that distributed ledger technologies, such 
as blockchains, are established to protect. Blockchains have proven 
suitable for use cases in areas such as finance, healthcare and 
supply- chain (ISO, 2022; ITU- T, 2019), as well as in the sciences with 
ETDB- Caltech, a blockchain- based database for electron tomogra-
phy (Ortega et al., 2019).

We recently discussed the potential of blockchain technology 
as an alternative to traditional centralised databases, with a view to 
incentivise open primary ecological data (Lewis et al., 2023). Here, 
in this article, we present a first ‘proof of concept’ FAIR ecological 
database, developed using blockchain technology and designed with 
heightened transparency, autonomy and auditability to mobilise 
ecological resurvey data.

2  |  BLOCKCHAIN TECHNOLOGY

Blockchain is a category of distributed ledger technologies, which 
are systems for managing digital records of data (ledgers) maintained 
by multiple parties. It is often described in relation to cryptocurrency 
networks, for example Bitcoin (Nakamoto, 2008), however, crypto-
currencies must not be conflated with blockchain technology. The 
inherent features that make blockchain a secure and preferred plat-
form for cryptocurrencies also make it excel at other types of data 
management and data verification (Zīle & Strazdiņa, 2018), providing 
a transparent, secure and trusted digital infrastructure for a wide 
range of domains, including the environmental sector (Parmentola 
et al., 2022).

Data submitted to a blockchain are organised in storage units 
known as blocks, which are cryptographically linked to create an im-
mutable chain (Nakamoto, 2008). The chain, or 'ledger', is append- 
only so that data in existing blocks can neither be removed nor 
altered. New data are validated against predefined checks, and only 
when a certain number of participants (e.g. a majority) have verified 
and accepted the data will they be added. As the blockchain is im-
mutable, any updates to data already on the chain must be treated 
as new data. Protocols can allow new data to hold a reference to 
existing data, where data in the block with the highest block number 
(where blocks are numbered in increasing order) are considered the 
latest version of the data.

The blockchain is distributed among network participants, so 
that all parties are in possession of the same data and together, 
through specialised consensus protocols, come to a conclusion on 
the current state (Xiao et al., 2020). Consequently, there is no single 
(centralised) source of truth. Some public blockchains reach con-
sensus via computationally expensive ‘proof of work’ protocols (De 
Vries, 2018), although more energy efficient protocols are increas-
ingly adopted (De Vries, 2022). Permissioned blockchains, where 
participants are known, reach consensus differently (Cachin & 
Vukoljic, 2017), in ways that do not induce the same computational 
power requirements as in public blockchains.

An increasingly important feature in blockchains is support for 
self- executing programs, known as smart contracts (Szabo, 1996). 
These are programs where developers can implement custom pro-
tocols that are executed in response to interactions with the block-
chain. Since smart contracts are installed on the blockchain, network 
participants can verify that a contract's implementation does not 
change. This makes smart contracts ideal for implementing trans-
parent policy- driven protocols, for example protocols for enforcing 
access control, governance and data validation. Effectively, smart 
contracts eliminate the need for a trusted intermediary to enforce 
a protocol (Szabo, 1997).

Users interact with a blockchain and its smart contracts 
through nodes. Nodes are entities in the network that run special-
ised software to maintain a copy of the blockchain. There are two 
types of blockchains: public and permissioned. Anyone can host 
nodes for public blockchains, while permissioned blockchains are 
member- only with nodes requiring individual approval to connect. 

 1forestREplot, Forest & Nature Lab at Ghent University (https:// fores trepl ot. ugent. be).

 2GBIF—Global Biodiversity Information Facility (https:// gbif. org).

 3BioTime, University of St Andrews (https:// bioti me. st-  andre ws. ac. uk).

 4eBird, The Cornell Lab of Ornithology (https:// ebird. org).

 5iNaturalist (https:// inatu ralist. org).
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Permissioned blockchains are often structured in an organisa-
tional model, where nodes are hosted by organisations and not 
individuals. Users interact with the network through their organ-
isation's node. Different levels of (de)centralisation are illustrated 
in Figure 1.

In Hyperledger Fabric, an open- source permissioned block-
chain framework (Hyperledger Foundation, 2020), there are two 
types of nodes: peers, later referred to as ‘blockchain nodes’; and 
orderers. Orderers are responsible for producing new blocks. 
New blocks are distributed to the peers, which individually as-
semble the blockchain and flag data that do not pass verification, 
thus keeping a complete history of valid and invalid submissions 
(Androulaki et al., 2018).

Peers also maintain a ‘key- value’ store separate to the block-
chain, which holds a list of the latest version of every piece of data 
(uniquely identified by a ‘key’) on the blockchain, that is the most 
recent state of the ledger (Androulaki et al., 2018). When data are 
added to the blockchain, they are also added to this store. If modi-
fied data, that is a new version of the data, are submitted in a later 
block, the value in the store is overwritten with the latest data. This 
allows the latest version of the data to be efficiently searched for 
and retrieved from the store without traversing the entire block-
chain, while historic values can still be retrieved directly from the 
blockchain.

3  |  ECKOCHAIN

3.1  |  Overview

We have designed and implemented the ECKOchain, a transpar-
ent blockchain- based ‘proof of concept’ database designed to 
be FAIR (Wilkinson et al., 2016). The FAIR guiding principles for 

open science promote findability, accessibility, interoperability 
and reusability, which have been shared objectives for our inter-
disciplinary team of computer scientists and ecologists (Carey 
et al., 2019).

ECKOchain is a permissioned blockchain created with the 
Hyperledger Fabric6 framework. The network follows the organi-
sational model (Figure 1c), where the blockchain is maintained by 
organisations instead of individual users. To participate in the net-
work, an organisation must run a blockchain node and be accepted 
by a majority of the already participating organisations. Employees 
of an organisation use their organisation's node to interact with 
the blockchain, which lowers the barrier of entry to the system, as 
individual users are not required to run specialised node 
software.

While ECKOchain provides the distributed database infra-
structure and governance mechanisms, ECKOweb7 is the gateway 
to the system. ECKOweb is an open website hosted by the 
University of Bergen, where users can search for, download and 
share data, without prior knowledge of blockchain technology. 
The list of datasets is public, however, only users from participat-
ing organisations can download or submit new data. To further 
promote the distributed nature of the system, participating or-
ganisations can develop and host their own interfaces to the 
system.

The system does not currently require datasets to be stan-
dardised. While standardisation makes re- use and tooling simpler 
(Vanderbilt et al., 2015), existing data, especially from smaller proj-
ects, might not make it into these databases (Heidorn, 2008), as 
contributors require resources to format the data (Soeharjono & 
Roche, 2021). Although we encourage contributors to standardise 

 6Hyperledger Fabric version 2.4 (https:// hyper ledger. org/ proje cts/ fabric).

 7ECKOweb (https:// ecko. uib. no).

F I G U R E  1  Different levels of (de)centralisation. (a) Fully centralised network where members communicate through a central entity. (b) 
Fully decentralised network where members communicate directly with each other. (c) Decentralised network following the organisational 
model, where individual members communicate through their own trusted organisations and thus alleviate the members of maintaining 
connections and custom software.

(a) (b) (c)

 2041210x, 0, D
ow

nloaded from
 https://besjournals.onlinelibrary.w

iley.com
/doi/10.1111/2041-210X

.14280 by N
O

R
W

E
G

IA
N

 IN
ST

IT
U

T
E

 FO
R

 N
A

T
U

R
E

 R
esearch, N

IN
A

, W
iley O

nline L
ibrary on [09/01/2024]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense

https://www.hyperledger.org/use/fabric
https://ecko.uib.no


4  |    MARSTEIN et al.

the primary data before submission, the only strict requirement for 
new submissions is to include sufficient standardised contextual in-
formation, that is metadata.

The standardisation of metadata is crucial to make data find-
able and interpretable by others (Urbano & Cagnacci, 2021; 
Whitlock, 2011), and plays a pivotal role in facilitating data (re- )
use, integration and knowledge generation. To enhance findability 
and facilitate data reusability and interoperability, the metadata 
format of ECKOchain follows the Darwin Core (DwC) standard 
(Wieczorek et al., 2012), an internationally recognised ontology 
for biodiversity metadata. DwC is used in databases with simi-
lar scope to ECKO, such as GBIF, and offers a flexible framework 
tailored to compiling biodiversity data from varied and variable 
sources. However, the underlying protocols of ECKOchain are 
flexible and can be expanded in future iterations, where support 
for additional standards, for example the Ecological Metadata 
Language (Jones et al., 2019), can be considered. This is important, 
as it permits the network to support different domain- specific, 
yet interoperable, metadata standards for different types of data 
(Poisot et al., 2019).

Metadata stored on ECKOchain are searchable, either through 
ECKOweb or by directly querying the underlying blockchain as a 
participating organisation. The metadata also include links to related 
survey and resurvey data, which enable users to find interrelated 
data on the network. For some data, certain metadata might be 
considered particularly sensitive, for example location data of en-
dangered species (Lennox et al., 2020), and thus may require vary-
ing degrees of access control. Therefore, ECKOchain is designed to 
provide data isolation between organisations, achieved by storing 
primary data files in private ‘off- chain’ data collections, a concept in 
Hyperledger Fabric, where data remain on servers belonging to the 
respective data owner's organisation. Files are transmitted to other 
users and organisations on- demand, according to selected licences 
and access policies.

To ensure integrity of files stored in private collections, an identi-
fier (‘digital fingerprint’) uniquely generated from the content of the 
file is stored on the blockchain. Recipients of a file can re- generate 
the identifier and match it against the identifier on the blockchain, 
proving that the file has not been altered. Similar to a digital object 
identifier (DOI) used to uniquely identify intellectual property refer-
enced on the internet (Chandrakar, 2006), the identifier provides a 
persistent reference to the data in the blockchain network. Persistent 
identifiers associated with each data entry ensures that data can be 
cited and that contributors receive recognition (Costello, 2009).

The smart contract enforced policies specify open- access li-
cences or custom terms for granting access to datasets. Requests 
for open- access licensed data are approved immediately, whereas if 
custom terms are specified, the requester must detail intended use 
as part of the request, and the data owner must accept the request 
before the data can be downloaded. In both cases, request details 
are recorded on the blockchain. An editor or publisher can later 
query the system to, for example verify that authors are allowed to 
use referenced data.

3.2  |  Implementation

ECKO comprises the ECKOchain (the blockchain infrastructure) and 
ECKOweb (the website). ECKOchain is maintained by Hyperledger 
Fabric peer nodes, each run by a participating organisation. Optionally, 
organisations can also provide orderer nodes to participate in block 
production. The components of ECKO are shown in Figure 2.

Organisations can develop their own interfaces to the block-
chain or opt to use ECKOweb. ECKOweb reads and writes data to 
the blockchain on behalf of the users. It connects to the ECKOchain 
through a client application, i.e. an application that embeds the 
Hyperledger Fabric Software Development Kit (SDK).8 When we 
reference ECKOweb, we refer to both the website and the client, 
which are both written in the JavaScript9 programming language 
(React.js10 and Node.js11 respectively).

Users of ECKOweb sign in using ORCID (Open Researcher & 
Contributor ID) credentials.12 Consequently, ECKOweb does not 
handle users' passwords and many users are likely to have creden-
tials already. First- time users must select their affiliation. If the user 
is not currently a member of a participating organisation, access can 
be requested through another organisation as an external member. 
The organisation's administrator decides whether the request is 
granted or not. External members can submit data to the organisa-
tion's private data collection, allowing users not affiliated with mem-
ber organisations to also use ECKO.

To increase the website's responsiveness, a traditional data-
base (PostgreSQL13) dedicated to ECKOweb is used for short term 
intermediate storage of blockchain data. Data on the blockchain 

 8Hyperledger Fabric SDK version 2.2 (https:// hyper ledger. github. io/ fabri c-  sdk-  node).
 9JavaScript (https:// javas cript. com).
 10React.js version 17 (https:// react js. org).
 11Node.js version 16 (https:// nodejs. org).
 12Orcid Public API (https:// info. orcid. org/ docum entat ion/ featu res/ publi c-  api).
 13PostgreSQL version 13 (https:// postg resql. org).

F I G U R E  2  The software components of ECKO. The peers 
hold a copy of the blockchain, together with a (‘key- value’) 
store containing the most recent state of the ledger, and the 
organisation's private data collection. Optionally, organisations 
can participate in block production by providing orderer nodes. 
ECKOweb serves as a gateway for users to interact with the 
ECKOchain.

ECKOchain

ECKOweb

Peer

Orderer

Peer

Orderer

Peer

Orderer

Organisation 3Organisation 2Organisation 1

WebApp ClientApp Database
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node (in the node's ‘key- value’ store specifically) are copied to the 
database on regular intervals, and requests through ECKOweb are 
directed to this database for semi- recent data rather than to the 
node directly, which avoids unnecessary load on the distributed 
infrastructure.

The data management protocols of the ECKOchain reside in a 
smart contract (also known as chaincode) written in the Java14 pro-
gramming language. The smart contract ensures that new submis-
sions have the necessary metadata, policies, and primary data files. 
The data file is stored in a private data collection belonging to the 
data owner's organisation, while the metadata and policy are stored 
on the blockchain. The data flows in ECKO are illustrated in Figure 3.

In addition to providing confidentiality, storing files ‘off- chain’ 
limits the total size of the ledger, thus increasing the network's abil-
ity to scale and it allows for files to be retracted from the system 
if necessary. However, even if a primary file is removed, the file's 
digital fingerprint, metadata and associated policies remain on the 
blockchain.

4  |  DISCUSSION

4.1  |  A FAIR database

The FAIR guiding principles of Wilkinson et al. (2016) have guided 
the development of ECKO. Here we look at how ECKO conforms to 
these principles.

ECKO conforms to findability by defining mandatory, rich and 
standardised metadata, and by assigning unique identifiers to data-
sets. Metadata and identifiers remain on the ledger and are search-
able through ECKOweb.

ECKO conforms to accessibility by using open- source software 
and protocols, by making metadata retrievable using data identifiers, 
and by making metadata remain on the ledger even if a dataset is 
retracted. ECKOchain is a permissioned blockchain, thus requests to 
the ledger require authentication and authorisation.

ECKO conforms to interoperability by using the DwC standard 
as basis for the metadata, as well as for the vocabulary used on 
ECKOweb. Relationships to other datasets are listed in the meta-
data. While the metadata in the first iteration of ECKO adhere to  14Java version 11 (https:// java. com).

F I G U R E  3  The data flows in ECKO. 
Users contribute and consume data 
through ECKOweb. Submissions and 
requests are validated by the smart 
contract. Metadata and policies are stored 
in blocks on the ledger, while primary 
data is stored in private data collections 
owned by the data owner's organisation. 
Third parties, for example a publisher, can 
verify that a user is permitted to use the 
referenced data.
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the DwC standard, support for additional metadata standards can 
be added in the future.

Lastly, ECKO conforms to reusability by displaying rich metadata, 
data usage licences and terms, and detailed citation examples, along 
with every dataset on ECKOweb.

4.2  |  Challenges of decentralisation

Distributed and decentralised systems are generally harder to im-
plement and maintain than centralised systems. While a centralised 
system has a single source of truth, distributed systems comprise 
autonomous computing elements that appear to users as a single 
coherent system (Van Steen & Tanenbaum, 2016). In a blockchain, 
these autonomous elements employ complex consensus mecha-
nisms to stay synchronised and to recover from network failures. 
Due to the complexity of both data management technologies and 
the research data that are being managed, an interdisciplinary team 
of computer scientists and research subject matter experts has 
proven necessary to develop ECKO.

The benefits of a decentralised model can outweigh the down-
sides of increased complexity. For long term preservation of data, 
it is beneficial that data exists in multiple locations, on hardware 
controlled by different entities. If entities in a network vanish over 
time, the network can still operate with just a single remaining pro-
vider. As a field of science that depends on long- lived and re- usable 
data, ecology can benefit from enhanced openness and transpar-
ency (Powers & Hampton, 2019), and from alternatives to exclusive 
siloed archives (Hampton et al., 2015). To facilitate long- lived re-
search data, we eliminate the need to trust a single data provider.

Hosting nodes for a blockchain network requires technical ex-
pertise that end- users of the system should not be expected to have. 
We address this by establishing a blockchain that is governed by or-
ganisations, placing the burden of maintaining the ledger not with 
the end- user but rather with the participating organisations. While 
organisations are more likely to have the technical and economical 
resources to run such specialised software, we recognise that this 
will not be universal across all those willing to participate in the net-
work, presenting a complex challenge to implementing a universally 
fair decentralised data network (Lewis et al., 2023).

A tentative alternative to establishing a permissioned blockchain 
is a solution developed on a public blockchain, for example on the 
public Ethereum blockchain (Buterin, 2014). Here, relying on an 
existing public network, a larger community of node providers will 
already exist. In public blockchains, however, data integrity and par-
ticipation in the network is secured and incentivised via monetary re-
wards and, consequently, fees must be paid for utilising the network 
(Xiao et al., 2020). Operating the ECKOchain as a permissioned net-
work circumvents such dependence on fees and cryptocurrencies, 
lowering the long- term economic barrier to network participation. 
Nevertheless, understanding the trade- offs between permissioned 
and public networks in serving the open scientific data community 
will require continued research as the technology evolves.

5  |  CONCLUSION

ECKOchain provides auditability and transparency to long- term eco-
logical data management. The blockchain is distributed among all 
network participants so that data cannot be added or altered with-
out consensus among the participants. The distributed nature of the 
blockchain ensures long- term data preservation, as availability is not 
dependent on a single entity and the transparent smart contract driven 
policies prevent a single entity from controlling the data. This robust, 
resilient and FAIR system facilitates long- lived open research data.

ECKOweb is a gateway to the ECKOchain allowing users to sub-
mit and manage data, thus making the system accessible to users 
not expected to be familiar with blockchain technology. As data are 
distributed and therefore not controlled by a single entity, gate-
ways operated by different entities can co- exist, further promot-
ing the openness of the system. Data validation and usage licences 
are enforced in the network by the self- executing smart contract. 
Supporting metadata based on the DwC standard are mandatory to 
facilitate data reusability and interoperability, and to increase the 
data's findability.

The approach of using blockchain technology to manage re-
search data is also relevant to other scientific fields that benefit from 
long- lived research data and open data practices. The ECKOchain 
infrastructure is reusable, meaning that new initiatives can live side- 
by- side on the existing ledger, while new or adapted smart contracts 
can be installed to support other types of data and use cases.
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