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Abstract

Blockchains are a somewhat new technology with much potential and it is meeting growing
public interest. However, with wider use of the technology we face the challenge of sus-
tainability since the current mining protocols use a considerable amount of electricity in the
process of creating new blocks. In practice some blockchains require specialized hardware
designed for the sole purpose of mining blocks. Several new mining protocols are proposed
to deal with this issue. This thesis will start by studying the current mining protocols of
Bitcoin and Ethereum. Next, we discuss the different proposals for new protocols with
regards to which are most suited for wider, long term use.
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Chapter 1

Introduction

IT and the Internet is a big part of most peoples’ everyday life, both in our work relations
and in our private life. Most of us use web sites and web applications several times a day,
either on our computer, on our tablet or on our smart phone. With the widespread use of the
Internet, security should be something of high priority. Computer security is what enables us
to use different web applications and a big part of computer security is cryptography, which
makes communication on an unsecured communication line secure against eavesdropping or
alterations. Before the Internet, cryptography was confined to the military and governments
and was synonymous with encrypting and decrypting messages.

Early packet-switching networks from the 1960s and the 1970s between different uni-
versities led to the World Wide Web (WWW). Before this, circuit-switching networks like
the analog telephone network was the standard. The WWW is an information space and
is accessed via the Internet, a networking structure, which has since the mid-1990s had an
enormous impact on our everyday life and on our culture. The Advanced Research Projects
Agency Network (ARPANET) was the first packet-switching network that used the Internet
Protocol (TCP/IP). This network consisted of four nodes: University of California L.A,
Stanford Research Institute, University of California Santa Barbara and the University of
Utah. More nodes attached to the network and by 1973 it expanded outside the USA to
include Norwegian Seismic Array (NORSAR) via satellite. From here it expanded further to
England and the rest of Europe [2].

Other such early networks include NPL network, Merit Network, CYCLADES and
Telenet which used several different communication protocols. TCP/IP became the standard
protocol for networking and some commercial Internet service providers (ISPs) emerged in
the late 1980s and in the early 1990s [38]. The first web browser was published in August
1991 and was used to access WWW via Hypertext Transfer Protocol (HTTP) requests and
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Fig. 1.1 Number of hosts in millions on the Internet from 1993 to 2018 [39].

responses. HTTP is still used today. Since the mid-1990s the use and impact of the Internet

has grown substantially.

The Domain Name System (DNS) is essential for the Internet to function. It provides

translations from IP addresses to human-readable addresses and vice versa to locate and

identify servers. In Figure 1.1 we can see the growing number of Internet hosts in DNS from

1993 to 2018.

Cryptography is what makes us being able to access our bank online and use a variety of

different web applications today. With all new applications on the WWW, new ways to use

cryptography has emerged to provide security for data in transit and at rest.

As we can see in Figure 1.2, the Network model has �ve layers where the application

layer on is at the top. Cryptography is usually implemented at the application layer or the

transport layer (HTTPS). However, cryptography can also be found at the network layer

(IPSec) and the datalink layer (WPA2).

Cryptography delivers several security services, like con�dentiality, authentication, pri-

vacy, non-repudiation and integrity. Commonly used cryptographic primitives include:

• Cryptographic hash functions. These are one-way functions that map data of arbitrary

size and produce an output string of a �xed size. These functions are infeasible to

invert.



3

Fig. 1.2 Layers in the Network model together with their protocols [56].

• Symmetric key cryptography. The same key is shared by both parties and used for both

encryption and decryption.

• Asymmetric key cryptography/Public key cryptography. Here there are two keys, one

is public and used for encryption of the message to send and the other is private and

used to decrypt the message that is received.

• Digital signatures. Veri�es that the message came from said sender by using public key

cryptograhy and cryptographic hash functions. A code made by the sender's private

key is attached to the message and acts like a signature to provide authenticity.

• Cryptographically secure pseudo random number generator (CSPRNG). To generate

random numbers for key generation, nonces and salt.

• Message authentication code (MAC). Con�rms that the message came from said sender

and that it is not tampered with by using symmetric cryptography and cryptographic

hash functions.

To have a proper function these primitives must be combined in a security protocol

[22]. An example of such a protocol is Transport Layer Security (TLS) where several of

these primitives are used to provide a reliable, private connection over a network where

the parties are authenticated. Message integrity in TLS is achieved by using MACs for

each message. Con�dentiality is secured by symmetric cryptography of the messages and

authentication is provided by using public key cryptography, see Figure 1.3. By using TLS

we protect ourselves from eavesdropping and man-in-the middle attacks on the Internet by

using Hypertext Transfer Protocol Secure (HTTPS) protocol instead of HTTP.

Since the widespread use of the Internet we have seen a growing use of cryptography to

secure the communication. The last �fteen years online banking, secure storing of passwords
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Fig. 1.3 TLS handshake to establish secure communication [57].

and digital signing of documents has become the new norm because of the security that

cryptography provides. Online banking uses TLS for a secure communication channel and

digital signatures to authenticate the correct user of the bank. To store passwords securely,

the password is hashed together with a randomly generated value called salt. This prevents

the attackers from retrieving the passwords if there should be a data leak. Storing passwords

is something that very many web applications do so that users can log into their account.

Examples of such web application are web shops, customer accounts of mobile phone

companies and your private e-mail. Practically everything that you as a user has a customer

relation to should store passwords securely if there exist a customer account that users can

log into.

Signing documents digitally is the equivalent of signing a document by hand and is

just as binding as a hand-written signature. In Norway, BankID is a way of authenticating

your identity and signing such documents. BankID has different methods for authenticating.

One of them identify the user by birth number, a personal password and a single-use code

generated from a hardware token. Another method to authenticate your BankID uses the

mobile phone. BankID is used in many scenarios, but most commonly used to log into your

online bank, verify payments online and to sign documents.
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One of the newest technologies to use cryptography in yet another way are blockchains.

Blockchains mainly use two different cryptographic tools: digital signatures and hash

functions.

The blockchain concept was �rst introduced in 2009 and today there are many different

blockchains in the world. The blockchains in focus for the purpose of this thesis will be the

public blockchains Bitcoin and Ethereum. Bitcoin is the pioneer blockchain and its purpose

is to be a decentralized cryptocurrency, whereas Ethereum improves upon the concept by

using the blockchain for more than just cryptocurrency; it serves as a general application

platform and represents a decentralized internet paradigm. This is done by using programs

called 'Smart Contracts' that are, together with their functions, treated as transactions in the

chain. Introducing such programs in the chain makes the chain programmable and users can

program whatever they like.

The mining protocol decides which node in the blockchain network gets to mine the next

block that is added to the chain. It is this protocol that makes the system decentralized since

in such a system there is no central entity to trust and in a system involving currency the

order of transactions is very important. Even though this system is decentralized, it is made

secure by mining in the sense that the transactions in the blockchain are correct. The security

in the mining process is based on cryptography. The various new types of 'money' that exists

in many blockchains are therefore called cryptocurrencies.

1.1 Motivation

The motivation for this thesis is the growing interest and use of blockchains. The mining

protocol used in both Bitcoin and Ethereum today may not be sustainable in the long run

because of their high electricity use. As of today Ethereum is working on a transition to

another protocol called Proof of Stake (PoS) by �rst implementing a hybrid protocol called

'Casper'. We will have a look at the protocols used in both chains today of the type called

Proof of Work (PoW) and also go into PoS, Casper and other alternatives that are proposed

as new mining protocols.

I do believe that blockchains will keep increasing in popularity, not only because of its

cryptographic security, but mostly because of its decentralized view of the internet. The

value of cryptocurrency has so far been highly �uctuating, so perhaps it is better to view it

as an asset rather than a currency. In the case of Ethereum, my own opinion is that the coin

Ether can be viewed as a 'ticket' you can exchange for different uses within the application

platform. However, to keep the interest for the technology growing and thereby reach its full

potential, maybe for purposes and applications that are not yet thought of, the challenge of
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electricity waste has to be dealt with. Another issue with some mining protocols is that they

pull the system in a more centralized direction. This is a contradiction to a block chain's

intention which is to replace the use of servers and therefore also centralized entities. Even if

blockchains' popularity should decrease, the idea about a decentralized Internet can be built

upon and it could be a stepping stone to some other technology.

In this thesis we will �rst go into details of how the mining in Bitcoin and Ethereum

works, and then discuss which of the more recently proposed mining protocols that are most

likely to be sustainable over time with more global usage of block chains. A note about the

reference list: Practically all information regarding blockchains and mining exists only as

white papers and various web pages, and is not published as traditional academic journal or

conference papers. Hence the reference list consists almost only of web pages pointing to

where information has been found.



Chapter 2

Blockchains

The idea that resulted in the blockchain concept was to make a decentralized cryptocurrency.

There have been multiple previous attempts at creating electronic cash, but decentralization

and the double spending problem proved to be a challenge. The �rst to succeed in imple-

menting a truly decentralized system is an unknown person, or group of people, that uses the

pseudonym "Satoshi Nakamoto". This entity introduced Bitcoin in 2009. Since its original

intention was to create and maintain a currency with its transactions, the ability to create

coins and to send them to others were the requirements of the system.

2.1 Blockchain concept

Previous attempts to create a cryptocurrency did not solve the problem with decentralization

as they all relied on a central server to ensure trust. In a cryptocurrency system theorder of

the transactions is of high importance and the participants have to agree on the same order of

transactions. Satoshi Nakamoto's solution to this was to gather transactions with timestamps

Fig. 2.1 Simpli�ed example of the block chain concept. We see that each block is dependent
on all the blocks that came before.
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Fig. 2.2 The usual client-server paradigm.

into a block and making a chain of the blocks, where each block is dependent on all the

previous blocks [34]. To prevent double spending of coins there also has to be no possibility

to rewrite the history of the transactions, i.e the blocks in Bitcoin. This is ensured by use of a

PoW protocol which we will have a closer look at later. The blockchain concept is illustrated

in Figure 2.1.

2.2 Extension of concept

The idea to build applications on top of cryptocurrency blockchains emerged, i.e applications

on top of a blockchain, to use the technology for more than just creating and sending coins

[34]. There were a few ways of doing this. The �rst was to build a new blockchain for each

application, which is a very limited way of doing things as each would have its own currency

and would only work for that speci�c application. It would also be expensive in terms of

developing costs. Another way is to build applications wrapped in ordinary transactions in

the existing Bitcoin blockchain. This second solution also has its �aws because Bitcoin can

not decide whether a foreign transaction is valid or not, since it does not keep track of other

states than that of its own coins.

Ethereum's purpose is to combine these methods and make a 'general' block chain. Here

users can create what has become known assmart contractswith their own rules. A smart

contract is handled like any other transaction such as transferring coins. With Ethereum we
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Fig. 2.3 New decentralized paradigm. The main difference is that the users are part of both
payment, registration, orders and other operations. It also provides 'trust' between unknown
people, so that a trusted third party is not needed. The latter also eliminates any payment to
third parties.

get a new internet paradigm. Figure 2.2 illustrates the usual client-server paradigm while

Figure 2.3 illustrates the new blockchain paradigm.

Ethereum can also be used without a web application, e.g making a smart contract

between someone who may or may not know each other and want to enforce some sort of

agreement. In this case, there is no need for a web application, but the contract is still on the

blockchain. We will discuss more about use cases in Chapter 4.

Private blockchains

There are also private blockchains, where all nodes are known and trusted. These kinds of

blockchains can be used within a company and serve as a distributed database that can not

be tampered with. Here, there are no web applications on top and no currency is generated.

There are several different ways to implement a private blockchain, some of them do not

include mining and therefore do not have a mining protocol. Others may include mining and

hence also a mining protocol where mining new blocks is ef�cient since all nodes trust each

other. Participants in this scenario are given different permissions. This thesis has focus on

decentralization, and private block chains are therefore not discussed further.
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2.3 Blockchain security

Blockchains are considered secure for several reasons. Let us look at the features that prevent

certain attacks from being possible to carry out.

Cryptography attacks

These kinds of attacks on the system's data are prevented by the use of cryptographic hash

functions and digital signatures. The hash functions and signature algorithms have been

through thorough analysis by cryptologists and have very conservative security estimates. It

is therefore assumed that these functions are secure as they are based on well known, dif�cult

mathematical problems. The digital signature provides a secure way to identify every user of

the blockchain.

51 % attack

This attack is related to double spending of coins where one tries to convince the rest of the

network that some wrong order of the transactions is correct by controlling the majority of

the network. The attacker can also prevent other transactions from being processed, both

of which are more likely to succeed if one controls the majority of the mining power of the

network. Such an attack could also be carried out with less than the majority, but is much

less likely to succeed [1].

Let us assume that an attacker has less than 50 % of the mining power of the network

and tries to spend the same coins that have already been spent in a transaction in a previous

block. He then has to make a fork of the chain, see illustration in Figure 2.4. A fork is a new

separate chain made out of a block that is not the last in the chain. This means that he/she

can not simply put another block into the original chain with data that is not correct; this

would not be accepted by the other nodes.

The other nodes verify the state after processing each transaction in each block, so the

other nodes would see that the coins already had been spent before. Therefore, the attacker

has to fork the chain and make this the longest chain since the longest chain is taken to be

the true chain by the network. In this way, the attacker can alter the state by mining several

blocks so that the false transactions are veri�ed by the others. To have the longest chain, the

attacker has to have the majority of the mining power to produce valid blocks quicker than

the rest of the network. The same coins would in this scenario �rst be spent, then reverted,

and �nally sent back to himself.

However, the mining protocols prevents this kind of attack as follows. In the current PoW

protocol:
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Fig. 2.4 Illustration of a fork (downwards). Block number 100 is the same as the original,
but block number 101 and block number 102 are different blocks with different transactions.
These blocks will have different hashes than the original ones so they form a completely
different chain.

1. The longest chain in case of a fork is taken as the true chain by the network because

this has the most computational work combined to back it up.

2. To mine a new block, the miner has to put in a lot of computational work. This implies

that the attacker wouldn't be able to make a longer chain than the rest of the network.

3. One has to solve the computational 'puzzle' which is to �nd a hash value that is below

a given target. This is done by trial and error and as this is impossible to guess without

doing the brute force work, it is computationally very heavy. However, it is very easy

to verify that a given hash value is indeed correct. This prevents succeeding in creating

a fork by not having to do more work than the rest of the miners.

Small blockchainsare vulnerable to 51 % attacks because there are few miners in the

network. Such an attack was made in 2016 against the blockchain Krypton [40]. This

particular blockchain is a side chain of Bitcoin which means that although it is a different

chain, it is linked to Bitcoin. The idea behind side chains is that one can own Bitcoins and

still use another blockchain without having to buy multiple currencies. The currency is sent
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to a speci�c address in its parent chain (in this case Bitcoin) which locks the funds and the

same amount is given to the user in the side chain (in this case Krypton). A side chain is

much smaller than its parent and has a substantial smaller network of nodes, hence a '51 %

attack' may be possible in practice. With a small network of nodes it is easier to obtain the

majority of the processing power since the entire network has limited computing power in

total. This fact leads to the conclusion thatsmallblockchains are vulnerable to such attacks,

but the larger ones, like Bitcoin and Ethereum, are assumed to be safe.

Sybil attack

A sybil attack is when someone creates multiple identities and by this tries to control the

majority of the network, so this attack is related to the '51 % attack'. However, multiple

identities will not give an attacker more computing power. The computational power would

be divided with the number of entities created, so if someone created 1000 entities, each

would have 1/1000 computational power. The sum would still be the same so this does not

give any advantages to the attacker in the blockchain concept [34].

DoS (Denial of Service) attack

This involves sending a lot of data to a node to overload it so that it can not process normal

transactions. In both the Bitcoin protocol and the Ethereum protocol there are several built-

in mechanism to prevent this type of attack, but the simplest is the protection the transaction

fees provide. The sender has to pay a fee for each transaction, in Ethereum this is called

'gas'. So if someone tries to overload the system with a lot of fake transactions it would be

expensive. The miners also decide what transactions to include, typically they choose the

ones with a high reward and these types of transactions would not be one of them. They

would eventually be picked up by a miner and included in a block based on waiting time, but

they would still have to send many of these at once to overload a node.

DDoS (Distributed Denial of Service) attack

This is in principle the same as a DoS attack, but in this scenario the attacker uses a botnet

so he/she has more resources and therefore more damage can be done if it succeeds. Even

with the use of a large botnet the attacker would not be able to 'crash' the network because

of the transaction fees. However, the attack on the Bitcoin side chain Krypton [41] was a

two-step attack were the second part was a DDoS attack made possible by �rst performing

a '51 % attack'. So with a combination of attacks it would be possible, but since the larger

chains such as Bitcoin and Ethereum are assumed safe from the �rst of these attacks they are
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also considered safe from the second part of the attack. Without the �rst part of the attack it

would be very expensive, so it is only feasible when someone controls the majority of the

network.





Chapter 3

Description of Bitcoin

3.1 Overview

Bitcoin was made to meet the requirements of a decentralized cryptocurrency. The currency

is called Bitcoin (BTC) and since its launch its value has been highly �uctuating. The value

was stable at about $13 or less up until 2013 when it rose to reach $1 155,05 by December

4th 2013 as shown in Figure 3.1. By the end of the same year, the prices started dropping

from its �rst peak and by the �rst quarter of 2014 it was halved. After this date the price to

USD have �uctuated with multiple peaks until suddenly it reached $19 535,70 by the end

of 2017 [7]. As of 29th of June 2018 the price has gone down to $5 905,97 as displayed in

Figure 3.2. This sudden, drastic peak in value also happened for other cryptocurrencies in

the same time period, but Bitcoin's peak was far more dramatic. As of March 14th 2019 the

price for one Bitcoin is $3 917,27.

Units of Bitcoins are usually expressed as one of the following [14]:

• BTC- Bitcoin. This is one full Bitcoin.

• dBTC- DeciBitcoin. This is 1/10 of a full Bitcoin.

• cBTC- CentiBitcoin. This is 1/100 of a full Bitcoin.

• mBTC- MilliBitcoin. This is 1/1000 of a full Bitcoin.

• uBTC- MicroBitcoin. This is 1/1000 000 of a full Bitcoin.

• Satoshi. This is 1/100 000 000 of a full Bitcoin.

Mining Bitcoin has become somewhat of a business since you can buy mining rigs with

specialized, expensive equipment. Because of this the system has become more centralized
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Fig. 3.1 Chart from CoinMarketCap [7] of Bitcoins prices in 2013 and in 2014.

Fig. 3.2 Chart from CoinMarketCap [7] of Bitcoins prices from 2013 to March 2019.
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Fig. 3.3 The Bitcoin blockheader.

where some entities control a signi�cant part of the computing power, and mining is now out

of scope for the common user who only has a laptop or desktop computer. This is in contrast

to its original purpose;decentralizationof currency. The PoW kind of mining in Bitcoin is

also very environmentally hostile because of its high use of electricity.

The total number of Bitcoins to mine is �xed at 21 million. It was designed to be scarce

and resembles the rate that gold is mined and this is were the term 'miner' comes from. Its

in�ation rate also resembles gold and hence is decreasing over time and reaches zero when

all Bitcoins are mined [10]. As of February 2019 about 84% of all Bitcoins are mined and in

circulation.

The block reward for mining a new block was at �rst 50 BTC, but this reward is halved

every 210 000th block. In 2012, the block reward was 25 BTC, and as of today it is 12,5

BTC. When all Bitcoins are mined, the network is still dependent on the miners to mine

new blocks with transactions to keep the network going, but mining will be less lucrative

than it is today. A possible solution is to increase the transaction fees after all coins are

mined. The Bitcoin blockchain will most likely never change their mining protocol since

their largest mining pools have invested in expensive hardware for PoW mining which then

would become useless.
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Fig. 3.4 The structure of Bitcoin.

3.2 Bitcoin blockheader

We will now go into more technical details about Bitcoin and how the system works. We

will start by explaining the blockheader and what information each block contains which is a

good starting point to later see how the blocks are connected and mined.

Figure 3.3 shows the content of the blockheader which is made up of six �elds:

• prevHash: The hash value of the previous block; double hashed with SHA256.

• version: Decides what validation rules to follow for validating a new block.

• timestamp: Timestamp of when the miner started to hash the block header.

• bits: Dif�culty of mining the block.

• nonce: Value for verifying the Proof of Work is valid.

• merkleRoot: The root of the Merkle Tree of the block's transactions. We will go into

Merkle trees in Chapter 4.3.4.

Adding the transaction list for each block, the chain structure is shown in Figure 3.4.

This is essentially what Bitcoin is; a chain of blocks which are dependent of all that came

before and where each block has a list of transactions that it executes when it is mined and

validated. This has two interesting parts to it. The �rst is how the blocks are added and at the
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Fig. 3.5 Illustration of how the state transition function changes the state with UTXO concept
visualized.

same time the transactions executed, and the second is how this is accepted as the truth by

every other node in the network since only miners add new blocks to the chain. We will now

have a look at what is called the 'State Transition Function', the mining protocol, the mining

algorithm and how blocks are validated by others.

UTXO - Unspent Transaction Output

The coins within the Bitcoin protocol are actually called Unspent Transaction Output, or

UTXO for short. Each time a coin is spent as an input in a transaction, the coin is removed

from the state and the output coin is added. So the only coins that exist are those that are

outputs and not yet spent in a new transaction. An UTXO has an owner and a denomina-

tion, because the UTXO's are of different value depending of the sum of the inputs to the

transaction they are outputs of.

3.3 State and the State Transition Function

Bitcoin's state is made up of all UTXOs together with their owner and denomination. Each

node has a database with all UTXOs which makes up the state, but it is not encoded in the

blocks in any way. Every transaction changes this state [34] and the state transition function

is carried out multiple times per block, once for every transaction in the block.
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Figure 3.5 demonstrates a simpli�ed example where UTXO2 and UTXO4 is owned by

the same address. UTXO2 and UTXO4 are removed from the state and the new resulting

UTXO6 is added.

The owners address is a 160- bit hash of the public part of the Elliptic Curve Digital

Signature Algorithm (ECDSA) key pair [3].

3.3.1 Transaction fees

There is a transaction fee for each transaction and this fee varies over time depending on

supply and demand. The fee is calculatedper bytebecause miners can only include transac-

tions up to about 1 million bytes in total per block [9]. Miners choose which transactions to

include in their block depending on the fee they receive, so if someone wants their transaction

to be picked up quickly one should set the fee accordingly. All transactions eventually gets

mined depending on a waiting period.

3.4 Proof of Work mining - processor intensive

Bitcoin uses the PoW mining protocol and the protocol essentially states that the hash of

every block, in this case the SHA256 hash, has to be smaller than a given target. Since the

hash has a �xed number of digits, this means that the hash value must have a certain number

of leading zeroes to be valid. The only way to �nd this is by brute force; simply trying to

combine the �xed parts of the block's header with a new nonce until one matches the target.

This is done by incrementing the nonce for each try. The target is de�ned as [8]:

target=
2256

Hd
;

where2256 is the highest possible target andHd is the current block's dif�culty. Let us look

at an example from a real block [12];

We will take a closer look at the two marked components; 'Dif�culty' and 'Bits'.

Dif�culty

The component is used to calculate how many possible valid hash values there are by dividing

all possibilities on this number.

The window of valid hash values in Figure 3.7 is in itself quite big since we are dealing

with big numbers, but since there are so many more possibilities, the chance of �nding such

a valid value results in many failures before success. Because the dif�culty is adjustable,
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Fig. 3.6 Information from a real block in Bitcoin.



22 Description of Bitcoin

Fig. 3.7 The dif�culty in Figure 3.6 results in this 'window' of possible valid hash values.

the time to mine a new block can be regulated as new miners enter or leave the network.

If the dif�culty goes up, the target space to �nd a valid hash gets smaller so it becomes

more dif�cult to �nd a nonce matching the target space and hence it takes longer to mine.

If the dif�culty goes down, the target space to �nd a valid hash gets larger so it becomes

less dif�cult to �nd a nonce matching the target space and hence it takes lesser time to mine.

This is adjusted in every 2016th block such that approximately 6 new blocks are mined every

hour, so about one block every 10 minutes.

Bitcoin's PoW algorithm is processor intensive. As mentioned before, specialized

expensive hardware known as ASICs (Application-Speci�c Integrated Circuits) can be used

for faster mining. Adjusting the dif�culty prevents block creation from going faster than it is

intended to, but the system is still becoming more centralized because few people have the

resources to buy this specialized hardware, especially in large quantities. The adjustments in

dif�culty keep the mining rate somewhat stable, but it becomes increasingly harder to do the

computational work behind it.

Bits

This component gives us the target hash value. The hash value of the block that is currently

being mined has to be smaller than the target hash value. The bits are given in decimal;

390158921 which is in hex: 17415A49. The �rst byte; 17, gives us the length of the target
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Fig. 3.8 Example of target hash with a byte length of 23.

Fig. 3.9 Example of target hash with a full byte length of 32.

which in decimal is 23. So this particular target hash has a byte length of 23. We have 4

bytes so adding another 19 bytes at the end gives us the example target in Figure 3.8.

SHA256 is a 32-byte hash function, so the target has to have even more zero padding,

this time the zeros are added in the front. To this particular target we need to add another 9

bytes and we get the 32-byte value in Figure 3.9 as a target. This means that our example

target hash value has to have at least 18 leading zeros to be considered a valid hash value.

Our example shows zeros as nibbles, so in bits this would be 72 leading zero-bits.

3.4.1 Hashcash

The algorithm Hashcash is used in Bitcoin mining and other systems as well, so it is not made

particularly for the purpose of mining cryptocurrency. The concept is however improved

upon in the case of Bitcoin by using SHA256 instead of SHA1 and double hashing it.

Algorithm 1 Hashcash

Input: New block's header + current nonce guess

Output: Hash value, nonce (to be put into the new block for broadcasting and validation)

1: function INITIALIZE (Hash value)

2: Hash value = SHA256(SHA256(Header + nonce))

3: end function

4: while Hash value > targetdo

5: Increment nonce

6: Hash value = SHA256(SHA256(Header + nonce))

7: end while

8: return Hash value, nonce
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Algorithm 1 shows the Hashcash algorithm written in pseudocode. At the end, when the

hash value and the nonce are found, they are put into the new block and the new block is

broadcast to the network for validation.

The original Hashcash only hashes once with SHA1 and the proof it provides is meant

to detect e-mail spammers by checking whether the hash value of the senders' address is

not marked as valid, or if the hash value is registered in the receivers database of possible

spammers [37]. In the case of Bitcoin it is used to verify valid blocks to add to the ever

growing chain.

Block validation

The new block must be validated by all other nodes in the network, this way users of the

network do not have to trust the miner; the entire network is in consensus. The miner that

�rst creates a new block broadcasts it to the network and each node validates and executes

the transactions in it. Their local version of the block chain is then updated as well as their

local copy of the state.

A valid block has a reference to the previous block that exists and is valid. The new

block's time stamp is also checked and has to be greater than the time stamp of the previous

block and less than 2 hours into the future. The proof of work on the block is validated before

any of the transactions are executed. This is done by double hashing with the given nonce

and checking the result against the target. If this is within the target, the transactions are

sequentially executed and changes to the state are made if none of them returns an error [34].

3.4.2 Simpli�ed Payment Veri�cation - SPV

Light nodes are nodes in the network that do not download the entire blockchain which is

roughy the size of 190 GB, but obtains blockheaders from other, full nodes. These light

nodes use a method called simpli�ed payment veri�cation, SPV, which is described in the

Bitcoin Whitepaper [10]. The method relies on trusting the full nodes since the transactions

are not veri�ed by the light nodes themselves, but obtained from full nodes.

To summarize, one block is added to the chain as shown in Figure 3.10.

3.5 Bitcoin mining in the real world

ASICs are microchips that are customized for a particular use. In 2013, such a microchip was

designed and released for Bitcoin mining [5]. It is much faster than any other technologies

used to mine before it. Earlier mining was CPU based, then it switched to GPU which is
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Fig. 3.10 The blockchain itself is pictured at the bottom which every node has a copy of. The
majority of the work is done by the miner in the PoW computation which is highlighted with
red edges. The miner also decides which transactions to include.

faster than CPU mining [21]. Other specialized hardware has also been used for mining

purposes, but today ASIC mining is the only pro�table choice. ASICs are expensive hardware

and thus makes mining out of scope for the common user of the network. If one is to join the

network, own and use Bitcoins, the easiest way to do so is to buy BTC and not get into the

mining business.

Miners organize themselves in so called 'Mining pools' where miners work together

and share the block reward. It is estimated that about 81% of the Bitcoin mining is taking

place in China [6] in such pools. This is due to China's low electricity costs [24]. Because

of this fact, Bitcoin currently suffers from centralization, which is a contradiction to the

blockchain's purpose of being decentralized. One such company is called Bitmain and is

located in Beijing [11]. This company also operates the mining pool called 'Antpool' which

is one of the largest mining pools in the world.

Figure 3.11 shows a graph from the site www.blockchain.com [20] of Bitcoin's growing

hashing rate over time. As we can see, the hashing rate has grown substantially in 2018. This

means that the network is more secure because it has more computational power, but also

that the dif�culty increases as we can see in Figure 3.12 and this makes mining out of scope

for most people. So the introduction of both ASICs and mining pools have indeed had one

positive impact; making the network more secure.

With these computer halls, the electricity waste is also an issue because of the PoW

protocol which has the �aw of wasting a lot of electricity since all miners compete to �nd the

next block to include in the chain.
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Fig. 3.11 Graph of Bitcoins growing hashing rate [20].

Fig. 3.12 Graph of Bitcoins growing dif�culty [20].
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Fig. 3.13 Graph of Bitcoins' electricity consumption.

Bitcoin's electricity consumption is growing fast, Figure 3.13 shows a prediction of its

percentage of the worlds electricity use up until January 2020 if the current growth is to

continue [4]. This is an environmental threat and should be taken seriously. Also, most of

the mining is centralized to China as mentioned, and although electricity is cheap it is not

being generated in a green manner, rather it is mostly generated by coal power plants [25].





Chapter 4

Description of Ethereum

4.1 Overview

Ethereum's purpose is to be both a cryptocurrency and in addition; to be a general blockchain

[34] where anyone can build applications on top of the chain. This kind of use of the

blockchain makes up a new internet paradigm, as stated in Chapter 2 and illustrated by Figure

2.3. Because of its use and purpose, the blockchain architecture differs from that of Bitcoin.

The blocks have more information stored in them [34] and the most important difference is

that the blocks store the most recent state by a pointer to a modi�ed Merkle Patricia trie.

Ethereum's currency is called Ether and its value has also �uctuated and peaked 14th of

January 2018 at $1 338,67. As of March 2019, the price for one Ether is $137,26. Figure 4.1

shows the chart from Coinbase with the previous and current prices of Ether.

Each unit of Ether has its own unique name. They are listed as units of Wei, which is the

smallest units of Ether and the base unit [27]:

• Wei.

• Babbage - Kwei. This is 103 Wei.

• Lovelace - Mwei. This is 106 Wei.

• Shannon - Gwei. This is 109 Wei.

• Szabo - microEther. This is 1012 Wei.

• Finney - milliEther. This is 1015 Wei.

• ETH - Ether. This is one full Ether and 1018 Wei.
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Fig. 4.1 Chart from Coinbase [26] of value of Ether in USD.

Fig. 4.2 The Ethereum block header.

In contrast to Bitcoin, there is not a �xed total number of Ether to be mined, but only a

maximum of 18 million ETH can be mined per year. This means that the relative in�ation is

decreased over time, also since some Ether are lost every year by their owners [29].

4.2 Ethereum blockheader

Before we will go into more details about the whole system, we will have a look at the

blockheader.

Figure 4.2 shows the Ethereum block header with the following �elds:

• parentHash: Keccak256 hash value of the previous block header.

• ommersHash: Keccak256 hash value of the ommers list.
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• bene�ciary: Address (160 bit public key) of the block's miner.

• logsBloom: Bloom �lter of all logs from all receipts of every transaction in the block.

• dif�culty: Value that describes the block's dif�culty.

• number: Number of the block.

• gasLimit: Limit of gas to be used per block.

• gasUsed: Gas used in total for this block; for all its transactions.

• timestamp: The time the miner started mining this block.

• extraData: Byte array with data for this block where array� 32 bytes.

• mixHash: Keccak256 hash value of all other header �elds in this block except itself

and 'nonce'.

• nonce: 64-bit random value.

• stateRoot: Keccak256 hash value of the root node of the state trie.

• transactionsRoot: Keccak256 hash value of the root node of the transaction trie for the

block.

• receiptRoot: Keccak256 hash value of the root node of the receipt trie for the block.

The components 'mixHash' and 'nonce' together proves that the computational work has

been done for this block and are used to verify that the proof of work is valid. Each block has

a list of transaction receipts in addition to a list of the transactions. The receipts are made up

of 4 items which are found after the current transaction is executed; the state, the amount of

gas used, set of logs created and Bloom �lter composed of these logs [31]. The component

'logsBloom' is included to make it easier for an application to �nd relevant logs; it can scan

the Bloom �lter of each block header to see if the block contains relevant logs and if it does;

execute those transactions and get the logs that the application needs [13].

To get the full picture of Ethereum's chain structure we have to look at the data structures

in Ethereum to better see how it differs from Bitcoin and hereby improves upon the block

chain concept.
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4.3 Data structures

The data structure 'Merkle tree' is used in both Bitcoin and in Ethereum, but Ethereum uses

the more advanced structure 'Modi�ed Merkle Patricia Trie'. DAG creation and DAG usage

is part of Ethereum's Ethash algorithm for mining.

4.3.1 DAG - Directed Acyclic Graph

The data structure used in the Ethash algorithm is an array, but this array can be viewed as

a directed acyclic graph. A directed acyclic graph is a graph with a �nite number of nodes

where every node point to another node without any cycles. This means you can not start

at a nodev and follow a path in the graph and end at nodev again. Ethashs' DAG and its

generation will be explained in details in Section 4.6.2.

4.3.2 Trie

This structure is used for storing an associative array. The indices of the array is the nodes'

positions in the trie and the values in the nodes are the values of the array. The edges in the

trie represents the alphabet and the words of the alphabet are retrieved by traversing down a

branch of the trie, adding letters down the path. One special type of trie is a Radix trie where

the radix is the maximum number of children a node can have, that is, the number of letters

in the alphabet.

4.3.3 Patricia trie - Practical Algorithm To Retrieve Information Coded

In Alphanumeric

This is a compressed form of a trie and therefore it requires less memory to implement. It

compresses nodes by merging the key with its parent if it is the only child.

The example in Figure 4.3 shows �ve words; Ether, Ethereum, Ethereal, Bitcoin and

Bittorrent. To include a new unrelated word, for instance 'WEI', a node with the key 'WEI'

would be added to the root as a third child. This trie has a radix of 26; one for each character

in the alphabeth used. It could be a radix 2 tree if the words were interpreted binary, but this

would be a deeper trie.

4.3.4 Merkle tree

A Merkle tree is a hash tree where every leaf node contains the cryptographic hash of a data

item and every non-leaf node contains the cryptographic hash of its one or two children. This
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Fig. 4.3 Example of a Patricia trie and the search for the word 'Ethereum'.

tree type is a hash chain and propagatesupwardsto the root, or to the top hash. This implies

that making changes within the tree will make changes upwards in the tree and eventually

change the root hash as well. Figure 4.4 shows an example of a binary Merkle tree.

4.3.5 Modi�ed Merkle Patricia trie

By using a combination of a Merkle tree and a Patricia trie we obtain a secure and ef�cient

trie structure. In Ethereum, the root hash is publicly known meaning that anyone can give a

proof that a [path, value] pair exists by providing the nodes that goes up that particular path

to the root of the tree [43]. An attacker can not convince others that a 'fake' [path, value]

pair exists, since this will change the root hash at the top that is public. Because of this we

can say that the database, that is made up of the data in the tree structure, is immutable.

To implement this kind of trie structure, different types of nodes are used [55]:

1. Leaf nodes:Lists of [key, value] pairs with pre�x either 2 or 3. Pre�x 2 means that the

node contains an even number of nibbles (for instance the key ends in "13"), and pre�x

3 means that the node contains an odd number of nibbles.

2. Branch nodes:Lists of length 17 with the �rst 16 elements being every character in

the hexadecimal alphabet and the �nal holding a value if there is a [key, value] pair

where the key ends at this branch node.

3. Extension nodes:Lists of [key, value] pairs with pre�x either 0 or 1. The 'value' is

different in this type of node; it is the hash of another node and is used as a pointer.
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