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Abstract

Exposure to high levels of air pollution is a significant cause of premature mortality. In

Norway, people spend about 90% of their time indoors. Therefore, the relationship between

indoor and outdoor concentrations of air pollution is important for the understanding of

potential health effects from pollution. In addition, the indoor climate plays a critical role in

the comfort of building occupants. Niche companies, with heavy-duty analyzers can be used

to monitor the air quality in buildings. However, low powered and cheap IoT-devices with a

long communication range offer the potential for more continuous monitoring and analysis

of buildings air quality, while covering a larger geographical area.

In this research, we present an air quality monitoring system, based on a LoRaWAN

network with low cost sensors. The dashboard web application includes all features needed

to help increase air quality awareness in buildings. We analyze the relationship between in-

door and outdoor air quality in different building types (office, campus, and residential), and

investigate the difference between old and new buildings. We measured the concentrations

of indoor and outdoor particulate matter (PM2.5 and PM10), carbon dioxide (CO2), temper-

ature, and humidity at six different buildings in Bergen, Norway. The results show that the

overall air quality in the monitored buildings are within the set climate recommendations. In

addition, our results indicate that there is a stronger relationship between indoor air quality

and outdoor pollution in old mechanically ventilated buildings.
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Chapter 1

Introduction

1.1 Background and Motivation

By the time you read the �rst sentence of our thesis, you will have taken at least two breaths

of air. While the air may have felt "fresh", it contains pollutants. These pollutants are

hazardous to you and others around you. An adult human being breathes about 10,000

liters of air each day. Therefore, air quality is of great importance to people's health and

why governments and the general population has become more alert to this issue in the last

decades.

Recent reports from the World Health Organization (WHO) show that air pollution is

the cause of premature mortality in several ways, contributing to death from heart diseases,

stroke, and lung cancer among other things. In 2016, about 12.5% of all deaths worldwide

were due to indoor and outdoor air pollution, making it the second leading cause of overall

death after heart diseases [32]. Norwegians spend around 90% of their time inside, and

during weekdays 1/3 of that time is spent at work [69]. This makes the indoor air quality of

importance to the occupants. In Bergen, Norway, local newspapers publish articles yearly

about the risk of high air pollution in the city center, during the coldest days of winter. The

highest exposure of pollutants is, therefore, to be considered throughout the colder months

of the year, with the highest variation throughout the spring and fall.
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In this thesis, we will investigate how we can use Internet of Things (IoT) to monitor if

the indoor air quality correlates to outdoor pollution. This will be enabled using di�erent

sensors in a long-range wireless network, where we use a web application to visualize the

result. Our research will be conducted during the spring, where we will be looking at di�erent

locations in Bergen, with di�erent attributes, to see whether or not there is a di�erence. We

will look into the Indoor and Outdoor (I/O) relationship, analyze how well newer buildings

withstand the outdoor pollution compared to older buildings, and if they are following the

Norwegian laws on indoor climate. This research will be done in collaboration with the local

consulting �rm, Rainfall.

1.2 Goals and Research Question

In this thesis, the main goal is to analyze whether or not there is a correlation between indoor

and outdoor air quality in di�erent buildings. We want to conduct this research gathering

observational data from sensors (IoT-devices), created in collaboration with Rainfall. In

addition, we will build a system architecture for analyzing the data collected. In order to

achieve these goals, we attempt to answer the following research questions:

ˆ Can low powered, cheap IoT-devices with a long range be used to monitor the rela-

tionship between indoor and outdoor air quality?

ˆ Is there a correlation between indoor air quality and outdoor pollutants in buildings

around Bergen?

ˆ Is there a stronger relationship between indoor air quality and outdoor pollutants in

older buildings?

ˆ How well do buildings in Bergen hold up to the indoor climate norms set by the

Norwegian Institute of Public Health?

In addition, we have de�ned three sub-goals. (1) Use cheap sensors, and still get accurate

data, (2) create an easy-to-use web application to visualize air quality information to building

occupants, and (3) �nd out whether people reect on indoor air quality. Achieving these

sub-goals will help us get a better result of our prototype.
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1.3 Related Work

Research on the topic of indoor air quality has emerged and researchers around the world have

studied the relationship between indoor and outdoor air quality. The major focus has been on

the I/O relationship of air quality in commercial buildings and schools. In 2014, A. Challoner

and L. Gill wrote a research article on the indoor/outdoor air pollution relationship in

commercial buildings. They monitored the concentrations of nitrogen dioxide and particulate

matter inside and outside ten commercial buildings in Dublin, Ireland. Their research showed

that naturally ventilated shops had the highest concentrations of particulates, but that

mechanically ventilated buildings show a stronger correlation between indoor and outdoor

nitrogen dioxide concentrations [19].

Blondeau et al. (2004) studied the relationship between outdoor and indoor air quality in

eight French schools. Their results showed that the I/O ratio of nitrogen oxide and nitrogen

dioxide were found to vary in a range from 0.5 to 1, and from 0.88 to 1, respectively. On

the contrary, I/O ratios of ozone vary in a range from 0 to 0.45 and seem to be strongly

inuenced by the building air-tightness [15].

J. Wichmann et al. (2011) monitored the particulates, soot, and nitrogen dioxide indoor

and outdoor relationships at homes, pre-schools, and schools in Stockholm Sweden. Their

results concluded that the three major indoor environments occupied by children o�er little

protection against combustion-related particles and gases in the outdoor air [71]. These re-

sults show that there is a large number of buildings, both mechanical and natural ventilated,

that has issues keeping pollution out.

There have been a number of di�erent studies the last decades investigating the in-

door/outdoor relationship all over the world among the sources mentioned above, in places

such as Europe, Asia, and North America [37, 50, 36, 67]. A di�erent point of view is to

look further into the relationship between indoor air quality and outdoor pollutants in newer

buildings, compared to old buildings, and look for an increase in standard when the ventila-

tion is up to date. Researchers from Dalian University of Technology, China, and Northeast

Petroleum University in Daqing, China, investigated the correlation between indoor and

outdoor particulate matter of di�erent building types in Daqing, China. Their result showed
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that during the summer, 80% of the indoor particles came from outside in naturally venti-

lated buildings, showing a signi�cant positive correlation among indoor and outdoor particles

concentration, and that there is a di�erence between the category of buildings [34].

Research on the topic of indoor air quality has been conducted using heavy-duty ana-

lyzers, such as Aerocet 531 aerosol pro�ler [37], or �lters, such as a teon �lter [71], for the

measurements of pollutants. These methods use expensive hardware or �lters that have to

be analyzed manually, instead of getting readings every hour. There has been less research

completed with simple hardware devices, such as small sensors and IoT. In 2016, researchers

from Molde University College in Norway and the University of Zilina in Slovakia did a

systems analytics approach using wireless sensor network technologies and big data visual-

ization for continuous assessment of air quality in a workplace environment [39]. We want

to use this idea of wireless sensors to monitor the correlation between indoor and outdoor

pollution.

After we started our research, two papers have been published on technology solutions

for a monitoring system of air quality. Their studies are based on di�erent proposals and

prototypes, supporting our choice of Long Range technology and sensors for our prototype.

Thu et al. (2018) propose a smart air quality end-to-end system as a case study in Yangon,

Myanmar, collecting humidity, temperature, dust, and carbon dioxide. This is used to

monitor the real-time status in the city [68]. Candia et al. (2018) present an experience in

La Plata, Argentina where an air quality monitoring system for urban areas was assembled.

They tested three di�erent models of sensors, and used a scalable platform for IoT in the

cloud, where they process the received data and monitor the network [17]. In our research,

we receive our sensors observations through an IoT platform, to process the data before

visualizing it.

1.4 Thesis Outline

Chapter 1: Introduction

In Chapter 1 we introduce the background of the problem statements, related work, and our

motivation behind why we are looking further into our stated problems. We also present our

goals and research questions behind the thesis.
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Chapter 2: Background

In Chapter 2 we describe the theoretical background of air pollution, including indoor air

quality, an air quality index, and air pollution sources. Furthermore, we clarify the Norwegian

laws and social norms of indoor air quality, and explain Internet of (IoT) and Low-Power

Wide Area Networks (LPWANs).

Chapter 3: Research Methods

In Chapter 3 we introduce the research methodology, design science research. We explain

how the sampling and collection of data occurred. Furthermore, we describe how we use

statistical analysis to analyze the indoor/outdoor relationship of air quality in buildings,

and how we compare indoor climate. In addition, we present how the di�erent sub-goals are

achieved.

Chapter 4: System Architecture

In Chapter 4 we provide relevant information about the system architecture and used tech-

nologies in our prototype. We look further into the Perception Layer, Network Layer, and

Application layer of our three-layered IoT architecture, including technologies such as Lo-

RaWAN, The Things Network, and Amazon Web Services.

Chapter 5: Design and Implementation of Prototype

In Chapter 5 we describe how we design and implement the last part of our system archi-

tecture; the prototype. We further detail and explain the hardware used in the perception

layer, and demonstrate the dashboard web application.

Chapter 6: Results and Evaluation

In Chapter 6 we present the evaluation of our collected data, web application, and peo-

ple's reections on indoor air quality. We visualize and discuss the results from our data

collections, comparing the di�erent sub-sets in our population.

Chapter 7: Conclusion

In Chapter 7 we discuss our �ndings, summarize the result, and conclude. In addition, we

present future work that can be conducted to enhance the research.
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Chapter 2

Background

In this chapter, we de�ne air pollution and the di�erent pollutants, particulate matter and

carbon dioxide. We present the background of the laws of indoor air quality in Norway. In

addition, in order to understand the design and implementation of our prototype, we give a

background of the Internet of Things and Low-Power Wide-Area Networks.

2.1 Air Pollution

Air pollution occurs when harmful substances are introduced to the atmosphere. It can be

harmful to both human health and the environment when a mix of particles and gases reach

a high concentration. The terminology of air pollution splits into the matter of particu-

lates and gases [70]. Air pollution is a local, pan-European and hemispheric issue, where

pollutants released in one country may result or contribute to poor air quality elsewhere.

This happens when the pollutants are transported in the atmosphere. On a general basis

particulate matter, ground-level ozone and nitrogen dioxide are considered having the most

e�ect on human health. However, carbon dioxide is the most common of the greenhouse

gases, followed by methane [4]. Air pollution concentrations are expressed as either� g / m 3

(milligrams per cubic meter) or ppm(vol.) (parts per million by volume) [70].
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2.1.1 Indoor Air Quality

Indoor Air Quality (IAQ) is the quality of the air within and around buildings and structures.

IAQ can be a�ected by both gases or masses, like carbon dioxide and particulate matter.

Poor air quality inside buildings a�ects occupants health and comfort, and understanding

how to control these pollutants will reduce the exposure and lower the risk of health e�ects

[8].

We spend a lot of our time indoors at work, school, and home. Many of us spend up

to 90% of our day indoors, according to Norwegian Institute for Air Research (NILU) [33].

The indoor climate is important for health, well-being, productivity, and learning. Poor

indoor climate can contribute to diseases and increased health problems. Extra vulnerable

are children and people with respiratory diseases, allergies, and hypersensitivities. Healthy

people may also experience repeated respiratory infections, headaches, fatigue, sore mucous

membranes, and reduced concentration and workability when they stay in buildings with

poor indoor climate for a long time [33]. Most common ailments and diseases are skin and

mucosal irritation, headaches and odor complaints, respiratory diseases and allergic reactions,

and worsening of respiratory infections [26].

In order to have a good indoor climate, there are not just the di�erent pollutants that

have to be at certain levels, temperature and humidity are important factors as well [13].

Temperature a�ects humans in two ways, it creates a comfortable and healthy living en-

vironment and it may accelerate mold and bacteria growth. Humidity also a�ects humans

in two ways. High air humidity will increase chances of mold and feeling damp, while low

air humidity is associated with dry throat, dry skin, and chapped lips. According to the

Norwegian Labour Inspection Authority, room temperature should be around 22°C and the

ideal relative air humidity below 60% in occupied buildings [13].

2.1.2 Air Pollution Sources

Outdoor air is often referred to as ambient air. The common sources of outdoor air pollution

are emissions caused by combustion processes from motor vehicles, solid fuel burning, and

industry. Other pollution sources include smoke from bush�res, windblown dust, and bio-

genic emissions from vegetation [44]. There are four categories within air pollution sources:
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Mobile sources, stationary sources, area sources, and natural sources. Mobile sources include

cars, buses, planes, and other moving sources. Stationary sources are man-made sources such

as industrial facilities, factories, power plants, and oil re�neries. Area sources can include

agricultural areas, cities, and wood burning �replaces. Natural sources include wind-blown

dust, wild�res, and volcanoes [5].

Indoor air pollution, just as outdoor pollution, can come from sources outside the home,

such as emissions from transport or smoke from neighboring wood heaters, and from sources

within homes. The indoor sources are a�ected by building materials, people, work activities,

cleaning, maintenance, and ventilation. The importance of the factors will vary both in time

and from building to building [5].

2.2 Pollutants

Pollutants are substances which spreads into the air, water or soil. A pollutant may cause

long- or short-term damage by causing health e�ects, or interfering with human comfort or

amenities. Substances spread by nature itself, e.g., volcanic eruptions, is not considered as

pollution. In Norway, the Pollution Control Act is established to protect the environment

and nature against pollution [11].

2.2.1 Common Indoor and Outdoor Pollutants

Researching the relationship between indoor air quality and outdoor pollutants, we have

to look further into what type of pollutants are the most interesting. There are a number

of di�erent sources of air pollution, which creates di�erent types of pollutants. The most

common outdoor pollutants are Particulate Matter (PM), ground-level Ozone (O3), Nitrogen

dioxide (NO2), and Sulfur dioxide (SO2) [44]. Some of the major indoor pollutants that

are reducing the indoor air quality are Volatile organic compounds (VOCs), mold, Carbon

monoxide (CO), and secondhand smoke [8]. Carbon dioxide (CO2) is also a factor to bad

indoor climate. Indoor levels that are unusually high can cause drowsiness, headaches, or

make occupants function at lower activity levels. In this thesis, we will monitor PM and

CO2 as pollutants for our air quality analysis, as these substances are common within cities,

and a�ect people's health and comfort.
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Particulate Matter

PM is a mixture of solid or liquid matter at a microscopic level that gets into the air. These

particles, once inhaled, can a�ect our hearts, lungs and cause serious health e�ects. Sources

of PM can be natural or caused by human action. PM is usually divided into di�erent

subtypes like suspended particulate matter, thoracic and respirable particles and inhalable

coarse particles [9].

Inhalable coarse particles is a type of PM that cause most problems to our health. This

subtype is particles that are less than 10 micrometers in diameter and cause great problems

as they can get deep into our lungs and might end up in our bloodstream. We divide them

into �ne particles, PM 2.5 (diameter less than 2.5� m), and coarse particles, PM10 (diameter

between 2.5� m and 10 � m). There are many di�erent types of PM, and it can be made

up of hundreds of di�erent chemicals. Where some might be directly from a source, others

are a result of di�erent chemical reactions. PM can be divided into locally generated and

long-transported PM [51]. In Norway, the most common sources to PM are tra�c, wood

heaters, and industry [43].

According to the World Health Organization (WHO), exposure to PM in the air has been

linked to several di�erent health outcomes in Europe. E�ects related to short-term exposure

are lunge inammatory reactions, respiratory symptoms, adverse e�ects on the cardiovascular

system, and an increase in medication usage, hospital admissions, and mortality. E�ects

related to long-term exposure are an increase in lower respiratory symptoms, reduction in

lung function in children, an increase in chronic obstructive pulmonary disease, reduction in

lung function in adults, and reduction in life expectancy. Studies have reported signi�cant

associations between PM2.5 concentrations and adverse health e�ects [46].

Carbon Dioxide

Carbon dioxide is the long-lived greenhouse gas that is the dominant contributor to climate

emissions worldwide. CO2 is an essential ingredient in photosynthesis, the process where

plants make energy and occur naturally in the atmosphere. Rapid, deep, and persistent cuts

in CO2 and other long-lived greenhouse gases are necessary to stabilize global temperature

rise in the long term, where up to 60% of CO2 can stay in the atmosphere for over 100 years,
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and 25% for over 1,000 years. According to WHO, CO2 is the largest contributor to climate

change [45]. In this thesis, we are not researching the e�ect CO2 has on climate change,

rather than its direct negative e�ect on human health.

There are di�erent sources to CO2, as it occurs naturally. According to the Interna-

tional Energy Agency (IEA), emissions have more than doubled since the early seventies

and increased by around 40% since 2000. Most of these increases are linked to increased

economic output. Electricity and heat generation were the largest sources of emissions in

2016, accounting for 42% of the global total, while transport accounted for one-quarter of

total emissions in 2016 [7]. Norway's emissions of CO2 is mainly caused by the combustion

of oil products, gas, and coal [38].

CO2 is a major greenhouse gas and cause climate change, but it can also impact human

health. The levels of CO2 in the air will di�er by the air exchange rate and sources, and

peoples reaction to the exposure will be di�erent. When the CO2 levels rise, it becomes more

di�cult to breathe. It can cause irritation to humans by causing headaches and drowsiness by

lower levels of exposure. Higher levels of exposure are associated with headaches, sleepiness,

and stagnant, stale, stu�y air. Poor concentration, loss of attention, increased heart rate,

and slight nausea may also be present. Toxicity or oxygen deprivation occurs at extreme

levels of exposure [29].

2.2.2 Air Quality Index

Pollutant Index level
(based on pollutant concentrations in mg/m3)

Good Fair Moderate Poor Very poor
Particles less than 2.5� m (PM2.5) 0-10 10-20 20-25 25-50 50-800
Particles less than 10� m (PM10) 0-20 20-35 35-50 50-100 100-1200
Nitrogen dioxide (NO2) 0-40 40-100 100-200 200-400 400-1000
Ozone (O3) 0-80 80-120 120-180 180-240 240-600
Sulphur dioxide (SO2) 0-100 100-200 200-350 350-500 500-1250

Table 2.1: European Air Quality Index - Bands of concentrations and index level. [6]

The European Environment Agency (EEA) created a European Air Quality Index (AQI).

This AQI was created to allow users to understand more about current air quality where they
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live, work, or travel [6]. In 2005, WHO published an updated version of their Air Quality

Guidelines. It o�ers global guidance on thresholds and limits for key air pollutants that

pose health risks. The European AQI is based on the guideline values of �ve key pollutants

presented in Table 2.1.

EEA member countries measure, collect, and reports o�cial data every hour. This data

is used by the index to create an 'up-to-date' air quality index, for European citizens. The

index corresponds to the poorest level for any of the �ve pollutants according to the following

scheme [6].

2.3 The Norwegian Laws on Indoor Climate

To better understand what laws the employers and building owners have to follow in terms

of indoor climate, we need to better understand the relevant Norwegian laws that cope with

indoor climate; the Workplace Regulations and the Working Environment Act. The purpose

of the Working Environment Act is to ensure safe working conditions among workers and to

ensure that the working environment forms a basis for a health-promoting and meaningful

work situation. This applies to all employees and contains provisions about employers and

employees' obligations with respect to ensuring an acceptable working environment. En-

terprises are required to have safety delegates and working environment committees, and

some enterprises are required to have a corporate health service where necessary [24]. The

purpose of the workplace regulation is "to ensure that employees health, safety, and welfare

are safeguarded by adapting and designing workplaces and work premises for the work that

is performed, to the individual employee and to special risk factors" [14].

The Working Environment Act is not de�nite when it comes to indoor climate issues. In

§ 4-4, we can read that factors such as indoor climate shall be \fully satisfactory with regard

to the employees' health, environment, safety and welfare" [12]. According to the Workplace

Regulations§ 2-14, "work premises must be designed and furnished so that each individual

workplace, personnel rooms, etc. have a satisfactory climate with regard to temperature,

humidity, air quality and unpleasant odors, and protection against toxic or hazardous sub-

stances. When assessing the climate and air quality, consideration shall be given as necessary

to the physical strains that the employees are exposed to". There are not any set limits or
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recommended values for pollutants according to Norwegian laws. The Norwegian Labor

Inspection Authority has, therefore, published a guide to climate and air quality at the

workplace, which is based on WHO guidelines to indoor air quality [13].

2.3.1 Social Norms

Norwegian Institute of Public Health (NIPH) has produced several recommended norms

for some of the most common and important air pollutants. The Norwegian Ministry of

Health and Care Services gave NIPH the task of revising the indoor air quality standards

to harmonize these with the health-based air quality criteria's that apply to outdoor air.

The norms are not formally established by the ministry, but NIPH has a high professional

standing and is, therefore, a provider of the set norms [25].

Pollutants
PM2.5 25 � g / m 3 (24-hour mean) 10� g / m 3 (annual mean)
PM10 50 � g / m 3 (24-hour mean) 20�g / m 3 (annual mean)
NO2 200 � g / m 3 (1-hour mean) 40� g / m 3 (annual mean)
SO2 500 � g / m 3 (10-minute mean) 20� g / m 3 (24-hour mean)
O3 100 � g / m 3 (8-hour mean)
CO2 1800� g / m 3

Table 2.2: Indoor climate recommendations by NIPH [25].

2.4 Internet of Things

Internet of Things (IoT) is a concept of connecting any device with an on/o� switch to the

internet. This includes everything from lamps, and washing machines, to cellphones and

wearable devices. It simply means taking all the "things" that you want and connect them

to the internet. It can be classi�ed as a collection of devices equipped with sensors and

processors that can communicate with each other to serve a purpose [52].

IoT could help us in overcoming top global challenges; The aging population by helping

our increasingly digital population live at home longer, safer and healthier. Climate change,

by real-time and more accurate environment monitoring. Rapid urbanization, by providing
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better insight into human mobility patterns and air pollution levels. Depletion of energy,

resources by increasing e�ciency in energy usage and conserving energy. Food and water

shortages, by revolutionize farming and increase the availability of fresh drinking water [35].

To realize this vision, "things" need to sense their environment and share this information

to a human-made system that enables intelligent decision-making [52].

Figure 2.1: Types of IoT architecture [27]: (a) Three-layer. (b) Middle-ware based. (c) SOA
based. (d) Five-layer.

The typical IoT architecture is a layered-oriented architecture, which intends to structure

components and subsystems in regard to their task within the overall system. There are

a number of di�erent models, where the most common architectures range from three to

�ve layers. Four of the most common architectures are illustrated in Figure 2.1, including

Three-layer, Middle-ware based, Service-oriented architecture (SOA) based, and Five-layer

architecture. The general concept of the architecture is to provide a proven guideline for

the development of an IT application [27]. For our prototype, we adapt the three-layer

architecture. The perception layer contains the physical properties of things around us that

are part of the IoT, the network layer is responsible for processing the received data from
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the perception layer, and the application layer uses the processed data from the previous

layer [1].

There are a number of options when connecting to IoT. Wi-Fi, Bluetooth, Radio Fre-

quency Identi�cation (RFID), and Low-Power Wide-Area Network (LPWAN) are some of

the possible ways to connect your IoT devices to the internet. In our research, the IoT

devices we use to monitor air pollution is based on a LPWAN technology, LoRaWAn, which

is explained further in Chapter 4. According to Al-Sarawi et al. (2017), the perfect connec-

tivity option has the optimal trade-o� between power consumption, data rate, range, and

security [55].

2.4.1 Low-Power Wide Area Network

Low-Power Wide Area Network (LPWAN) is a wireless area network technology that in-

terconnects low bandwidth, battery-powered devices with low bit rates over long ranges.

These sets of features are what makes LPWAN one of the most common technologies used

for Machine-to-Machine (M2M) and IoT networks. Approximately one-fourth of an overall

of 30 billion IoT/M2M devices are to be connected to the Internet using LPWANs. There

is a variety of applications where LPWAN can be used. These sectors include but are not

limited to smart city, personal IoT applications, smart grid, and logistics [52].

LPWANs are unique compared to traditional technologies like Bluetooth and Wi-Fi,

which are adequate for consumer-level IoT applications. IoT applications in industrial and

commercial deployments bene�t from LPWAN tradeo�s of low power consumption, geo-

graphical coverage, and scalability. LPWANs range spreads from a few to tens of kilometers,

with a battery life of ten years and beyond. LPWAN technologies are promising for low-

power, low-cost, and low-throughput IoT. Long range LPWAN technologies enable devices

to spread and move over a large geographical area, which creates the opportunity to turn

on and o� devices anywhere at any time. Achieving long range, scalability, and low power

operations is at the expense of low data rate [52].
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Design and Techniques

There are several competing LPWAN technologies. These technologies use a variety of

techniques in order to achieve a set of features, such as low power consumption, geographical

coverage, and scalability. In order to achieve a great signal strength while covering a wide

area up to tens of kilometers, LPWAN technologies exploit Sub-GHz bands and special

modulation schemes. Lower frequency signals experience less attenuation and multipath

fading caused by obstacles, and are less congested than 2.4 GHz, that is used by most wireless

technologies in the house. The result is higher reliability that enables long range and low

power communication. Two modulation techniques, narrowband and spread spectrum, have

been adopted by di�erent LPWAN technologies in order to enable long range. By assigning

each carrier a very narrow band, narrowband modulation makes the overall spectrum to be

shared very e�ciently between multiple links, resulting in simple and inexpensive transceiver

design. Spread spectrum techniques spread a narrowband signal over a wider frequency band

but with the same power density. More processing gained is, however, required on the receiver

side to decode the signal that is received [52].

Low power consumption is key when using LPWAN technologies. In order to achieve a

battery lifetime of 10 years or more, the technologies remove complexity from end-devices,

use lightweight access control and duty cycling, while excluding mesh topology. The ar-

rangement of nodes in LPWAN communication is by connecting devices directly to base

stations, removing the need to process data from other nodes as done in mesh networks.

Duty cycling allows LPWAN end-devices to turn o� their transceivers when not required,

and turned on only when data is transmitted or received. In this thesis, our LPWAN IoT

devices use ALOHA as access protocol. The simplicity of this protocol makes each device

simple and low cost, by o�oading complexity from the end-devices. Creating more complex

backend systems and base stations helps to create simple and low-cost end-devices. Using

diversity techniques to accommodate as many devices as possible, is also a common tech-

nique in LPWANs to cope with the low power consumption of end-devices and achieve great

scalability [52].
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Chapter 3

Research Methodology

In this chapter, we take a closer look at our research method, design science research. We

get a better understanding of how we sample and collect data. Including time series and

observations, site locations, and the optimal placement of sensors.

We present how the statistical analysis is executed, with analyzing the I/O relationship

using correlation and I/O ratio, and how we compare the di�erent buildings indoor cli-

mate measurements compared to the set guidelines. We also present how the sub-goals are

researched and evaluated.

3.1 Design Science Research

In this thesis, we adopt a design science approach as our research methodology. Design

science research is a method that establishes and operationalizes research when the desired

goal is an artifact or a recommendation. In addition, research based on design science

can be performed in an academic environment and in an organizational context. Design

science research aims to study, research, and investigate an artifact and its behavior, from

an academic and organizational standpoint. It is a rigorous process of designing artifacts

to solve problems, evaluate what was designed or what is working, and to communicate the

results [23].

16



Hevner et al. (2004) de�ne seven criteria that should be considered by researchers, in

order to assist them while conducting design science research. The criteria for conducting

design science research are design an artifact (1), problem relevance (2), design evaluation

(3), research contribution (4), research rigor (5), design as a research process (6), and com-

munication of the research (7). These criteria are essential because design science research

demands the creation of a new artifact (criterion 1) for a speci�c problem (criterion 2). Once

this artifact is proposed, its utility should be explained and the artifact must be adequately

evaluated (criterion 3). The research contributions should be clari�ed for professionals in-

terested in solving organizational problems and for the academic community to increase

knowledge of the area (criterion 4). To ensure the validity of the research and expose its

reliability, it is essential that investigations are conducted with an appropriate amount of

rigor to demonstrate that the constructed artifact is suitable for its proposed use and that

it has satis�ed the criteria for its development (criterion 5). To construct or evaluate the

artifact, it is essential that the researcher conducts research to understand the problem and

to obtain potential problem-solving methods (criterion 6). The research results should be

properly communicated to all interested parties (criterion 7) [30].

Performing design science research in information systems need a set framework in order

for it to produce a successful artifact. Pe�ers et al. (2007) describe an e�ective framework for

conducting design science research for use in information systems research. This framework

is based on six steps [49]

ˆ Problem identi�cation and motivation: De�ne the speci�c research problem and

justify the value of a solution.

ˆ De�nition of objectives for a solution: Infer the objectives of a solution from the

problem de�nition and knowledge of what is possible and feasible.

ˆ Design and development: Create the artifact. Such artifacts are potentially con-

structs, models, methods, or instantiations.

ˆ Demonstration: Demonstrate the use of the artifact to solve one or more instances

of the problem.

ˆ Evaluation: Observe and measure how well the artifact supports a solution to the

problem.

ˆ Communication: Communicate the problem and solution to others.
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In this thesis, we follow the structure presented roughly. In Chapter 1 and 2, we identi�ed

and explained our motivation for the stated problem. In this thesis, the artifact is our

prototype of building a cheaper air quality monitoring system using IoT. The next chapters

will cover objectives for a solution before we cover the design and implementation of our

prototype, and a demonstration. At last, we present our results and evaluation of our

research and prototype.

3.1.1 Sampling and Data Collection

Quantitative research methods are used when something needs to be measured, while, qual-

itative methods are used when a question needs to be described and investigated in some

depth [66]. In this thesis, we, therefore, combine quantitative and qualitative research into

a mixed-method research.

While performing a mixed-method research, the sampling and data collection needs to

be carefully planned, in order to measure accurate data. The process of gathering and mea-

suring information of interest is called a data collection. In order to analyze and visualize

information to the user, we have to collect data. A method of data collection is simply a

technique that is used to collect empirical research data, where the most important factor

is to ensure that the measurements are accurate and honest. There are many methods used

to collect or obtain data for statistical analysis, most commonly by observations, experi-

ments, or surveys. Observations are the collection of information of a subject in their usual

environment without altering with that environment, an experiment is a controlled study

in which the researcher attempts to understand cause-and-e�ect relationships, and a survey

solicits information from people [42]. In our thesis, we use surveys as self-administered ques-

tionnaires to evaluate our web application, and interviews to understand building occupants

opinions around indoor air quality. The questionnaire and interview template is further ex-

plained in Appendix A. We use two di�erent sensors to gather raw data as observations, and

experiments comparing the relationship between di�erent buildings.

The process of selecting a sample is known as sampling and refers to the selection of a

subset in a population. The population is a complete set of elements (persons or objects)

that possess some common characteristics de�ned by the sampling criteria established by

the researchers, where the number of elements in the sample is the sample size [42]. There
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is a lot of di�erent limitations when choosing a sampling method, such as time and money.

Broadly, sampling methods are classi�ed as probability samples and non-probability samples.

The ideal form of sampling is a probability method called simple random sampling, where

you have access to the whole population, but it is an unlikely scenario [2]. For this thesis,

we use a selective non-probability sampling method, diversity sampling, to speci�cally seek

di�erences between subgroups. Rather than constrain the targeting to limited groups and

areas, diversity sampling spread the net as wide as possible to gain a wide range of subjects

and views. It is a type of sampling where you deliberately choose members so that all views

are represented, therefore, our sample consists of one old and one new building, within three

di�erent building categories.

Site Locations

In our study, we try to identify di�erences in a set of buildings within the city of Bergen.

Rather than constrain the target to a limited set, we spread the sample wide to include new

and old buildings composed of residential, campus, and o�ce buildings. A broad study needs

to identify a wide set of subjects, where diversity studies seek to discover and understand

variation, while narrow studies seek to eliminate variation. The buildings and experimen-

tal rooms were selected to ensure diversity regarding the outdoor environment, building

construction, and the ventilation system.

Urban air quality varies by location and depends on multiple factors like tra�c and

weather. In order to get the most exposure to pollutants around the measured buildings and

to see the di�erence in di�erent types of buildings, we decided to choose locations within the

city center and spreading the sample wide. Within each category, we selected two buildings

that had the same features, but with a prominent di�erence in year built or renovated. The

locations are mapped out in Figure 3.1, and Table 3.1 explain di�erent features and details

of each building.
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Figure 3.1: Selected locations.

Credit: Google Maps. (Retrieved: 05/1/2019).

Site no. Building type Ventilation Year Outdoor Indoor
A1 O�ce building Mechanical 2017 Roof Hallway
A2 O�ce building Mechanical 1989 Roof Hallway
B1 Campus building Mechanical 2014 Roof Hallway
B2 Campus building Mechanical 1977 Roof Hallway
C1 Residential home Natural 2014 Ground Livingroom
C2 Residential home Natural 1990 Ground Livingroom

Table 3.1: Details and features of the monitored sites selected.

20



Placement of Sensors

During the collection of data, the most important factor is to ensure that the measurements

are accurate and honest. In order to achieve this, we have to make sure the data is not

manipulated by factors a�ecting the observation. Therefore, we have to carefully �nd the

optimal solution for placement in each building.

The optimal sensor placement measuring air quality is away from factors manipulating the

air while still in the range of the connected base station. When collecting data from the air

inside buildings, keeping the sensors away from overcrowded rooms, windows, and ventilation

holes, will prevent the data to accidentally be manipulated. Inappropriate conditions for air

quality sensors are close to windows, near the entrance door, close to ventilation outlets, in

areas with limited air circulation, in overcrowded rooms, and in areas where various chemicals

may be presented, such as cleaning supplies.

Figure 3.2: Example of optimal vs. non-optimal sensor placement in site location A2.

Credit: MazeMap. (Retrieved: 05/1/2019).

In Figure 3.2, we visualize an example of optimal vs. non-optimal sensor placement

in site location A2 (o�ce building). As all the di�erent o�ce spaces in the building have

windows, ventilation vents, and is occupied frequently by people for long periods. Placing a

sensor in these rooms can manipulate the actual air quality within the building. Therefore,

we place the sensors in the building hallways, where the representation of air quality is more

honest for each building. The same placements of sensors are set at the other o�ce building,

A1, and the two campus buildings, B1 and B2. The outdoor sensors were placed on top of
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the roof or on a roof terrace, multiple stories above the ground as close as possible to the

ventilation intake.

The residential buildings, C1 and C2, has natural ventilation and therefore the sensors

are placed di�erently. In both residential buildings, the indoor sensors were placed within a

two-bedroom apartment. It was placed away from windows, and between bedrooms to be as

far away from the most crowded parts of the apartments. The outdoor sensors were placed

outside the windows of the apartments, in order to obtain closest air quality to the intake of

where the apartments where ventilated.

Measurements

In Chapter 2, we explained what type of pollutants that cause health issues, a�ects humans

and a�ects the environment. To look at how well the buildings in Bergen are withstanding

air pollution from outside. We have to look at gasses and particulates that are common

outdoors, impacts human health, and that will cause issues for the building occupants.

When time and money comes to short, we decided to focus our study on one of the most

important greenhouse gases that also a�ects humans, CO2, and one of the worst pollutants

impacting human health, PM. These pollutants are common within cities, exposing buildings

to high levels, making them more interesting to analyze. As the primary source of CO2 levels

in buildings is the respiration of the building occupants, the sensors need to be placed away

from crowded rooms in order to see the correlation between indoor and outdoor air quality.

We also measure temperature and humidity in order to analyze and compare the di�erent

building's climate.

The EEA use data from around European cities to create a European Air Quality index.

Data is o�cially reported every hour by the countries, where the di�erent gases are measured

for hourly concentrations and particulates are based in the last 24 hours [6]. For this thesis,

each building has been monitored for seven days, 24-hours, 10-12 times every hour, depending

on delay from each sensor. This is in order to get a better overview of how the climate within

the building is, and how it is a�ected by the outdoor air quality. Measuring twelve times

as often as the reference station will increase the chance of accurate and honest data, and

removing false positives that can manipulate our data collections.
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3.2 Statistical Analysis

Statistics is a tool for converting data into information, where statistical analysis is a compo-

nent of data analytics. It is the science of collecting, exploring and presenting large amounts

of data to discover underlying patterns and trends. In this thesis, we want to �nd out if

there is a stronger underlying pattern between the relationship of indoor/outdoor air quality

in older buildings, and to see if the indoor climate of buildings in Bergen is within the set

guidelines.

3.2.1 Analysis of Indoor/Outdoor Relationship

There are multiple di�erent methods for analyzing the relationship between two variables.

In order to �nd out if there is a relationship between indoor and outdoor pollution, we

want to use two di�erent methods. We want to measure the I/O ratio between the di�erent

pollutants, and also see how well each building's measurements correlate. This will give us

a good indication of whether or not new buildings have a better possibility to withstand air

pollution from outdoors.

Indoor/Outdoor Ratio

The indoor/outdoor ratio of the di�erent pollutants can be used to measure the relationship

between the I/O air quality. A ratio is a comparison between a pair of observations, and while

you can usually obtain it by direct measurement, you might have to do some calculations

to make it useful. In this case, we will look at the ratio of indoor pollutants to outdoor

pollutants.

The I/O ratio can vary depending on multiple factors, and to estimate the contribution

of outdoor particles to indoor levels, a physical-statistical model can be used. According to,

Cyrys et al. (2004) [20], the model assumes that the amount of pollutants that enter the

home without apparent indoor sources equals that leaving the home. Expressed as:

CIN =
PaCOut

a + k
;

23



where CIN and COUT are the indoor and outdoor concentrations, respectively (� g/m 3), P

is the penetration e�ciency, a is the ventilation rate (h-1) and k is the deposition rate (h-1).

Thus, the I/O ratio (C IN /C OUT ) is a function of the penetration e�ciency and of particle

losses from ex�ltration and deposition (a and k) [20].

With our goal of measuring this without any additional factors, using only cheap sensors,

we decided to use an easier way of presenting the ratio, without looking further into the

concentration indoors. In order to compare the dynamics between indoor and outdoor air

pollution in di�erent buildings, the ratio of indoor/outdoor concentrations has been calcu-

lated according to Challoner et al. (2014) [19]:

I=O = (
P n

1 Cin

n
) � (

P n
1 Cout

n
);

where Cin and Cout are the indoor and outdoor concentrations, respectively (� g/m 3), and

n is the number of time steps.

Correlation

The simplest statistical technique for analyzing causal e�ects is a correlation analysis. Cor-

relation is the process of establishing a relationship or connection between two or more

variables. There are several types of correlation coe�cient formulas, and we are measuring

Pearson's correlation coe�cient analysis of the relationship. Pearson's is one of the most

commonly used formulas for calculating the correlation [54].

Correlation analysis measures the extent to which two variables vary together, including

the strength and direction of their relationship. We calculated Pearson correlation coe�cients

(r) and 95% con�dence interval (CI) between the indoor and outdoor relationship of gases and

particulate matter. Correlation coe�cient formulas are used to �nd how strong a relationship

is between data. The formulas return a value between -1 and 1, where 1 indicates a strong

positive relationship, -1 indicates a strong negative relationship, and a result of zero indicates

no relationship at all [54]. Pearson's formula:

r x;y =
n(

P
xy) � (

P
x)(

P
y)

p
[n

P
x2 � (

P
x)2][n

P
y2 � (

P
y)2]

;
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where n is the number of pairs of scores,
P

xy is the sum of the products of paired scores,
P

x is the sum of x scores,
P

y is the sum of y scores,
P

x2 is the sum of squared x scores,

and
P

y2 is the sum of squared y scores.

3.2.2 Analysis of Indoor Climate

In Chapter 2 we talk about temperature and relative air humidity as important factors to cre-

ate a good indoor climate. As it can create uncomfortable and inhabitable buildings, if these

factors are not ideal. Therefore, we collect data compare the measurements from indoors,

regarding pollutants, temperature, and humidity, and compare the di�erent buildings.

Comparison of Distributions

In order to evaluate the di�erent buildings indoor climate, we compare the frequencies of

temperature and humidity in a violin plot. A violin plot is a combination of a box plot and

a kernel density plot. Violin plots are useful for comparing distributions. It creates greater

exibility for plotting variation than box plots and its easier to directly compare data types

[56]. According to Hintze and Nelson, the violin plot pools the best statistical features of

di�erent alternatives for graphical representation of data [31]. In our case, we compare each

subgroup within. We compare frequencies below the set limits of temperature and humidity,

and the max level of exposures to pollutants in a 24-hour mean.

3.3 Sub-goals

At the beginning of our thesis, we de�ned three sub-goals we wanted to achieve in order to

create a well working prototype. These sub-goals will help us build a better prototype for

the user, by being easier to use and understand, and it will make sure the data visualized is

reliable.

In order to legitimize that our results from collecting the data are reliable, we have to

compare our prototype to a reference point that is considered to deliver accurate and honest
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data. In order to test this, we decided to measure the air quality in the same room, comparing

our devices observations. This will make sure that they are equally calibrated, measuring

honest data. In addition, we compare the measurements to an air quality reference station

used by countries to update the EEA air quality index [6], to measure our the accuracy of

our sensors. In our case, we will use Bergen kommune's reference station at Klosterhaugen.

It is centrally located in the city, as well as being secluded from the main tra�c.

To evaluate the web application, we created a questionnaire based on the Likert scale

to interview people in the buildings analyzed. The most important parts of a dashboard

application are the user experience and how easy it is to understand/navigate. In order to test

this, we decided to add �ve di�erent statements: "The web application serves its purpose",

"The web application is easy to navigate through", "The color combination and color scheme

is good", "The web application is understandable, and "There are no unnecessary features

on the web application".

Lastly, we want to �nd out whether people reect on indoor air quality. In order to

achieve this, we conducted an interview with people working in the buildings we did our

analysis. We asked every participant the two questions: "Do you believe the air quality

is better in newer buildings?", and "Do you think about the air quality when you enter a

building?".
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Chapter 4

System Architecture

In this chapter, we will provide relevant information about the system architecture including

technologies in the perception layer, network layer, and application layer used in the archi-

tecture of our application. We will also present the concepts of how these technologies work,

and how they are used to measure and analyze data.

4.1 The Architecture of The Application

The architecture of our application is divided into six di�erent areas, including connected

sensors, gateway, network server, IoT Hub, database, and web application, as seen in Fig-

ure 4.1, based on a three-layer hierarchical IoT architecture.

The perception layer consists of the connected sensors and our gateways. For communi-

cation between the connected sensors and our gateways, we use an application based on an

LPWAN standard called Long Range Wide Area Network (LoRaWAN). From these gate-

ways, our data is transmitted to the Network Layer using TCP/IP, to our network server,

The Things Network. From the Network Layer, our data is transmitted using TCP/IP to

the Application layer. The �rst component that processes the data is our IoT HuB, Amazon

IoT Core. The data is added to a database service, Amazon DynamoDB, where our web

application reads and visualize the data from our database.
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Figure 4.1: System architecture of the prototype.

In this thesis, we are working with the local consulting �rm, Rainfall. We teamed up

in order to help them create a monitoring use-case. In return, they supplied us with the

necessary hardware needed to create our prototype. Rainfall wants to use IoT for air quality

analysis, and pilot an end-to-end system used as a case study to excite future customers.

4.2 The Perception Layer

The �rst layer of a three-layer IoT architecture is the perception layer, which has sensors

for sensing and gathering information. It senses some physical parameters or identi�es other

smart objects in the environment [65]. In our prototype, this layer is based on di�erent

devices, that has multiple integrated sensors and gateways that these devices are connected

to.
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Our devices have sensors that are used to measure parameters of its physical environ-

ment, in our case pollutants, humidity, and temperature, through SPS30 and SCD30. These

measurements are transmitted to the next layer of the architecture through the Long Range

(LoRa) modulation and LoRaWAN. It was through cooperation with Rainfall, that we ended

up using LoRaWAN. LoRaWAN de�nes the communication protocol and system architecture

for the network, while the LoRa physical layer enables the long-range communication link.

The gateways are communicating with the devices and retransmits its data to connected sys-

tems. Data transmitted by a node is typically received by multiple gateways. Each gateway

will forward the received packet from the end-node to the cloud-based network server [10].

4.2.1 LoRa

LoRa is a proprietary radio modulation technology used in LPWANs. The technology de�nes

the radio part of the communication (physical layer) and is responsible for providing low-

power and long-range communication. LoRa is based on chirp spread spectrum, which has

been used in military and space communication for decades due to the long communication

distances that can be achieved and its robustness to interference. These features are also

the main advantages of LoRa, compared to other LPWAN technologies [10].

LoRaWAN

On top of the physical layer implemented on LoRa chipsets is the LoRaWAN protocol. It

de�nes the communication protocol used by the application and for each speci�c class. Unlike

LoRa, LoRaWAN is an open protocol, and the infrastructure is based on four elements. As

shown in Figure 4.2, the infrastructure of LoRaWAN is based on end nodes, gateways, a

network server, and an application [10].

The most important features with a LPWAN technology is coverage, power consumption,

and scalability. LoRaWAN o�ers long-range communication, but the technology has limita-

tions that needs to be clearly understood. Coverage is handled by receiving and transmitting

data over a low frequency. Energy consumption is one of the most constraint requirements

for the design and implementation of sensors communicating. Usually, IoT applications need

the sensor nodes to operate reliably for an extended period of time. Each task consumes an
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amount of power for a period of time, making energy consumption crucial in choosing what

protocols to use. LoRaWAN uses the ALOHA method for access when there is communi-

cation from and to a node. The node communicates when they have data ready to send

whether event-driven or scheduled, to consume less power [10]. Scalability is an attribute

that describes the ability of a process, network, or software to grow and manage increased

demand. LoRaWAN scales by removing processing and complexity on the end devices, and

use gateways to cooperate with devices.

LoRaWAN Infrastructure

Figure 4.2: The LoRaWAN infrastructure [10].

LoRaWAN infrastructure is based on long-range star architecture as shown in Figure 4.2. In

a LoRaWAN network end nodes are associated with a speci�c gateway, instead of another

node to preserve battery lifetime, network capacity, and reduce complexity. A LoRa end

node consists of a radio module with antenna and a microprocessor that process data. These

devices are often battery powered and are equipped with a wireless transceiver. The end

nodes are commonly connected to di�erent sensors, such as GPS, temperature, and humidity,
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and transmits this data to the connected gateway [10]. LoRa gateways consist of a radio

module with antenna and a microprocessor to process data received. A single gateway can

serve thousands of devices [10]. The network and application server of LoRaWAN is open for

di�erent options compatible with the technology. The network server decodes the packets

sent by the devices, performing security checks and adaptive data rate, thus generating the

packets that should be sent back to the devices [10].

LoRaWAN Frequency Band and Security

LoRaWAN operates in the unlicensed radio spectrum. The frequency varies slightly from

region to region based on the di�erent regional spectrum allocations and regulatory require-

ments. In Europe and North America, LoRaWANs spectrum is de�ned, while other regions

are still being processed. The LoRaWAN frequency in Europe is 867-869MHz.

LoRaWAN security is designed to �t LoRaWAN design criteria: low power consumption,

low implementation complexity, low cost, and high scalability. It speci�es three security

keys, NwKSKey, AppSKey, and AppKey, where all keys have a length of 128 bits. The

security design adheres to use of standard, well-vetted algorithms, and end-to-end security.

The fundamental properties that are supported in the security are mutual authentication,

integrity protection, and con�dentiality [3].

The security mechanisms mentioned previously rely on the well-tested and standardized

AES cryptographic algorithms. AES is used primitive combined with several modes of

operation, such as CMAC for integrity protection and CTR for encryption. The applications

payload is always encrypted end-to-end between the end-device and the application server.

Integrity protection is provided in a hop-by-hop nature [3].

4.3 The Network Layer

The second layer of a three-layer IoT architecture is the network layer, which is responsible

for connecting to other smart devices, network devices, and servers. Its features are also

used for transmitting and processing sensor data [65]. In our prototype, the network layer

is based on The Things Network, a long-range, low-power IoT data network that transmits
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and process data to an IoT Hub. As we decided on using LoRaWAN as our communication

protocol, we had to choose a network server that is built for LoRaWAN communication,

to transform LoRaWAN to IP, and that can integrate third-party integrations built for IoT

applications. The sensors in our perception layer send data every 5-6 minutes depending

on the delay. This indicates a dataset of 1680-2016 data points in each collection, that our

network layer transmits to the application layer.

There are multiple network servers, both open-source and commercial, such as LoRa

Server, Loriot, The Things Network (TTN), and ResIOT. We investigated di�erent types

of these platforms supporting LoRaWAN, and decided to test The Things Network and

Loriot. These platforms supported a starting kit we used to test the network servers while

supporting the di�erent features we needed. When testing the two servers, TTN had a less

complicated setup for integrating third-party integrations, making communication complete

in just a couple of minutes, while Loriot never completed the communication setup while

testing. Thus, we chose to use TTN as our network server for the prototype.

4.3.1 The Things Network

The Things Network (TTN) is a global, crowdsourced, open, free, and decentralized IoT

network. It is a contributor member of the LoRa Alliance, a non-pro�t association collabo-

rating to drive the LoRaWAN protocol as the leading standard. TTN is created to enable

low power devices to use long-range gateways, connected to a network to exchange data with

an application. They also provide The Things Industries, a commercial version of TTN, for

companies to build global, long-range, and low power data networks [40]. In our case, there

was no need to build such a big network of end-devices, as they bundle from 1,000 nodes

and we use less than 10.

For our thesis, the network server works as a decoder and transceiver, transmitting and

receiving communications. The devices used in our prototype encodes the data observations

measured into a byte array, in order to send smaller packets of data. In the network server,

the payload sent from a device, through a gateway, is decoded by a TTN Decoder. A decoder

works as a function accepting the payload as a byte array and returns an object containing

the decoded values. In our case, how the source code is encoding the values is proprietary, as

Rainfall owns the source code. The encoded data is received by TTNs decoder and decoded
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by reversing the operations of the payloads source code. The payload is then forwarded with

the TTN application payload, metadata, and gateway payload to the application layer.

4.4 The Application Layer

The last layer of a three-layer IoT architecture is the application layer, which is responsible

for delivering application-speci�c services to the user. It de�nes various applications in which

IoT can be deployed, for example, smart homes, smart cities, and smart health [65]. One of

the arguments to choose TTN to be our network server was the possibility to integrate third-

party integrations. Integrations are the easiest way to connect our devices to an application,

bringing LoRaWAN to di�erent IoT platforms, and TTN has connections to external IoT

platforms, such as Azure IoT Hub, AWS IoT, and IBM Watson IoT.

In our prototype, we decided to use Amazon Web Services (AWS) as our integration, as

a result of the detailed quick start guides TTN contribute, in order to set up communication

to AWS IoT, and in regard to AWS free tier for all the features our application needs. The

application layer is, therefore, based on di�erent AWS services, such as AWS IoT Core and

Amazon DynamoDB, and an application as shown in Figure 4.1. The application is the last

part of our system architecture and is further explained in Chapter 5, where we cover the

design and implementation of our prototype.

4.4.1 Amazon Web Services

Amazon Web Services (AWS) is an on-demand cloud computing platform, created for in-

dividuals, companies, and governments, where pricing is on a pay-as-you-go basis. For our

prototype, we use two AWS services, AWS IoT Hub and Amazon DynamoDB. These ser-

vices are used in order to process, manage, and store our measurements for the application

to analyze and visualize it to the users [60].
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AWS IoT Core

One of the features AWS o�er is called AWS IoT Core. It is a cloud service that lets

connected devices easily and securely interact with cloud applications and other devices.

AWS IoT consists of multiple components, such as message broker and rules engines. It

works by connecting and managing your devices while securing and processing data received.

In our prototype, we use features for managing and acting [62].

AWS IoT Core allows us to connect and manage our devices with a secure device con-

nection. Our network server, TTN, has an application where all our devices are registered.

When we link this application to AWS IoT Core we can manage these devices in our plat-

form. The last feature that is used in our prototype is to process and act upon the data sent

from our devices. The feature let you �lter, transform, and act upon data, based on a set

of rules we de�ne. This is used by sending the data received to Amazon DynamoDB. This

data is not transformed, but the de�ned payload has been �ltered to our choice.

Amazon DynamoDB

Amazon DynamoDB is a fully managed proprietary NoSQL database service that supports

key-value and document data structures. DynamoDB supports some of the world's largest

scale applications, with no servers to provision, patch, or manage, and enables you to build

business-critical applications at scale. More than 100,000 AWS customers have chosen Dy-

namoDB as their database for mobile, web, gaming, IoT, and other applications that need

low-latency data access at any scale [61].

For our prototype, we need a database for storing measurements over time, as a part

of our application's backend. All data from our measurements are stored in a DynamoDB

table, where we add certain values from the device payload, and add columns telling what

type of building we are measuring, and if the sensor is indoors or not.
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Chapter 5

Design and Implementation of

Prototype

To understand how our prototype works, we need to get a better understanding of the

perception layer, and the last part of the application layer. In this chapter, we describe how

we designed and implemented our working prototype, and the type of hardware used. We

also present the approach of how this is designed, and we give a demonstration of the web

application.

5.1 Design

Designing our prototype was conducted in two steps, designing the devices and designing the

application. In order to design our prototype, we adopted a process called design thinking.

In 2012, Joseph Pistrui points out that however big the data or thorough the quantitative

analysis is, making real sense of this requires human insight. Reaching that level of insight

requires a di�erent approach, one that makes room for intuition and creativity alongside

analysis. For many, that alternative approach is design thinking [28].

Design thinking is generally de�ned as an analytic and creative process that engages a

person in opportunities to experiment, create and prototype models, gather feedback, and

redesign [53]. According to Brown, the design thinking process is best described as a system

35



of spaces rather than a prede�ned series of orderly steps. These spaces are labeled as "in-

spiration", for motivating the search for solutions, "ideation", for the process of generating,

developing, and testing ideas, and "implementation", for the charting of a path to market

[16].

We designed our hardware devices together with Rainfall, as they were the ones creating

the �nal product. Our �rst vision was for the devices to use LoRaWAN communication,

sending a payload of di�erent pollutants, temperature, and humidity. The result ended up

with a device monitoring CO2, PM2.5, PM10, temperature, and humidity. The issue with

this was that it was not able to repel water or have the operating temperature below 0°C

when stored outside. We also wanted it to measure the O3 and NO2 gases, but this was not

possible for the production line. The end result was a device able to repel water and operate

below 0°C.

The application's design started with a piece of paper, drawing the layout of our web

application. It was inspired by smart homes visualizing humidity and temperature using

graphs. First, the application had the ability to add buildings and devices connected to an

already added building. We focused on producing working software, and our �rst version

was showing a graph over all the measurements in a time series. As we ended up with

four monitoring devices, we measured data in di�erent buildings using the same devices.

The result ended up as Figure 5.1, a dashboard web application with the possibility to look

at each pollutant by itself as a time series and scatter plot, displaying the I/O ratio and

correlation coe�cient value.

Dashboard Web Application

A dashboard application can enable a user to quickly view data, and in some cases, data from

multiple di�erent areas. We decided to make a simple and understandable dashboard, to

present our analyzed data. After working agile with the design of our application, producing

working code, we ended up with the web application displayed in Figure 5.1.

There are many reasons why our application is based on a dashboard method. The format

of the dashboard application is adaptable to a variety of devices and platforms, making it easy

to access and adapt to the needs of end users. There are four main driving needs for the use of
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dashboards, according to Pauwels et al. (2009), with regard to marketing that can be applied

to information sharing. [48]. (1) poor organization of the many pieces of potentially decision-

relevant data, (2) managerial biases in information processing and decision making, (3) the

increasing demands for marketing accountability, that can be applied to information sharing,

and (4) the need for cross-departmental integration in performance reporting practices and

for resource allocation [48].

Figure 5.1: Our last version of the dashboard web application (not real data).

5.2 Hardware

In this thesis, we are working with Rainfall in order to get the hardware needed to build

our prototype. Hardware includes the physical, tangible parts and components used in our

prototype. The hardware components are built up by multiple devices, each including two

di�erent sensors, and gateway base stations.
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