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Abstract

Accidents happen: you may misplace the key to your home, or maybe the PIN to your
home security system was written on an ill-placed post-it note. And so they end up in
the hands of a bad actor, who is then granted the power to wreak all kinds of havoc in
your life: the security of your home grants no guarantees when keys are stolen and PINs
are leaked. Nonetheless your neighbour, whose key-and-pin routines leave comparatively
little to be desired, should feel safe that just because you can’t keep your house safe from

intruders, their home remains secured.

It is likewise with cryptography, whose security also relies on the secrecy of key material:
intuitively, the ability to recover the secret keys of other users should not help an ad-
versary break into an uncompromised system. Yet formalizing this intuition has turned
out tricky, with several competing notions of security of varying strength. This begs the
question: when modelling a real-world scenario with many users, some of which may be
compromised, which formalization is the right one? Or: how do we build cryptology in

a crowd?

Paper I embarks on the quest to answer the above questions by studying how various
notions of multi-user IND-CCA compare to each other, with and without the ability to
adaptively compromise users. We partly answer the question by showing that, without
compromise, some notions of security really are preferable over others. Still, the situation

is left largely open when compromise is accounted for.

Paper II takes a detour to a related set of security notions in which, rather than attacking
a single user, an adversary seeks to break the security of many. One imagines an unusu-
ally powerful adversary, for example a state-sponsored actor, for whom brute-forcing a
single system is not a problem. Our goal then shifts from securing every user to making
mass surveillance as difficult as possible, so that the vast majority of uncompromised

users can remain secure.

Paper III picks up where Paper I left off by comparing and systemizing the same security

notions with a wider array of security notions that aim to capture the same (or similar)



scenarios. These notions appear under the names of Selective Opening Attacks (SOA)
and Non-Committing Encryption (NCE), and are typically significantly stronger than
the notions of IND-CCA studied in Paper I. With a system in place, we identify and
highlight a number of gaps, some of which we close, and many of which are posed as

open problems.



Sammendrag

Uhell skjer: Kanskje mistet du ngkkelen til huset, eller hadde PIN-koden til innbrud-
dsalarmen skrevet pa en darlig plassert post-it lapp. Og kanskje endte de slik opp i
hendene pa feil person, som néa kan pafere livet ditt all slags ugagn: Sikkerhetssystemer
gir ingen garantier nar ngkler blir stjalet og PIN-koder lekket. Likevel burde naboen din,
hvis ngkkel-og-PIN-kode rutiner er heller vanntette, kunne fole seg trygg i vissheten om

at selv om du ikke evner & sikre huset ditt mot innbrudd, s& forblir deres hjem trygt.

Det er tilsvarende for kryptologi, som ogsé lener seg pa at ngkkelmateriale hemme-
ligholdes for & kunne garantere sikkerhet: Intuitivt forventer man at kjennskap til ett
systems hemmelige ngkkel ikke burde veere til hjelp for a bryte inn i andre, urelaterte
systemer. Men det har vist seg overraskende vanskelig a sette denne intuisjonen pa
formell grunn, og flere konkurrerende sikkerhetsmodeller av varierende styrke har opp-
statt. Det blir dermed naturlig & sperre seg: Hvilken formalisme er den riktige nar
man skal modellere realistiske scenarioer med mange brukere og mulige lekkasjer? Eller:

hvordan bygger man kryptografi i en folkemengde?

Artikkel T begir seg ut pa reisen mot et svar ved & sammenligne forskjellige flerbruker-
varianter av sikkerhetsmodellen IND-CCA, med og uten evnen til & motta hemmelige
ngkler tilhgrende andre brukere. Vi finner et delvis svar ved & vise at uten denne evnen,
s& er noen modeller faktisk & foretrekke over andre. Med denne evnen, derimot, forblir

situasjonen uavklart.

Artikkel II tar et sidesteg til et sett relaterte sikkerhetsmodeller hvor, heller enn & an-
gripe én enkelt bruker (ut fra en mengde av mulige ofre), angriperen gnsker & bryte
kryptografien til s mange brukere som mulig pd én gang. Man ser for seg en uvanlig
mektig motstander, for eksempel en statssponset aktgr, som ikke har problemer med a
bryte kryptografien til en enkelt bruker: Malet skifter dermed fra & garantere trygghet
for alle brukerne, til & gjore masseovervaking sé vanskelig som mulig, slik at det store

flertall av brukere kan forbli sikret.

Artikkel IIT fortsetter der Artikkel I slapp ved & sammenligne og systematisere de samme



IND-CCA sikkerhetsmodellene med en stgrre mengde med sikkerhetsmodeller, med det
til felles at de alle modellerer det samme (eller lignende) scenarioet. Disse modellene,
som gir under navnene SOA (Selective Opening Attacks; utvalgte apningsangrep) og
NCE (Non-Committing Encryption; ikke-bindende kryptering), er ofte vesentlig sterkere

enn modellene studert i Artikkel I. Med et system péa plass er vi i stand til & identifisere en

rekke hull i litteraturen; og dog vi tetter noen, etterlater vi mange som apne problemer.
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Chapter 1

Introduction: A Brief History of

Concrete Security

We stand today on the brink of a revolution in cryptography.

Thus opens “New Directions in Cryptography” [22], the seminal 1976 paper by Whitfield
Diffie and Martin Hellman. Their work, which introduced the world to the magic of
asymmetric cryptography, indeed brought on a paradigm shift in the science of secret

writing known as cryptography.

In this introduction I shall describe three such paradigm shifts, each of which is largely
due to a legendary cryptologist duo: the shift from symmetric to asymmetric encryption,
as pioneered by Diffie and Hellman (Sect. 1.2); the shift from ad-hoc to provable secu-
rity, as developed by Shafi Goldwasser and Silvio Micali (Sect. 1.3); and the shift from
existential to practice-oriented security proofs, as initiated by Mihir Bellare and Phillip
Rogaway (Sect. 1.4). Along the way we will see events leading up to the shifts, and their
impact on cryptographic research, as well as on society at large. And, ultimately, we
will see how the stage was set for us to consider a number of questions (Sect. 2), some of
which are tackled in the three research articles that make up this thesis (Sect. 3). Finally,

I will briefly muse on what lies ahead for the field of concrete security in Sect. 1.5.

But we are getting ahead of ourselves. Let us start by looking at the paradigm of

cryptographic research that was in place before the year 1976.
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1.1 Kerckhoffs’s Principles

The history of cryptography is long and complex, and like most histories of human
affairs, it is filled with interesting characters and fascinating intrigues (“The Code Book”
by Simon Singh [75] provides an excellent overview). It holds a unique position in
computer science in that it stretches back to ancient times, with the earliest hypothesized
appearance found in the tomb of Egyptian nobleman Khnumhotep II [48,55]. Hailing
from the second millennium BCE, these inscriptions employ uncommon hieroglyphic
symbols and grammatical inconsistencies to obscure the meaning of the text. While
their precise purpose is unknown, the ease with which they are decoded suggests they

may have been meant as an amusing puzzle for the literate visitor.

The earliest known use of cryptography for the purpose of secret messaging is the Caesar
cipher [75]. This simple cipher worked by shifting the letters of the message by three posi-
tions, wrapping around at the end. An enemy intercepting the message weattackatdawn
would thus see ZHDWWDFNDWGDZQ), hopefully discarding it as nonsense.

Crucially, the Caesar cipher’s security relied on the method of encryption—or that en-
cryption was being employed at all-—being kept secret from the interceptor. Anyone
with knowledge of the encryption method could easily decode any ciphertext, and Cae-
sar would have ensured that any intended recipient had been informed in secret of the
encryption method beforehand. If an interceptor even suspected that an alphabet shift
had taken place, he would only have to try a small number of possible shifts before

uncovering the message.

Keeping cryptography a hidden art eventually turned infeasible, marking a need for
stronger ciphers. Substitution ciphers became commonplace, in which each letter is
exchanged for a different one, without the requirement that the shifts are alphabetically
related. However, memorizing a full substitution alphabet is costly. Instead, keywords
or keyphrases were often employed. These allowed for both ease of memorization and
ease of transmission, as for instance the first phrase of an otherwise innocuous-looking

book might serve as a decryption key.

Keyphrase ciphers function as follows: assume the keyphrase is “Once upon a time”.
Then, the letters a through j are to be replaced with O, N, C, E, U, P, A, T, I, and
M, respectively. The remaining letters are to be substituted alphabetically as usual,
beginning where the keyphrase ended with k being replaced by Q (since N, O, and
P have already been assigned), skipping any letter that has already been assigned a

substitution and wrapping around at the end of the alphabet (see Table 1.1).
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Table 1.1: A substitution cipher based on the keyphrase “Once upon a time”.

a b ¢ d e f g h i k 1 m
O NCEUPATTIMQQTR S
n o p q r s t u v w X Yy %
VW XY Z BDVFGH J KL

Clearly, the security of the cipher now depends on the number of different letters that
appear in the key phrase. In the extreme case that the keyword is a single letter, it
reduces to a shift cipher: let the keyword be “D”, then a is to be replaced by D, b by
E, ¢ by F and so on, and we have recovered Caesar’s three-shift cipher. At the other
extreme are keyphrases that substitute all 26 letters. An example: “Sphinx of Black
Quartz, Judge My Vow!”

There are 26! ~ 23 =~ 102° possible substitution ciphers. Observing this, one might
come to the belief that a would-be attacker would have to cycle through 26! possible
substitutions before coming to the correct one, an insurmountable task for any human.
But even a randomly chosen, complete substitution is easily broken with a large enough

sample of encrypted text through the use of frequency analysis.

Language is not uniform: the letter “¢” for instance appears roughly 13% of the time
in English text, making it by far the most common letter of the language. Substitution
ciphers do not mask the distribution of letters, and once a small number of them have
been deduced by looking at their relative frequencies, matching the remaining letters

essentially reduces to a few educated guesses (such as “¢” often being preceded by “th”).

Counting arguments such as the above were a common fallacy among mathematicians
attempting to prove the security of their encryption schemes in previous centuries. Diffie
and Hellman write [22]:

During the sizteenth and seventeenth centuries, mathematical arguments were
often invoked to argue the strength of cryptographic methods, usually relying
on counting methods which showed the astronomical number [of [ possible keys.
Though the problem is far too difficult to be laid to rest by such simple meth-
ods, even the noted alraist [sic] Cardano fell into this trap [48, p. 145]. As
systems whose strength had been so argued were repeatedly broken, the notion
of giving mathematical proofs for the security of systems fell into disrepute

and was replaced by certification via cryptanalytic assault.

This requirement, that the trust in an encryption method is to come from failed attempts

to break it rather than any attempt at proving it unbreakable, is summarized in the first



14 Introduction: A Brief History of Concrete Security

of Auguste Kerckhofls’s six principles for military ciphers, published in 1883 (translated
from French) [50]:

The system must be practically, if not mathematically, indecipherable.

Another common fallacy that has plagued the employment of encryption systems is that
keeping an encryption method hidden increases the security of the cipher. It is easy to see
how anyone would fall victim to this trap, for surely, inverting any function must require
knowledge of the function to be inverted. However, as evidenced time and again by
countless broken ciphers, all that is needed is an ability to recognize a correct invertion,

or in other words, a successful break.

To the contrary, any good cipher should be secure whether or not its encryption method
is known, as long as the key used remains secret. This is codified in Kerckhoffs’s second

principle, otherwise known as simply “Kerckhoffs’s principle” [50]:

[The system] should not require secrecy, and it should not be a problem if it

falls into enemy hands.

Modern cryptographers interpret Kerckhoffs’s principle in the extreme, advocating that
all cryptographic algorithms should be public and implementations open-sourced. After
all, given that security of a cipher is to be judged by cryptanalytic attacks against it,
having the encryption method be public knowledge and inviting any interested party to
try and crack it can only help put confidence in its security—unless the cipher was in

fact insecure to begin with.

Thus the paradigm is set: encryption methods should remain secure even if released to
the public, their security should rely on the secrecy of the encryption key only, and trust

in their security should stem from continuous failed efforts to break it.

Kerckhoffs’s remaining principles are mostly irrelevant for cryptography today. However,
his third principle is interesting in that it foreshadows a challenge that would come to a
point with the development of increasingly efficient communication technology, leading

to the first major paradigm shift almost a century later [50]:

It must be possible to communicate and remember the key without using writ-

ten notes, and correspondents must be able to change or modify it at will.
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1.2 Diffie and Hellman’s New Directions

While Kerckhoffs’s third principle talks of the ease with which a system should be able
to be reinstated with a fresh key, changing a key necessarily involves the correspondents
agreeing on a new one. Bar an alternative, presumed-secure channel (for instance a
human courier), this would only have been possible by having the correspondents meet

in person.

Imagine the correspondents are located on different continents, and their key gets com-
promised; agreeing on a new one would then require a comparatively gigantic effort, in-
volving careful (non-secret) communication of a time and place, and long-distance travel
to get there, potentially hindering secure communications for months in the meantime.

They would certainly not be able to replace the key “at will”.

A secret discovery. In the late 1960s, within the top-secret walls of the UK Gov-
ernment Communications Headquarters (GCHQ), James Ellis had been put to the task
of finding some way of having two parties communicate securely without the need for
a pre-shared secret [25]. The conventional wisdom was that this was impossible; in
fact, it seemed self-evident to most people, including Ellis, that no security could be
achieved without a pre-shared secret.! Then he came across a classified WWII report on
a technique developed by Bell Labs that achieved exactly this, securing analogue voice

transmissions without the need for a shared secret [24].

A bit of background: during the war, Bell Labs had developed a method for secure
speech that involved distributing pairs of records of random noise between sender and
recipient. A sender would then add this noise to the line, so that anyone intercepting it
would hear only static. At the receiver end, the noise would be subtracted, using their
copy of the record. The records would then be destroyed, security requiring that they
were each used once only. The technique can thus be viewed as an analogue equivalent

of the one-time pad (see Sect. 1.3).

In the final report of the related “Project C43”, the author muses that a different system
might be possible, one in which the noise is added to the line by the receiver, rather than
the sender. Then, there would be no need to distribute pairs of records—the receiver,
having full knowledge of the noise that was added, could simply remove it himself. While
intriguing, the technique seems to have never been implemented, as it was too impractical

for long-distance radio transmission, the purpose of Project C43. The author writes:

141 think he was sort of sidetracked”, a colleague would later say about Ellis being put to what was
believed to be an impossible task [53].
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This system, however, cannot be used for radio at all because the level of the
noise decreases with distance from the receiving station, while the level of the
signal increases. The interceptor, therefore, will get good speech signals if he
is close to the transmitter. With telephone lines this differential can be kept

small.

Reading this prompted Ellis to ask himself whether the same thing could be achieved
digitally, and late one night as he was lying in bed, he realized that he could prove that it
was possible in principle [25]. His proof, involving computers modelled as large look-up
tables, did not give any hint towards whether such a thing could be achieved practically.
But it did rule out any sort of impossibility theorem, which most of his colleagues had

at the time simply assumed must exist.?

Ellis’s main insight, which he had got from Project C43, was that to achieve “non-secret
encryption” (as he called it), the recipient would have to take an active part in the
encryption process. His scheme had the recipient send an “encrypted key”, what we
today would call a public key, to the sender over an open channel. The sender would
then encrypt as usual using this encrypted key, and send it back. Crucially, decryption
could only happen with access to the “unencrypted key”, today known as the private key,

by assumption known to the receiver only.

Being careful to note that he only showed that such a system was “theoretically plausible”,
particularly given that he had “established something, which, to most people, seems

inherently impossible”, he nevertheless writes [24]:

Attempts to find solutions [by looking for suitable hard-to-invert functions/
have so far been unsuccessful but have seemed tantalisingly near to success at
times, so that one feels that a solution probably does exist. There is certainly

no apparent reason to believe it impossible.

Ellis published his internal report in January of 1970, and appears to have stopped work-
ing on the problem thereafter, feeling that his engineering background was insufficient to
solve what was clearly to him a number-theoretical problem. His report, “The Possibility

of Secure Non-secret Digital Encryption”, concludes [24]:

In any case it is hoped that this report will stimulate those proficient in these

2Upon receiving Ellis’ manuscript, GCHQ’s chief mathematician set about finding the flaw that
obviously had to exist in the proof. Six months later he conceded: “Unfortunately, I can’t see anything
wrong with this.” [53]
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matters to find a practical solution. The potential advantages are too obvious

to need specification.

Three years later, a young recruit was introduced to Ellis’ idea by his mentor. This was
Clifford Cocks, and at age 22 he had only arrived at the GCHQ’s electronics-security
group three months earlier. Finding the problem intriguing, he found himself musing
over it later that same evening. Due to the strict rules of the GCHQ, he was not allowed
to write anything down when working out-of-office. “Happily”, he recalls, “the first idea

seemed to work just fine.” [53]

Having previously worked in number theory, it was natural for him to consider the prob-
lem of factoring large primes as the underlying irreversible function for the encryption
scheme. He wrote down his idea the following day and submitted it for publishing inter-

nally.

This caught the attention of Malcolm Williamson, a childhood friend of Cocks, surprised
to learn that Cocks had an internal paper coming out this soon after his recruitment.
Williamson, who still believed that secret communication was impossible without pre-
sharing some secret, set out to find a flaw in the concept. He found that he couldn’t.
Instead, he not only became convinced of the correctness of Cocks’s scheme, but discov-
ered a different one, this time relying on the hardness of computing discrete logarithms.
Through a minimal amount of open communication, two parties could, using his scheme,

agree on a shared secret key.

Nevertheless, in part due to the impracticality of the schemes at the time,® and in part
due to the conservative nature of government secrecy, the schemes didn’t see any field
employment. Particularly the fact that security seemed to reduce to a single simple-
to-state mathematical problem, rather than the jumbled mess of typical contemporary
encryption schemes, made several members of the GCHQ nervous about putting too
much trust in the schemes. “Some graduate-student mathematician could really cause a

disaster,” Williamson said, summarizing the prevailing view at the time [53].

And so their discoveries remained secret, only getting declassified in 1997. Three years
after their discoveries, Ellis” concept of non-secret encryption would be rediscovered by
a young hacker and a Stanford professor, simultaneously rediscovering Williamson’s key
establishment scheme. This scheme is today known as Diffie-Hellman key exchange,
after its inventors. A year later, three other MIT researchers would, after much trial-

and-error, discover a variant of the scheme that Cocks had cooked up in an evening.

3Cocks says, “It took minutes to generate a key. We looked at the circumstances under which you
would find it useful to have a machine that took that long to produce keys and immediately thought
the applications were too limited to make it worth floating.” [53|
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They were Ron Rivest, Adi Shamir, and Leonard Adleman, and that scheme is known
today as RSA.

A public revolution. In 1974, as part of an undergraduate class project, a young
Ralph Merkle devised a scheme with which a secret key could be established between
two parties without the need for pre-shared secrets. He proved that an eavesdropper
would need to spend more computational effort to uncover the secret than it took for
either party to establish it (roughly n? computational steps, versus roughly n steps for
each of the honest parties). In a paper published in 1978* explaining the protocol, Merkle
writes [56]:

[This work| develops a new paradigm, which differs significantly from the tra-
ditional one. (...) Assume two forces, Us and Them, are fighting. They
are winning, because they have broken our codes and ciphers. We only find
out about this when we discover that they attack exactly where we are weak-
est, retreat just before our attacks, and generally seem to know too much too
quickly. Qur forces are in the field, fully deployed, with no chance of dis-
tributing new keys in accordance with the traditional paradigm. Under the
traditional paradigm, we are lost. Using the new paradigm, we can easily

change all our keys, and re-establish security. The difference is dramatic.

His method relies on the concept of a “puzzle”, a weakened (symmetric) cipher that is

assumed to take effort n to break. It works as follows.

Let us say Alice and Bob want to establish a key over an open channel, while keeping
it secret from the eavesdropper Eve. Alice then spends n effort to produce n puzzles,
each containing a candidate secret key and a randomly chosen key ID. She sends all n
puzzles to Bob, who chooses one of them at random. He spends the required n effort to
solve the puzzle (i.e., crack the cipher), uncovering the key and the corresponding 1D,
and then sends the ID back to Alice. Alice compares the ID with her own list of keys
and key IDs, and identifies the key that Bob must have opened. They now have a shared
key.

Eve, meanwhile, listening in on their conversation, stores her own copy of the n puzzles.
She sees the ID sent by Bob, but this gives her little information about which of the

4Tt appears that the paper was first submitted for publication some time before Diffie and Hellman’s
landmark paper appeared, but only actually published two years later. Yet Diffie and Hellmann were
aware of Merkle’s work: Martin Hellman, in a 2004 interview, says, “If you’re going to put names on
it, it should be called Diffie-Hellman—-Merkle key exchange, since it’s actually based on a concept of
Merkle’s. We give him credit for that in the paper, but it was in a paper by Diffie and Hellman, so it’s
called Diffie-Hellman key exchange.” [79]
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puzzles to attack to uncover the corresponding key. Intuitively, the best she can do is to
open one at a time until the transmitted ID is uncovered. This is expected to happen
after opening 7/2 of them on average. As each puzzle is assumed to take n steps to open,
this leads to the expectation that Eve will have to spend n?/2 effort to recover the secret

key.

This scheme is not at all practical, however: in order for the computational gap between
Eve’s effort and that of Alice and Bob to bring any security guarantees, n would have to
be set astronomically large. This would not only lead to prohibitive computation times,
but also large communication costs, as all n puzzles have to be transmitted from Alice
to Bob. Merkle writes [56]:

The amount of work required of [Eve] to determine the key will increase as
the square of the amount of work put in by [Alice] and [Bob] to select the key.
Clearly, it would be desirable to find a solution in which the amount of work
put in by [Eve] increases exponentially as a function of the amount of work
put in by [Alice] and [Bob]. We see no reason why such exponential methods

should not exist.

Of course, Whitfield Diffie and Martin Hellman soon after discovered a much more
practical approach [22]. But their paper, aptly titled “New Directions in Cryptography”,
contains so much more; while unaware that similar discoveries had been made in secret
before them, it is fair to say that Diffie and Hellman’s treatise on the possibility of
“public-key cryptography” (PKC) was by far the most complete to date.® Like Ellis
before them, they realized that by splitting the key up in a public and a private key, one
could devise a public key encryption (PKE) system that would allow Alice and Bob to
communicate privately, with no need to meet up beforehand to exchange secrets. Unlike
Ellis, though, they realized that such a system was actually fit to solve more than just

one problem.

Diffie had for some time been fascinated with the idea of a “digital office” [21]. One of
the central tools for any office is the ability to authenticate documents by signing them.
But with the world of commerce going digital, what would “digital signatures” look like?
Well, once Diffie and Hellman had devised the framework of public and private keys,
they realized that they could solve the digital signing problem by flipping the encryption

5Apart from the primitives discussed in the text, the list of concepts appearing in their paper, some
for the first time, include one-way functions, password hashing, chosen plaintext attacks, trapdoor one-
way functions, the possibility of built-in hidden backdoors, program obfuscation, lazily sampled random
functions, the suggestion to build cryptosystems from NP-complete problems, and the possibility of
proving schemes secure through reductions. We will meet many of these concepts again later.
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protocol on its head: instead of using the public key to encrypt a message, Alice could
now sign a message by “encrypting” it with her private key, and send this “ciphertext”,
which now acts as a signature, to Bob along with the document to be signed. This
would allow Bob, as well as anyone else with access to her public key, to “decrypt” the
signature and verify that the resulting message matches the message to be signed. Since
only Alice could have produced such a signature, the document is authenticated. What’s
more, Alice cannot deny that it was she who signed the message, making the signature

potentially valid also in a court of law.

Of course, a PKE scheme would just as easily yield a key distribution scheme, as defined
by Merkle, simply by letting the plaintext be the desired shared key. However, the
reverse does not hold, and so, while they were able to present their famous method of
Diffie-Hellman key exchange, they left the construction of a full public key encryption

system as an intriguing open problem.

Ron Rivest and Adi Shamir took up the challenge, designing scheme after scheme that
they hoped would satisfy the properties of a PKE. They sent each one over to Leonard
Adleman, who in turn broke every one—until one day they sent him one he could not
break [75]. They had discovered a variant of Cocks’s scheme from four years earlier, and
it seemed to be unbreakable unless an efficient method of factoring large numbers were
to be found. This is the scheme that we have come to know as RSA encryption [65].
Published only a year after Diffie and Hellman suggested that such a scheme might be
possible, it took the world by storm, in no small part thanks to an early exposition in

Martin Gardner’s legendary “Mathematical Games” column of Scientific American [30].

For the next several decades, RSA helped transform digital communication, enabling
among other things practical e-commerce through encrypted traffic and digital signa-
tures, and bringing secure email to the masses through Phil Zimmerman’s “Pretty Good
Privacy” (PGP) software [31]. The latter program used RSA encryption to encrypt a
key, to be used together with a conventional, symmetric cipher. This method, today
known as “hybrid encryption” [72], provides the best of both worlds of asymmetric and
symmetric ciphers: given that the symmetric key, encrypted using RSA, will typically
be relatively short compared to the message to be encrypted, this ensures that the less
efficient asymmetric algorithm does not have to do too much of the heavy lifting, as the

much more efficient symmetric cipher will be used to encrypt the bulk of the message.



1.3 Goldwasser and Micali’s Mental Poker 21

1.3 Goldwasser and Micali’s Mental Poker

Rivest versus Rabin. Rivest, Shamir, and Adleman relied on the conjectured diffi-

culty of factoring to argue that their scheme was secure, writing [65]:

While factoring large numbers is not provably difficult, it is a well-known
problem that has been worked on for the last three hundred years by many fa-
mous mathematicians. (...) However, no one has yet found an algorithm
which can factor a 200-digit number in a reasonable amount of time. We con-
clude that our system has already been partially “certified” by these previous

efforts to find efficient factoring algorithms.

However, while they could not come up with a faster way of reversing the RSA function

than factoring, proving the equivalence was beyond them [65]:

It may be possible to prove that any general method of breaking our scheme
yields an efficient factoring algorithm. This would establish that any way of
breaking our scheme must be as difficult as factoring. We have not been able

to prove this conjecture, however.

To prove it, they would have to provide a reduction, showing that anyone with an algo-
rithm to reverse the RSA function would get an algorithm for factoring large composite

numbers for free. Such a reduction has yet to be found.

This is however exactly what Michael Rabin did for his own scheme two years later,
when he showed that by modifying the RSA function slightly, a simple reduction from
breaking the security of the scheme to factoring appears [63]. In other words, he proved
that anyone who can break his scheme could by necessity also factor large numbers.
Given that factoring large numbers is assumed to be hard, his scheme must therefore be

assumed secure.

And yet, it did not take long for Ron Rivest to present a simple but effective attack
against Rabin’s altered scheme [51]. Ironically, the attack follows directly from the
security proof, as the attacker would use exactly the same technique as the reduction to
recover the factorization of the public key. All Eve would need to do is trick Alice into

decrypting a few ciphertexts with her private key and sharing the result.

Maybe Alice used to be a close collaborator of Eve, and sees no reason to distrust Eve’s

strange requests. She happily complies, safe in the knowledge that her cryptosystem
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has anyway been proven secure. One can only imagine her confusion as she wakes up
the next morning to the havoc that Eve, now with full access to Alice’s private key, has

brought upon her.

Now would be a good time to take a step back and ask what is going on. Rabin proved
that reversing the encryption of his scheme is as hard as factoring the public key. And
yet Eve was able to mount a simple attack to recover Alice’s key. The answer, of course,
lies in the assumptions underlying the proof. In other words, what model of security was

the scheme proven to achieve?

First off, note that any public key system allows anyone to create as many plaintext—
ciphertext pairs as they want: simply encrypt any plaintext using the target’s public key.
This is known as a Chosen-Plaintext Attack (CPA). Rabin showed that reversing the one-
way function underlying encryption was as hard as factoring, even given the adversary’s
ability to mount such chosen plaintext attacks. Using OW for “One-Wayness”, and using
the standard nomenclature of [security goal]-[attack power], we may conclude that Rabin

proved the scheme OW-CPA secure under the factoring assumption.

However, Eve did something more in her attack on Alice. Namely, she tricked Alice into
using her secret key to decrypt ciphertexts of Eve’s choosing, and somehow this gave
Eve enough information to bypass Rabin’s proof and recover the key. In other words,

Rabin’s security model was not general enough to cover Eve’s attacks.

Eve’s attack is known as a Chosen-Ciphertext Attack, or CCA. So, the attack shows that
Rabin’s scheme is not OW-CCA secure. In fact, it shows something stronger: the scheme
is not even KU-CCA secure. Here we have weakened the security goal from “it should
be hard to recover the plaintext” (One-Wayness) to “it should be hard to recover the
private key” (Key-Unrecoverability). Why is this a weakening? Right: because someone
who can recover the private key can also use it to recover plaintexts, but not necessarily

vice versa. Eve’s attack breaking a weaker security assumption means a stronger result.

It is at this point worth noting that “plain” RSA encryption is also broken in the CCA
setting: there exists a simple chosen ciphertext attack with which an adversary can
recover the plaintext from any ciphertext it desires [51]. So RSA is not OW-CCA-
secure. However, the attack does not recover private keys, and for all we know it might
therefore be KU-CCA-secure. Can we therefore say that RSA is more secure against

chosen ciphertext attacks than the Rabin scheme?

Well, from a modern perspective, we would simply say that both schemes are broken in
the CCA setting, as neither one-wayness nor key unrecoverability are considered partic-

ularly lofty security goals. In fact, by strengthening our security goals, we would say
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that both are broken in the CPA setting too. We will see why next.

Probabilistic encryption. In the early eighties, Shafi Goldwasser and Silvio Micali,
two PhD students who had met each other at their graduate program at the University
of California, Berkeley, were pondering how one would go about playing “mental poker”,
i.e. a remote game of poker played over a telephone line. Given that neither player trusts
the other (and in fact expects the other to cheat), the protocol would need to somehow
guarantee fairness, and ideally allow the players to verify later on that the game was
played correctly. Rivest, Shamir, and Adleman had introduced the problem, and given
a partial solution [69]. While their scheme looked sound on the surface, their suggested
implementation, employing RSA encryption, was only secure against the recovery of a
full card, i.e. its value and suit®. It was clear to Goldwasser and Micali that if Bob were
to learn any partial information about one of Alice’s cards—say, its suit—he would gain

an unfair advantage, unacceptable in any game of poker claiming to be fair.

Defining “partial information” to be any efficiently computable predicate on the plaintext
(i.e. any function taking the plaintext as input and outputting a single bit, for instance
a yes/no answer to the question “is the colour of the card red?”), their first realization
was that no deterministic encryption scheme (i.e. involving no randomness aside from
the choice of keys) can hide all partial information [35]. They gave a trivial example: let
the predicate P(m) = 1 if and only if encrypting m under a given public key pk yields a
ciphertext that is even. Clearly, anyone with access to pk can calculate this predicate, and
so the ciphertext leaks partial information on the plaintext. If the encryption process
were instead probabilistic, so that re-encrypting messages would yield random-looking

results, then P would no longer be a well-defined predicate on the message.

Of course, while probabilistic encryption is a necessary requirement for the hiding of
all partial information, it is far from sufficient. Goldwasser and Micali therefore went
one step further, and constructed a scheme for which they could prove the following
claim [35]:

An adversary, who knows the encryption algorithm and is given the cypher-

text [sic|, cannot obtain any information about the cleartext.

In more detail, they showed that if an adversary, given a ciphertext, could learn the value
of any predicate on the plaintext with a significantly higher likelihood than by random

guessing, then they could also reverse the underlying trapdoor predicate serving as their

6Their write-up is bereft with statements like “Alice has no way of knowing anything about Bob’s
hand since the encryption key B is known only to Bob”, which in hindsight is clearly a fallacy [69].



24 Introduction: A Brief History of Concrete Security

hardness assumption. They then gave an implementation based on a trapdoor predicate
known as the quadratic residuosity problem, a well-known problem in number theory for

which no efficient solution is known.”

While their scheme is highly unpractical, producing ciphertexts hundreds of times larger
than the plaintexts, it served as a useful proof-of-concept: it showed that it is possible
to come up with very strong notions of security, and build systems that provably achieve

them. And thus, they had finally showed how to play a truly fair game of mental poker.

But the impact of their work reached far beyond the realm of card games.

What is meant by ‘“security”. In the mid-forties, a young Claude Shannon had
proven that the one-time pad, which had been in use for military encryption since the
late 1800s, achieves perfect secrecy [70]. The one-time pad is a deceptively simple scheme:
given a message encoded as a bit string, produce an equally long, randomly sampled bit
string. This will be your key. Then produce the ciphertext by taking the xor of each
bit: if the first bit of the key is 1, then you flip the first bit of the message; if the
second bit of the key is 0, then you leave the second bit of the message alone; and so
on. What Shannon showed is that the resulting ciphertext is unbreakable, no matter how
much computational effort you throw at it: you could be calculating until the end of the

universe and be no closer to uncovering the plaintext.

There are two important caveats. First, the key must only be used once: if an adversary
is given two ciphertexts using the same key, it can already recover non-trivial information
about the plaintexts. Second, the key must be at least as long as the plaintext. Taken
together, this makes for cumbersome key management, and there are many stories of
cold-war era agents walking around with briefcases handcuffed to their wrists filled with

stacks of paper containing nothing but random bits [75].

Shannon defined perfect secrecy to mean that any information about the plaintext given
the ciphertext, would be equally available to the attacker without the ciphertext. In other

words, having access to the ciphertext should not help at all in guessing the message.

Goldwasser and Micali’s original notion of security, based on the hardness of guessing
predicates on the plaintext, was quite unwieldy to work with. When they later expanded

on their work, they provided two alternative notions of security. One, which they called

"They furthermore showed that if the quadratic residuosity problem is hard to solve for any instance
of the problem, then it is also hard on average. Such worst-case-to-average-case reductions are extremely
valuable in cryptography, as there are many problems for which no efficient general algorithm is known,
and yet most instances are easily solved, making them completely unsuitable as cryptographic primitives.
A worst-case-to-average-case reduction rules out this possibility.
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semantic security, was essentially a polynomially bounded version of Shannon’s perfect

secrecy [35]:

Informally, a system is semantically secure if whatever an eavesdropper can
compute about the cleartext given the cyphertext, he can also compute without

the cyphertext.

If the attacker is restricted to chosen plaintext attacks, we call the notion SEM-CPA.

Their other notion of security says that, for any choice of messages mg and m;, the adver-
sary should be unable to guess which of the two has been encrypted in a given ciphertext
with probability significantly better than 1/2. This notion, which is today known as indis-
tinguishability (IND), has become a standard notion of security for encryption schemes,
due to being both a strong security goal, and being comparatively easy to work with.
Somewhat surprisingly, this rather simple notion is enough to capture security at the
same level as that of semantic security; Goldwasser and Micali proved this by showing
that any scheme that is IND-CPA secure is also SEM-CPA secure. They then showed
that their scheme is IND-CPA secure, and therefore also SEM-CPA secure.

The reverse implication was later shown by Silvio Micali together with Charles Rackoff
and Bob Sloan, implying that IND-CPA and SEM-CPA are really equivalent. “This
equivalence”, they write, “provides evidence that the right formalization of the notion
of security has been reached.” [57] (Almost two decades later, a similar equivalence was
finally established between IND-CCA and SEM-CCA |[76].)

The rise of provable security. It is hard to overstate the impact that Goldwasser
and Micali’s work has had on the field of cryptography. Putting in place the paradigm of
definition-based, reduction-based provable security opened the floodgates, as people went
on to show how to achieve all sorts of things traditionally assumed to be impossible. For
instance, Goldwasser, Micali, and Rackoff showed in 1985 how to construct proofs for any
efficiently verifiable statement (i.e., for any language belonging to the complexity class
NP) that reveal nothing but their validity [37], today known as zero-knowledge proofs.
Increasingly, cryptography was having an impact on the study of algorithms, known as
complexity theory, too, for instance with the introductions of the IP (Interactive Proofs)
and MIP (Multi-prover Interactive Proofs) complexity classes, and the work leading up
to the much-celebrated Probabilistically Checkable Proofs (PCP) Theorem [3], some of

which involved Silvio Micali, and all of which involved Shafi Goldwasser.

Nevertheless, the emerging paradigm of provable security seemed to have little impact
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on the practice of cryptography. Phil Rogaway, who was a student of Micali at the time,
recalls of his time at MIT [67]:

While a word or two might be uttered in a paper to play-up some far-fetched
application, it would be done with a wink of the eye; minimally, practical
considerations would have to wait for some distant, less ecstatic day. My
wonderful advisor, Silvio Micali, would waz philosophically about how some
definition or proof should go, and it is no exaggeration to claim that, as I saw
it, philosophy and beauty had unquestioned primacy over utility in determin-

ing what was something good to do.

In the world of cryptographic practice, meanwhile, RSA was still the primary method for
public-key encryption, despite lacking any formal proof establishing its security; some-
times implemented with ad-hoc methods to add randomness to the encryption, or to
provide some protection against the known chosen-ciphertext attacks, if even that [68].
This divide seemed to stem in part from practitioners not being trained mathemati-

8 in part from proofs being treated by theoreticians as a sort of existence proof

cians
(saying in effect, “we have shown that there exist parameters for which these schemes
are secure; now it’s up to you to go find them”), and, maybe most of all, from all prov-
ably secure schemes at the time being horribly inefficient, way too much so to be even

considered for use in practice.

1.4 Bellare and Rogaway get Practice Oriented

Having simply assumed that practitioners would take up the challenge and go find prac-
tical, efficient implementations of these highly theoretical constructions, Mihir Bellare
and Phillip Rogaway, who had met as students at the Theory of Computation group at
MIT (at the time including both Shafi Goldwasser and Silvio Micali), were surprised to
learn that their new colleagues at IBM were doing no such thing. Rogaway, who felt
he had come to IBM to do some “community-service work” by “bringing a bit of the
Science of cryptography to the masses of poorly informed security practitioners”, found
the character of work at IBM to be completely different from what he and Bellare had
anticipated [67]:

8Neal Koblitz and Alfred Menezes write in their infamous survey paper Another Look at ‘Provable
Security’: “Regrettably, many ‘provable security’ papers seem to have been written to meet the goal of
semantic security against comprehension by anyone outside the field.” [51]
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It was what we came to call, in nearly daily phone conversations between the

two of us, the two-hat approach. Here’s how it works.

o You could wear your theory hat, in which case you’d try to write a nice
paper, preferably one for STOC, FOCS, or CRYPTO; or,

e You could don your practice hat, which, fortunately, nobody felt com-
pelled to do all that often. There you’d use your intuitions, intelligence,
and predisposition to skepticism to design, attack, or refine some real-

world scheme that, against all odds, somehow came your way.

These two modes didn’t much interact or interfere. They’re just different

ways to work.

While there are many occupations in which one is required to switch between different
“hats” in the above manner, Bellare and Rogaway were just not very comfortable with the
great gap sitting between these particular hats. Their problem was that, while wearing
the practice hat [67],

you’re effectively asked to abandon not just your theory-rooted knowledge but,
worse, it seemed like you needed to abandon your theory-rooted sensibilities
too. Basic things, like the expectation that you’ll formalize things before get-

ting too far trying to analyze a scheme.

This frustration led them to initiate a program they came to refer to as “practice-oriented

provable security”. It started off with three papers.

The first one recast the Kerberos protocol as a general protocol which they named Au-
thenticated Key Exchange, and studied the level of security it achieved under some
natural assumptions [12]. Among practitioners, Kerberos was the most famous crypto-
graphic protocol to come out of MIT since RSA. Rogaway, however, had to admit to
his coworkers that he had never heard of the thing, its design having had no influence
from the Theory of Computation group (allegedly leading some to doubt whether he was
truthful about having studied cryptography at MIT at all) [67].

The second paper aimed to bring symmetric cryptography, which had thus far been
completely removed from the world of cryptographic theory, into the realm of provable
security. To start off, they studied a popular construction of message authentication
codes (MAC) from blockciphers, and quantified the level of security the MAC could

achieve given the assumed security of the blockcipher. As with any theory paper, this
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involved giving formal definitions quantifying security, and reductions supporting each

claim [9].

Both of these papers spawned sub-fields of cryptographic research that, while not par-

ticularly relevant for this thesis, are still very much alive today.

The reader should note the subtle shift in language: we are no longer talking about a
scheme being proven “secure” or “insecure”. Instead, we are now asking how secure a
scheme is, given the properties of its constituent parts. This shift is at the heart of
practice-oriented provable security. In fact, it is one of the main reasons why symmetric
ciphers had so far been considered incompatible with the paradigm of provable security:
with symmetric schemes being finite mathematical objects, asymptotic concepts like
“polynomial-time”, “security parameter”, and “negligible function” lose their meaning.
What Bellare and Rogaway realized, however, was that as long as you did not try to
make any final claim about whether or not a scheme was “secure”; you could perfectly well
employ the same definition-and-reduction based paradigm to quantify what security a
scheme would achieve. Even better, with theorems now stated in a concretely quantified
manner, a practitioner could in principle choose a desired level of security (say, that

2128

an adversary should not be able to break the scheme in less than steps), and get

appropriate parameters right out of the formula.

Random oracles are practical. The third paper of this era, “Random Oracles are
Practical” [11], has ended up as the pair’s most famous—and most controversial [67].
Here, they introduce the random oracle model (ROM), suggesting it is both a powerful
proof technique, and a paradigm that “provides a bridge between cryptographic theory
and cryptographic practice”. They write [11]:

Cryptographic theory has provided a potentially invaluable notion for cryp-
tographic practice: the idea of provable security. Unfortunately, theoretical

work often seems to gain provable security only at the cost of efficiency.

The inefficiency of all provably secure schemes to date had severely hindered their uptake
in implementations, as the typical practitioner would value efficiency of their protocols
much higher than arcane claims of proven security from some esoteric theoreticians,

many of whom had not coded a line in their life.

Clearly, then, the burden was on theoreticians to come up with schemes as efficient as

those used in practice, but for which strong security guarantees could be given.
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One primitive possessing many useful properties that had been ignored by the theoretical
community, despite being much used in practice, was that of a hash function. Simply
put, a hash function H is an object that takes an input of any length, x, and produces a
fixed-size, random-looking output H (z); furthermore they are deterministic, so the same
input always yields the same output. Cryptographic hash functions are typically required
to be preimage-resistant, meaning that given H(z) it should be difficult to recover z,
and collision-resistant, meaning that it should be difficult to find distinct z; and x5 such
that H(z1) = H(xzs).

Despite their apparent simplicity, practitioners had long realized the utility of hash
functions for building secure and efficient cryptography, and a growing body of anecdotal
evidence showed that by cleverly utilizing them, a construction could often achieve much
better security with very little cost to the efficiency of the scheme. Bellare and Rogaway,

donning their theory hats, write [11]:

What really is this object? To date, there has been no satisfactory answer.
That is, there is no formal definition which captures a large fraction of the
properties this function seems to possess—and it is not clear that one can be

found.

Their proposed answer is to model hash functions as truly random functions, and give

everyone involved in a protocol or security proof oracle access to it, meaning that:

1. Anyone can call it on some input and instantly get an answer.

2. The output will be fully consistent with what anyone else would see if they were

to call it on the same input.

3. No one can observe any of its inner workings, only its input/output behaviour.

Truly random functions can of course not be implemented in practice, as it would essen-
tially require a look-up table containing random values for every possible input. This
quickly becomes infeasible to implement: even for a rather conservative input limit of,
say, 512 bits, the table would have 2°12 elements, making it too large to fit in the observ-
able universe (a fact that would remain true even if you were to somehow encode each
entry in a single electron and densely pack them all across the observable universe with

no space to spare).

Now for the trick: random oracles may be impossible to implement, but they are easy to

stmulate. Assume the output is of some fixed length ¢. Now, every time someone calls
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the random oracle, you just check on your internal notepad whether the oracle has been
called before on that value. If yes, you return that value. If not, you flip ¢ coins and
return the result, making sure to jot down the result and the associated input value for

future reference.

To see why this is helpful, it is useful to bear in mind how a typical reduction works.
Say you want to show that breaking your newly cooked-up cryptosystem is as hard as
solving some underlying hard problem. You prove this by showing that if someone can

break your cryptosystem, then you can solve the underlying problem.

The first step is to somehow embed your challenge, the thing you seek to solve, into
a challenge ciphertext for the adversary to crack. In addition, you now simulate the
random oracle in the above manner, flipping coins and returning the result each time
the random oracle is called. Given the above equivalence, the adversary will be none the

wiser.

Crucially, if the encryption scheme is well constructed, running the encryption and de-

cryption algorithms will also involve calling the random oracle. You want two things:

1. That successfully breaking the system (for some definition of “breaking”) must by
necessity involve calling the random oracle on the value that you, the reduction,

seek.

2. If the adversary does not call the random oracle on that value, then it has no

winning strategy better than random guessing.

The final step is easy: if the adversary succeeded in breaking your system, then it must
have called the random oracle on the value that you care about. Simply extract the
correct value from your notepad, and you are done! (Though in order for this strategy
to work, you better be able to recognize the correct value when you see it. If the
underlying hard problem is reversing some one-way function f, as is often the case, this
is of course as easy as computing f(x) for a candidate value = and checking if it matches
the challenge you were issued. In other cases, it might require additional assumptions

on the underlying problem, see e.g. Article 2, Thm. 9.)

So, we have proven our scheme secure. Now all that remains is to pick a good hash
function, and replace every oracle call in our construction with a hash function call.
Right?

The random oracle controversy. If the above argument leaves a weird taste in

your mouth, yours is certainly not the first. There is something intrinsically weird about
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giving the reduction total control over the random oracle, and having the central security
argument rely on an ability to read off and answer oracle calls. To make matters weirder,
many reductions (including one featured in this thesis, see Article 2, Thm. 9) utilize the
fact that they control the random oracle to program certain values into some of the
responses, rather than just flipping random coins, the argument being that it’s fine as
long as the adversary does not notice. When allowing for the latter behaviour, we say
we are in the programmable random oracle model, to emphasize the additional power
utilized by the reduction [62].

Say you instantiate the random oracle with the state-of-the-art hash function SHA3.
This hash function features in countless protocols, and is getting evaluated millions of
times every day by users all over the globe. Are we somehow saying that in our model,
the reduction should be able to read off and respond to all those oracle calls? Or, in the

case of the programmable random oracle model, adaptively change its output?

Nonetheless, the random oracle model, with its associated proof techniques, has been
remarkably successful: if someone broke a system with a random oracle proof, it has
usually been the case that it is because they found some weakness, or structure, in the
hash function construction, making it behave not as a random oracle [58]. Presumably,

switching the broken hash function out for a stronger one would solve the problem.

There are exceptions, though. Canetti, Goldreich, and Haveli were the first to give
an example of a cryptographic scheme that is provably secure in the random oracle
model, and yet is insecure when instantiated with any hash function [20]. Bellare and
Rogaway had already noted [11] that it is easy to construct counter-examples by cooking
up schemes that rely in some contrived way on the hash function that you intend to
replace the random oracle with, concluding that for a ROM proof to be valid, all such
dependencies must be disallowed. The significance of the result of Canetti et al., then,
is that their construction has no such dependency: there cannot ezist a hash function

making their scheme secure when instantiated.

In the years since, many other such random oracle separations have been found [8,27,
62]. To some, these results cast severe doubts on the validity of the random oracle
model. Others feel strangely reassured by them, due to the highly contrived nature of
the separating schemes. In reference to one such separation (due to Bellare et al. [8])
Koblitz and Menezes write [51]:

(-..) if one of the world’s leading specialists in provable security (and coau-
thor of the first systematic study of the random oracle model) puts forth his
best effort to undermine the validity for practical cryptography of the random
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Figure 1.1: IND-CCA security, codified as a game in the manner popularized by Bellare
and Rogaway [14], and Shoup [74].

oracle assumption, and if the flawed construction in [the cited work] is the
best he can do, then perhaps there is more reason than ever to have confidence

in the random oracle model.

Chosen-ciphertext attacks, revisited. As explained in Sect. 1.3, Eve can break any
RSA ciphertext encrypted under Alice’s public key if she can trick Alice into decrypting
other ciphertexts on her behalf. A natural question then is, is it possible to patch RSA

to resist such chosen-ciphertext attacks?

As good theoreticians, the first step to answering this question is to define what we mean
by “resisting chosen-ciphertext attacks”. As demonstrated by Bellare and Rogaway [14]
and Victor Shoup [74], notions of security—as well as many security reductions—become
much easier to reason about if we envision them as games, or experiments, played by our
adversaries. We then measure the strength of a cryptosystem by how hard the game,
when instantiated with the cryptosystem, is to win. Typically, these games are won by
correctly guessing a hidden challenge bit: in one extreme, the best the adversary can do
is to guess the bit, thus guessing correctly and winning the game with probability 1/2;
we then say that the adversary has advantage = 0. At the other extreme, the adversary
guesses correctly every time; we then say that the advantage is 1, and may conclude—if

the adversary in question is reasonably efficient—that the scheme is broken.

A couple of different formalizations of CCA-security have appeared over the years, the
first one due to Naor and Yung [59], who formalized indistinguishability in the presence
of chosen-ciphertext attacks in the public-key setting and provided a scheme they could
show achieved their notion, today known as IND-CCA1. It goes as follows. First, the
game initializes by drawing a public-private keypair (pk,sk), and a uniformly random
challenge bit b. Next, the adversary A is given pk, and access to a decryption oracle
D, to which it can submit ciphertexts ¢ and have them decrypted using sk. The oracle
returns the result: a message if the ciphertext was well-formed, or the special symbol L

if not.
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Once A has played around with D to its satisfaction, it indicates to the game that it is
ready to be challenged by submitting two equal-length plaintexts mg and my; the game
then encrypt my, and returns the resulting challenge ciphertext ¢*. Crucially, A’s access
to D is at this point revoked. With the aid of whatever it learned from the first stage
of the game, it tries to pry from ¢* which of the two messages it is hiding. Finally, it

outputs a guess 13, and wins the game if it guessed correctly.

This notion is somewhat unsatisfactory in that it seems to model an attacker that only
has access to the decryption algorithm before it discovers the real target of interest.
There is little reason to expect real attackers to adhere to this restriction, and CCA1l
attacks are therefore sometimes referred to as “lunchtime attacks”, playfully alluding to
an attacker that only gains access to their target’s computer while the target is out for

lunch.

Rackoff and Simon [64] suggested a model of chosen-ciphertext attacks in which no such
restriction is made, except that the attacker should of course not be allowed to win the
game by asking for the decryption of the challenge ciphertext. This model of “adaptive”
chosen-ciphertext attacks is sometimes called IND-CCAZ2 to distinguish it from its non-

adaptive counterpart; we will simply refer to it as IND-CCA.

Fig. 1.1 provides the game code of IND-CCA, presented in the general style employed
in our works. Here, PKE.Kg, PKE.Enc, and PKE.Dec are the key generation, encryption,
and decryption algorithms, respectively, that are associated with the scheme “PKE”.
Note how we now also provide the challenge through an oracle interface; among other

things, this makes for an easy transition to multiple challenges (see Sect. 2).

The game starts at the top left of the figure: it starts out by initializing itself, generating
a keypair from the system parameters pm before calling the player A, who is given the
public key and oracle access to an arbitrary number of decryptions (D) and a single
challenge (£). Notice how the decryption oracle will refuse any attempt to have the
challenge ciphertext decrypted, returning the error symbol #. As indicated by the dollar-
tailed arrow <s, A is allowed to use randomness when producing its output, such as a

coin flip; at some point it outputs some guess l;, and as usual wins if it guessed correctly.

Dolev, Dwork, and Naor [23] were the first to present a scheme that achieves this stronger
notion of IND-CCA, though—as was typical of the time—the scheme was highly the-
oretical in nature, employing expensive zero-knowledge proofs that gave little hope for
practical implementations any time soon. Would it be possible to give a scheme that
both could be shown to achieve such a strong notion of security, and be practical enough

to actually be used?
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Bellare and Rogaway showed that the answer is yes—at least in the programmable ran-
dom oracle model. As an example, they showed how a simple construction based on two
hash functions is provably IND-CCA-secure when the hash functions are modelled as ran-
dom oracles [11], while achieving near-optimal efficiency, with encryption and decryption
both requiring only two hash function evaluations plus one execution of the underlying

trapdoor permutation. (We meet this construction again in Article 3, Sect. 5.1.)

How to make RSA IND-CCA secure. Encouraged by their positive result, and
recognizing that RSA was by far the most popular PKE scheme at the time, Bellare and
Rogaway turned to the problem of making RSA IND-CCA secure. Of course, RSA was
not (and is still not) known to reduce to factoring, so they would settle for showing that
anyone who can win the IND-CCA game with significant advantage would also be able

to reverse the RSA function with high advantage.

They named their solution OAEP, for “Optimal Asymmetric Encryption Padding” [13].
As the name implies the scheme specifies a padding, i.e. an extension of the messages to
be encrypted that ensures that encryption involves randomness, and, through clever use
of hash functions, makes it provably hard to form well-formed ciphertexts by altering
known ones, assuming the RSA function is hard to invert. The RSA standard [68] had in
fact already been recommending the use of encryption padding for several years, among
other things for the randomization of encryption, but their recommended padding scheme
was highly heuristic in nature, and not based on any formal arguments. What it was, was
very efficient. With f referring to the underlying k-bit-to-k-bit trapdoor permutation
(i.e., the RSA function), Bellare and Rogaway write [13]:

What practitioners want is the following: encryption should require just one
computation of f; decryption should require just one computation of f=1; the
length of the enciphered text should be precisely k; and the length n of the text
x that can be encrypted is close to k. Since heuristic schemes achieving these
conditions exist [47, 68], if provable security is provided at the cost of violat-
ing any of these conditions (e.g., two applications of f to encrypt, message
length m + k rather than k) practitioners will prefer the heuristic construc-
tions. Thus to successfully impact practice one must provide provably-secure

schemes which meet the above constraints.

As the reader may have already guessed, they achieved this through a clever construction
using hash functions modelled as random oracles. They thus provided a padding scheme

that was as efficient as the ones already in use, while achieving “an assurance benefit
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almost as good as that obtained by provable security” [13]. By 1998, the RSA standard
had been altered to recommend OAEP as the standard encryption padding.

There was just one small problem: their proof was, in fact, invalid. Surprisingly, the
fallacy took no less than seven years to be discovered®, so when Victor Shoup published
his observation in 2001 [73], in which he showed not only that the proof was wrong but
that it couldn’t be patched, OAEP had already been incorporated into the RSA standard
for several years. He remedied the situation by giving an equally efficient variation of
the scheme, which he called OAEP+-, for which he could finally show IND-CCA security.

His objection against RSA-OAEP was aimed at the claim of proven security, and did not
yield a practical attack. Actually, RSA-OAEP turned out to be something of a lucky
bet. He writes [73]:

It should be stressed that these results do not imply that a particular instan-
tiation of OAEP, such as RSA-OAEP, is insecure. (...) In fact, it turns
out—essentially by accident, rather than by design—that RSA-OAEP is se-
cure in the random oracle model; however, this fact relies on special algebraic

properties of the RSA function, and not on the general OAEP scheme.

Tightness. The OAEP and OAEP+ proofs alike have another problem: they are
highly non-tight. This means that the reduction used in going from breaking the encryp-
tion system to breaking the underlying problem incurs a lot of computational overhead.
Security reductions provide lower bounds on attacks: say you want a system that is

= 2128 computing steps (more than any

guaranteed secure unless an adversary spends t;
modern-day supercomputer could achieve before being swallowed by the sun along with
the earth), and say that your reduction from breaking the system to solving the under-
lying hard problem requires time ¢, = #;. That would mean that you should choose the
parameters such that solving the underlying problem is believed to take (2128)2 = 2256
steps (making for a less efficient scheme). Thus, the reduction is lossy; had to = ¢, the

reduction would have been tight.

This is exactly what the OAEP reduction (original as well as corrected) states—and yet,
no recommendation was made to increase the parameters to compensate for the loss.
On the contrary, Bellare and Rogaway’s claim was that OAEP could provide provable
security guarantees while remaining as efficient as the schemes already employed. But

the status quo was (and in many parts of the community, to a degree remains) that, if

9Koblitz and Menezes lament that “the strange history of OAEP—where a ‘proof’ was accepted for
seven years before a fallacy was noticed—hardly inspires confidence |in provable security|” [51].
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you want (for example) RSA with 128 bits of security, you choose the parameters of the

2128

underlying RSA function such that it is believed to be hard to break in time —not

in time 2%%. Note how we are not saying that there are more efficient attacks when
instantiated with such parameters; we are just saying that the possibility can no longer

be ruled out within the given model.

Strictly adhering to this reasoning seems to take us back to square one: if our schemes
are to have provable security guarantees, they can no longer compete with the ones used
in practice, and will therefore likely be ignored by practitioners, or instantiated with

parameters not known to be secure.

But any proof is better then no proof, right? So maybe details like these should just
be swept under the proverbial rug, for the betterment of practice? Koblitz and Menezes
write [51]:

Unfortunately, [concrete] analysis is generally missing from papers that argue
for a new protocol on the basis of a “proof” of its security. Typically, authors
of such papers (...) give a non-tight reductionist argument, and at the end
gwe key-length recommendations that would make sense if their proof had
been tight. They fail to inform the potential users of their protocol of the true
security level that is guaranteed by the “proof” if, say, a 1024-bit prime is
used. It seems to us that cryptographers should be consistent. If one really
believes that reductionist security arguments are very important, then one
should give recommendations for parameter sizes based on an honest analysis
of the security argument, even if it means admitting that efficiency must be

sacrificed.

Shortly after, Dan Boneh gave more efficient variants of both OAEP and OAEP+, which
he called SAEP(+) (for “Simple” OAEP(+), that reduced the number of hash function
evaluations with no impact on security [15]. That is all well and good; what is more
interesting is that he also showed, in what amounts to an unexpected comeback, that
employing Rabin encryption in place of RSA—the very scheme so infamous for being
badly broken by chosen-ciphertext attacks—makes the security proof tight. As an added
bonus, of course, the security reduction now also goes all the way down to the hardness

of factoring, just as it had when Rabin first introduced his scheme.

In other words, an ability to break Rabin-SAEP in ¢ time, would now immediately yield
an algorithm for factoring in essentially ¢ time (with some comparatively minor addi-

tional terms in the running time, easily accounted for). Thus, one can pick parameters
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competing with the most efficient schemes out there, and still have a well-founded secu-

rity guarantee.

At this point we are essentially done, are we not? We have schemes that are just as
efficient as those used in practice, that tightly achieve IND-CCA-security under the
assumption that well-studied number-theoretical problems like factoring are hard—at
least as long as we believe in the programmable random oracle model. Have we finally

solved public-key encryption?

1.5 Looking Ahead

Post-quantum cryptography. In his 1977 column on the RSA cryptosystem, Martin
Gardner writes [30]:

Rivest and his associates have no proof that at some future time no one will
discover a fast algorithm for factoring composite numbers as large as the
[modulo size] they used or will break their cipher by some other scheme they

have not thought of. They consider both possibilities extremely remote.

As it turns out, all it took was to consider a remote technology. In 1994, Peter Shor
showed that if one could construct a quantum computer, then there would be an algo-
rithm to factor any number in polynomial time, completely breaking any cryptosystem
relying on the hardness of factoring such as RSA and Rabin encryption [71]. A variation
of the same algorithm also solves discrete logarithms efficiently, rendering also Diffie-
Hellman key exchange insecure. While the potential utility of quantum computers had
been pondered more than a decade earlier by legendary physicist Richard Feynman (in
particular for simulating, well, quantum physics'®) [26], it was ironically the threat of
quantum computers, namely Shor’s algorithm, that kickstarted a huge momentum of

research trying to figure out whether these devices can be built.

We have come a long way since then: last year, IBM revealed their new flagship quan-
tum chip “Osprey”, comprising 433 quantum bits, or qubits [44]. Classically simulating
a program run on such a device would in the worst case require around 2*3% steps, far
beyond the capability of any conceivable computer. And yet 433 qubits is not a lot, par-
ticularly given the thousand-fold increase in numbers of qubits required by the expensive

error-correcting codes keeping the computation stable from environmental interference:

0Feynman’s 1982 talk concludes, in a characteristically clairvoyant statement, “Nature isn’t classical,
dammit, and if you want to make a simulation of nature, you’d better make it quantum mechanical,
and by golly it’s a wonderful problem, because it doesn’t look so easy.” [26]
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state-of-the-art estimates put the required qubit count to factor 2048-bit RSA moduli
at roughly 20 million [34]. Yet, if we see a Moore’s Law style evolution in the coming

years, such a device could be only a decade or two away.

So while we may feel safe from the quantum threat for now, there are settings in which
they are already posing a risk, namely for secrets that need to stay secret for a long
time. If these were to be stored or transmitted using RSA, an interested party might
snatch them up and store a local copy, waiting for a large enough quantum computer to

be built for them to decrypt it.

Gardner goes on [30]:

FEven in the unlikely event that the M.I.T. system is breakable there are proba-
bly all kinds of other trapdoor functions that can provide virtually unbreakable

ciphers.

And indeed: recently, the US National Institute for Standards and Technology (NIST)
ended the third round in an ongoing selection process to find new, post-quantum secure
key encapsulation mechanisms and signature schemes, based on hard problems not known

to be solvable by quantum computers [2].

Key encapsulation mechanisms, or KEMs, are a limited kind of public-key primitive
that draw and encapsulate symmetric encryption keys, and are among other things used
to instantiate hybrid PKE schemes (as explained in Sect. 1.2) and authenticated key
exchange (as mentioned in Sect. 1.4). KEMs will play a prominent role in Article IT of
this thesis.

For encryption, the initial winner of the selection process is CRYSTALS-Kyber, an
IND-CCA-secure KEM based on the hardness of finding certain vectors in high-

dimensional lattices [5], though more standards will follow.

Schemes built on lattice problems often come with an interesting characteristic, namely
that correctness of the scheme may sometimes fail [5]. By “correctness”, we mean that if
a message is encrypted using a public key, decrypting it using the corresponding private
key should lead to the same message. Utility requires that this failure rate is low (say,
27128) " Yet, many proofs rely on perfect correctness in subtle ways, making imperfect
correctness an important notion to consider if you want your proofs to hold for soon-
to-be standardized post-quantum schemes. We will expand on imperfect correctness in
Article 2, where we give a generalized definition, as well as a novel generalization of CCA
that allows an attempted decryption of a challenge ciphertext (which, remember, must

normally be disallowed) to go through in the case that the decryption was erroneous.
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Schemes with high error rates thus become trivially insecure in our model, as long as
even a small part of the original message remains after an incorrect decryption, capturing

potential attacks that exploit this weakness.

Quantum random oracles. The random oracle assumption runs into difficulties when
considering quantum attackers. The reason is that a random oracle is supposed to model
a publicly available algorithm (e.g. a hash function), which the attacker is free to load
up on its quantum hardware, performing quantum computations on it as it sees fit.
In keeping with the random oracle model, these computations are black-box only, i.e.
anything it learns from the algorithm has to be learned from its input/output behaviour

alone.

However, one of the unique capabilities of a quantum computer is running in superposi-
tion. You can think of superpositions as a sort of generalized way of running a computa-
tion in parallel, except without having to use any more hardware than you would need
to run one instance of the program. On the other hand, you only get one answer out the
other end. However, you can manipulate the probability weights of each possible answer

through clever manipulation of the superposition state.

Therefore, in order to model hash functions in the presence of quantum attackers, we
would have to switch to the Quantum Random Oracle Model, or QROM [16], in which

superposition queries to the random oracle are allowed.

A lot of things that are easy to do in the ROM are very challenging in the QROM.
As a simple example, imagine you are a (non-quantum) reduction, and you want to
simulate the random oracle by “lazily sampling” it in the manner described in Sect. 1.4,
i.e. sampling a fresh output for each query, saving the results in a gradually growing
table. If the quantum adversary now queries the oracle on a uniform superposition of
every possible input, then you would in principle have to define the full table of the
random oracle before responding. Being a mere probabilistic polynomial-time Turing
Machine, this is clearly beyond your capabilities. If you additionally want to program
the random oracle, you're in even more trouble. Nevertheless, recent years have seen the

development of a number of useful techniques for dealing with these difficulties [49,54,80].

Provable security in a quantum world. In the distant future, when quantum com-
puters are ubiquitous among users and adversaries alike, we will have to upgrade our
notions of security once more to accommodate the fact that also challenge queries, de-
cryption queries, etc., may be called in superposition. This is an interesting challenge, as

the upgrade to so-called “fully-quantum” security notions does not appear to be straight-
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forward. Several suggestions have appeared [17,28,29], and research is very much on-
going. I personally find it a fascinating—if somewhat esoteric—challenge to recast the

questions tackled in the present thesis in a fully quantum world.

The vision of provable security. In “New Directions in Cryptography”, Diffie and
Hellman write [22]:

The failure of numerous attempts to demonstrate the soundness of crypto-
graphic systems by mathematical proof led to the paradigm of certification by
cryptanalytic attack set down by Kerchoffs [sic] in the last century. (...)
The development of computers has led for the first time to a mathematical
theory of algorithms which can begin to approach the difficult problem of esti-
mating the computational difficulty of breaking a cryptographic system. The
position of mathematical proof may thus come full circle and be reestablished

as the best method of certification.

We have over the past several sections seen how this vision has slowly been coming to
fruition. Martin Gardner’s column on RSA concluded on a similar, if somewhat more

sentimental, note [30]:

All over the world, there are clever men and women, some of them geniuses,
who have devoted their lives to the mastery of modern cryptanalysis. Since
World War II even those government and military ciphers that are not one-
time pads have become so difficult to break that the talents of these experts
have gradually become less useful. Now these people are standing on trapdoors

that are about to spring open and drop them completely from sight.

Gardner lamented needlessly, however, as evidenced e.g. by the aforementioned NIST
post-quantum selection process. Their call for proposals stated that “submitters are not
required to provide a proof of security, although such proofs will be considered if they are
available.” [61] Consequently, very few schemes came with one, and discussions on what
schemes to accept for standardization was heavily tailored towards best-known attacks,

rather than formal justifications for their security claims [60].

Of course, the competition-like format of the selection process is specially tailored to-
wards the testing of proposed schemes by cryptanalytic attack. Nevertheless, one is left
with the feeling that we remain as a community with one foot stuck in the paradigm of

Kerckhoffs, and that there may be a long road ahead before the vision of Gardner, and
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of Diffie and Hellman, Goldwasser and Micali, Bellare and Rogaway, Rabin and Shoup,

and many others, come to full bloom.
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Chapter 2

Preliminaries: Modelling the Real
World

Imagine you are in charge of some big company “A” that provides web services to millions
of customers across the globe. You tout state-of-the-art, top-of-the-line cryptography,
enough to secure any sort of web business model your clients could dream up. Your
greatest fear, of course, is the possibility that the security of one of your clients is one
day broken in a manner that can be traced back to your service. The millions of dollars
lost from lawsuits notwithstanding, it would mean a fatal blow to your reputation, and

a mass migration of clients to your biggest competitor, “G”.

You are not really worried, though: being well-versed in the subtle challenges of cryp-
tography, you have opted for a cryptosystem with a tight security proof to an underlying
hard problem, and with no loss in performance to boot. Estimating that the top super-
computer in the world would be able to perform roughly 2%° computing steps within a
reasonable time, and with the security proof being tight, you set the system parameters

289 steps to solve the underly-

so that the best known algorithm would require at least
ing hard problem. With a significant security margin in place, you roll out your system,
safe in the knowledge that even the world’s biggest supercomputer could not break your

system in any foreseeable future.

Six months later, your worst nightmare comes true: it is revealed that a high-value
customer was compromised through a direct attack. What’s worse, an independent
investigation concluded that the attack was not due to some weakness in their system,
but a direct break of the cryptography issued by your service. As the cherry on top,
the investigation revealed the attacker to be not some huge, government-backed agent,

but rather a tech-savvy teen with a school laptop and a free weekend, with no apparent
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Experiment, Exp&in>““A(A)  Oracle £(mqg, m,) Oracle D(c)

(pk, sk) «s PKE.Kg(pm) if |mg| # |m1| : return #  if ¢ € C : return ¢
b+s{0,1} ¢* <3 PKE.Encpk(mp) m < PKE.Decg(c)
b +s AP (pk) c & o return m

return b = b return c*

Figure 2.1: The multi-challenge ¢-IND-CCA security game, where ¢ upper bounds the
number of challenge queries. We use the notation X <— z for the operation X < X U z.

motivation other than to see if she could.

What went wrong? You've checked and double-checked, and you’re sure all system
components were implemented to specification. Has this teen really made a great leap
ahead in algorithmic theory that she’s choosing to keep hidden from everyone else? Or

was there a flaw in the reasoning?

2.1 Multi-Challenge

As mentioned in Sect. 1.4, Exppce ““*(A) (Fig. 1.1) is easily upgraded to allow for

several calls to the encryption oracle £. All that needs to be done is to define a set C,
and add each challenge encryption to it as they’re produced, see Fig. 2.1. Then, when
the decryption oracle D is called on some ¢, it checks whether ¢ € C, returning ¢ as usual
if it is. Now, the adversary can produce as many challenges as it likes, and as long as
it breaks at least one of them, it will learn the value of the challenge bit b and win the

game.

How does the new notion compare to the original one in terms of strength? Well, one
direction is easy: security under a notion with multiple challenges implies security under
a notion with only one challenge. Let B be a reduction playing the multi-challenge game.
It can then simulate the single-challenge game to any adversary A by forwarding the
first challenge, and ignoring its ability to ask for more challenges. Denote the probability
that A wins the single-challenge game by Pr[Exp};l\,L%CCA(A)], and the probability that
B wins the multi-challenge game by Pr [Equp_éIED_CCA(IB)} , where ¢ is maximum number
of challenge queries made by B. We define their advantage to be this win probability,
offset so that randomly guessing yields advantage 0 and always winning yields advantage
1:
AGBZCOA () = 2. PrExpBR A ()] — 1,

and similarly for B. Then what the above argument shows is that there is a reduction
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Experiment Expéqk'é)'IND'CCA(A) Oracle &(i,mg, my1) Oracle D(i, c)

(pky,skq), ..., (pk,,sk,) <8 PKE.Kg(pm) if |mg| # |m1| : return #  if ¢ € C; : return ¢

b s {0’ 1} c* s PKE.Encpkl(mb) m 4— PKE.DeCSkl (C)
b<+s ASP(pky,...,pk,) e return m
return b = b return c*

Figure 2.2:  The multi-user generalization of ¢-IND-CCA, denoted (g, )-IND-CCA,
where k is the number of users.

B such that for all adversaries A,
AQVER O (8) < AdVERD A (B).

This relation is tight, as one advantage is upper bounded strictly in terms of the other,

with no extra factors or terms, and the reduction incurs no overhead in running time.

In the other direction, one can show an implication in the form of a so-called hybrid
argument [36]. Here, the game is gradually changed, one challenge at a time, from b =0
to b = 1, giving B the advantage of A, but with a factor ¢ tightness loss [7]. In other

words, there is a reduction B such that for all adversaries A,

AdVERDCOA () < g - AdVRR A (B).

What does this mean? Well, it means that any scheme that is proven tightly IND-CCA-
secure, where IND-CCA was modelled as a single-challenge game, can only be said to be
secure in the multi-challenge game with a tightness loss of ¢. Say that a user encrypts
ten thousand messages a day, each one of high enough value that any one of them getting
broken would be devastating to the user. This would in less than four months sum up
to over a million potential target ciphertexts, or roughly 22°. In other words, while
the executive’s reasoning guaranteed that it would take at least 280 computing steps to
break any given ciphertext, this was proven in the single-challenge setting, and so he

260

only actually has a guarantee that it would take at least steps to break one out of

all the possible target ciphertexts, within reach for modern supercomputers.

So attacks from supercomputer clusters can no longer be ruled out. Still, it hardly
explains the actual attack, performed on a device built for browsing Wikipedia and

writing the occasional exam paper.
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2.2  Multi-User

The multi-challenge setting was introduced to the public-key setting by Bellare,
Boldyreva, and Micali in 2000 [7], and they simultaneously introduced a further gen-
eralization by allowing the game to host multiple users. Once again, the update to
Fig. 1.1 is straightforward: instead of generating a single keypair at the outset, x key-
pairs are generated, where k is the number of users in the system. Then, when calling £

or D, the adversary specifies which user it wants to challenge or ask for a decryption.

Each user comes with a separate set for keeping track of challenge ciphertexts, for the
purpose of disallowing trivial wins by use of the decryption oracle. Note how this means
that if ¢* was produced by user 1’s public key, then the adversary may ask to have it
decrypted under user 2’s private key, but not user 1’s. This means that in the case of a
key collision, i.e. that equal public and/or private keys are generated for different users,
the adversary may easily win the game through use of the decryption oracle; thus, a

scheme in which this happens with high likelihood is rendered insecure (as it should).

The security reduction from multi-user, multi-challenge IND-CCA to single-user (but
multi-challenge) IND-CCA once again incurs a tightness loss, namely a factor , from a
hybrid argument very similar to the multi-challenge to single-challenge case: there is a
reduction B, such that for all A,

AV NP (A < k- Advie OO (B).

By stringing the reductions together, we see that the reduction to single-user single-
challenge IND-CCA therefore loses a total factor gr, where g bounds the number of

challenge queries per user:

AV NN A < g - Advi “OA(B).

The company of our unfortunate executive was hosting over a million clients, which in a
couple of months produced roughly a million ciphertexts each. Combining the losses, we
therefore see that we've gone from a security guarantee of 2%°, to one of 2%, Again, note
the difference in what we’re modelling: a randomly chosen ciphertext from a randomly
targeted user would still in all likelihood require 2% steps to break. But among a trillion
potential targets, we have no guarantee that at least one of them won’t be broken in 24°

steps.

Say it turns out that the cryptosystem put in place by “A” is slightly imperfect, and with
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some small probability outputs a weak ciphertext that is much easier to crack than the
usual ciphertexts; let us also say that such ciphertexts are easy to identify. However, with
the probability of this happening being so small, the security proof easily accounted for
this eventuality without having to patch the construction. But that was for one target

ciphertext, not a trillion.

And so our tech-savvy teen simply set up a bot monitoring the traffic to and from the
servers of “A” and set it to notify her if ever a weak ciphertext turned up. After running
for a couple of months, it did. She went to work, brute-forcing the ciphertext with known

techniques, and broke it in 2° steps using her school laptop over the course of a weekend.

Although this story should of course be taken as nothing but a playful anecdote, it points
to a real issue: if we want real-world parameters to be derived from proofs of security
rather than the best-known attack against them, then we better make sure that our

security notions model the real world.

There are several ways to do so, however, Fig. 2.2 being only one option. For instance,
instead of the game containing a single challenge bit, each user could be issued their
own challenge bit. Additionally, one could give the adversary the power to corrupt a
subset of the users, gaining control of their private keys. This leads us finally to our first

research question.

Research Question 1. How do different choices in formalization affect models of multi-

user security?

Hastad’s broadcast attack. The above anecdote might give the impression that
multi-user attacks mostly involve finding and breaking the rare weak key or ciphertext.
However, this need not be the case: sometimes having multiple targets to choose from
already suffices for an attack. For example, with access to three RSA ciphertexts that
each encrypt the same message under three separate public keys, Hastad’s broadcast
attack [41] allows for the recovery of the message. Hence a “broadcast attack”, as each

of the users received a broadcast issued to all (presumably excluding the attacker).

Sharp reductions. Reductions like the above being lossy do not rule out the possi-
bility that someone might someday come up with a better reduction that does achieve
tightness. To rule out this possibility, Bellare et al. [7] provided a contrived scheme for
which there exists an attack in the multi-user setting that is exactly gx times more effi-
cient than in the single-user, single-challenge setting, matching their bound. Later, Bader

et al. [6] ruled out tight (black-box) reductions for larger classes of schemes through the
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Experiment Expéqk?'IND'CCA*(A) Oracle &(i,mg, my) Oracle D(i, c)
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Figure 2.3: Multi-user indistinguishability with corruptions, denoted x-IND-CCAx. If
A both challenges and corrupts a user, then its advantage goes to 0, as enforced by
overwriting its guess by 0.

use of a technique known as a meta-reduction. (Interestingly, this result requires the

adversary to have the ability to corrupt users, see below.)

Thus, the tightness losses associated with the multi-user setting really are inevitable in
general; in other words, the bounds are sharp. Thus, the search for constructions with
tight security proofs becomes a worthwhile endeavour (and a number of such schemes
have indeed appeared [32,33,39,40,43,52,77]).

2.3 Corruptions Empower

Leaks happen, of course: someone could have written their private key down on a post-it
note and dropped it on the way home for that matter. Therefore, if the goal is to model
realistic settings, the adversary should be given the ability to corrupt some of the users,

learning their private key, the hope being that unaffected parties remain secure.

One way to model this is to let your notion be a multi-user notion as before (Fig. 2.2),
except that now the adversary is additionally given access to a corruption oracle, to
which it can request any of the private keys in play. Some care has to be taken to make
sure this doesn’t lead to trivial wins; in particular, the adversary can ask to challenge
or corrupt a user, but the same user cannot be both challenged and corrupted, as this

would reveal the underlying challenge bit, see Fig. 2.3.

But wait—is that a realistic requirement? After all, one could imagine that an adver-
sary learns some high-value messages (i.e. challenge) by compromising the receiver (for
instance by stealing their post-it notes)—you’d still want a guarantee that high-value

ciphertexts of other clients remain secure, wouldn’t you?
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In a model in which each user is given their own challenge bit, the adversary could ask
for challenges from as many users as it likes, and corrupt whomever it pleases, as long
as at least one uncorrupted user stands left to challenge at the end. Then it would only
learn the challenge bits for other users, unrelated to the one it is going to be guessing at
the end.

However, working with multiple challenge bits is not always desirable, as they can
make compositions that would otherwise be tightly secure turn lossy [45]. As an al-
ternative, then, one might turn to the notions of selective opening attacks (SOA).
Indistinguishability-based SOA with receiver opening is a notion modelling the exact
same thing, in which the adversary is also free to corrupt and challenge the same users,
while having the game formalized using a single challenge bit. The price one pays is
that the notion is no longer implied by, but strictly stronger than (and therefore harder
to achieve than) IND-CCA. What’s more, the notion employs message samplers, and
requires message distributions that are efficiently conditionally resamplable, a condition
that may not be suitable for all settings. If so, one might have to move on to simulation-
based SOA, for which no such restriction is made. But at that point one inevitably
leaves the real world, as this notion has been shown to be unachievable unless we are
in a programmable idealized model, like the random oracle model [78]. And then there
is non-committing encryption, an even stronger security notion that also aims to model
security against corruptions, and which is necessarily also unachievable in the standard
model [62].

So what is going on here? How is it that we have all these different security notions of
vastly different strengths when they all claim to model the same thing? Can security

against key compromise be achieved in the real world, or not?

In the words of Micali, Rackoff, and Sloan from 25 years ago, when they were working

to make sense of security notions like semantic security and indistinguishability [57]:

Not completely knowing the strength of these definitions is rather unpleasant.
For instance, several protocols have been proved correct adapting the notion
of [indistinguishability]. Are these protocols that are secure with respect to
a particular definition or are they secure protocols in a more general sense?
In other words, a natural question arises: Which of the definitions is the
“correct” one? FEven better: How should we decide the “correctness” of a
definition?

And so we are led to our second research question.
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Figure 2.4: Multi-instance indistinguishability with corruptions, denoted

(¢,n, k)-IND-CCA*, in which the adversary, given ¢ oracle calls &, is tasked with cor-
rectly guessing n out of x challenge bits.

Research Question 2. How do the different approaches to modelling corruptions com-

pare in terms of strength and utility, and is there a “correct” approach?

2.4 Multi-Target

In June 2013, Edward Snowden, who had until that time been an employee at the
notorious US government National Security Agency, leaked hundreds of thousands of
highly classified documents. They detail, among other things, a global mass surveillance
effort of immense scale, and showed that the NSA had amassed virtually unlimited power

to wiretap any target they like. Or as he put it [38]:

Any analyst at any time can target anyone, any selector, anywhere. Where
those communications will be picked up depends on the range of the sensor
networks and the authorities that that analyst is empowered with. Not all
analysts have the ability to target everything. But I, sitting at my desk, cer-
tainly had the authorities to wiretap anyone, from you or your accountant,

to a federal judge, to even the president if I had a personal email.

The revelation came as a shock to a populace who—while they might have grown ac-
customed to the thought of low-level government surveillance efforts for the supposed
purpose of national security—would regularly write off those shouting warnings of the
ever-watchful eyes of Big Brother (alluding to George Orwell’s dystopian vision of a mass
surveillance state in 1984) as nothing but doomsayers and conspiracy theorists. It sent a
shockwave through the cryptographic community too, which had long been skeptical of
the NSA, but now saw a reality that was even worse than they had feared. Phil Rogaway
writes, in his essay The Moral Character of Cryptographic Work [66]:
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If cryptography’s most basic aim is to enable secure communications, how
could it not be a colossal failure of our field when ordinary people lack even

a modicum of communication privacy when interacting electronically?

He posed a challenge to his fellow cryptographers:

I call for a community-wide effort to develop more effective means to resist

mass surveillance.

In 2020, Auerbach, Giacon, and Kiltz took up the challenge to develop meaningful
notions of security against mass surveillance [4]. Building on earlier work of Bellare et
al. [10], they provided security notions similar to those of the multi-user setting, except
that now every user does come with their own challenge bit. The idea that an adversary
has the power to conduct mass surveillance is then captured by having it guess correctly
a subset of the challenge bits of size at least n (out of x potential targets) in order to win

the game, as shown by correctly guessing the xor of the n challenge bits, see Fig. 2.4.

These notions have come to be known under the (unfortunately rather vague) name
of “multi-instance” security. Auerbach et al. then quantified the resistance of various
schemes against mass surveillance, by how much effort is required to break n instances
relative to the effort required to break one: if breaking n users requires at least n times

the effort of breaking a single user, then they say the scheme scales optimally.

To give some intuition as to why some schemes might not scale optimally, consider again a
massive, state-backed agency that wants to break into n users. The users all have unique
public/private keypairs, but they all share the same system parameters, describing the
underlying algebraic properties of the scheme. The agency may then rather want to
spend its immense computational power doing pre-computations on these properties, to
prepare for a large-scale attack on the system. Security guarantees that in order for the
pre-computations to be helpful, they must be at least as costly as breaking any single
user, but once completed may at worst allow them to break any public key, giving a
massive return on investment in terms of surveillance capacity. Auerbach et al. study
several schemes, giving examples both of schemes with optimal and with suboptimal
scaling, as well as some with scaling as poor as in the above example (and even one that

paradoxically gets easier to break as the number of required targets increases).

However, while claiming to study public-key encryption, Auerbach et al.’s results are
exclusively stated for key encapsulation mechanisms, or KEMs. As explained in Sect. 1.5,

combined with a secure symmetric-key data encapsulation mechanism (DEM), these
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make up a secure PKE [72]; this proof of compositional security is also known to tightly
hold in the multi-user setting with corruptions, as long as the security notion uses only a
single challenge bit [33,52]. With multiple challenge bits, however, the reduction becomes
untight, and in the multi-instance setting, this loss appears to turn exponential, making
it hard to infer anything about PKEs from the study of KEMs alone.

And so we are led to our third and final research question.

Research Question 3. How can we bridge the gap left by Auerbach et al. [4] so that
their KEM results carry over to the PKE setting?



Chapter 3

Our Contribution

Article 1 [42] tackles Research Question 1, investigating the relative strengths of for-
malizations of IND-CCA in the presence of multiple users, with and without corruptions.
In particular, we investigate how the choice between one global challenge bit, and one
challenge bit per user, affects tightness results. We find that sans corruptions, having a
single challenge bits yields a stronger, and therefore preferred, notion. To show this, we
provide a tight reduction from single-bit x-IND-CCA to multi-bit xk-IND-CCA, which is
to the best of our knowledge the first non-trivial tight reduction going directly between

two notions of multi-user security.

When corruptions are accounted for, this relation breaks down, and none of the two
seem to tightly imply the other. We therefore suggest the use of a generalized notion,
dubbed “free-bit”, first formalized by Jager et al. [46], and which tightly implies both the

single-bit and multi-bit notions.

We make complete maps of known relations between the aforementioned notions with
and without corruptions, and for completeness also study how the relation between
left-or-right indistinguishability and real-or-random indistinguishability evolves in the

multi-bit setting.

Article 2 [18] provides an affirmative answer to Research Question 3 by giving a
hybrid PKE construction with tight inheritance in the multi-instance setting, i.e. with
the property that any characteristics of the underlying KEM is tightly inherited by the
PKE. Thus, the results previously shown by Auerbach et al. [4] to hold for KEMs will
also hold for our construction when instantiated with said KEMs. The construction is
based on the TagKEM framework [1], and in order to achieve tightness we give a novel
notion of TagKEM security, called real-or-permuted. We construct a TagXEM (TagKEM
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with extendable output) tightly achieving (n, x)-ROP-CCA from a KEM, a Message
Authentication Code (MAC), and an Extendable Output Function (XOF) modelled as
a programmable random oracle. Finally, we update Auerbach et al.’s analysis of an
ElGamal KEM instantiated from the multi-instance GapCDH problem in the generic

group model to include corruptions.

Along the way, we give a generalized notion of imperfect correctness called (v,0)-
correctness, give refined definitions of multi-instance key unrecoverability and indistin-
guishability, and study their relations in the presence of (,d)-correctness, including

real-or-random indistinguishability.

Article 3 [19] sheds light on Research Question 2 by providing a novel systematization
of notions of security with corruptions, placing them in a strict hierarchy based on their

relative strengths.

The four main notions of IND-CCA, indistinguishability-based SOA, simulatability-
based SOA, and non-committing encryption (NCE), are categorized based on whether
they are indistinguishability or simulation based, and of the a priori or a posteriori vari-
ant, making for four possible philosophies of confidentiality to choose from. Additionally,
we consider four types of corruptions, or “opening”: transmission opening, in which a
ciphertext is opened to reveal the underlying message; sender opening, in which a ci-
phertext is opened to reveal both the underlying message and the randomness used for
encryption; receiver opening, in which a user is “opened” to reveal their private key; and

bi-opening, for which all the above are present.

We recall and generalize each of the notions, discuss the potential use cases and limita-
tions of each, re-cast the implications of the hierarchy in a concrete security framework,
summarize and contextualize known relations, identify and highlight many open prob-

lems, and close a few gaps.

Finally, we identify a simple technique hailing all the way back to Bellare and Rogaway’s
hallmark paper Random Oracles are Practical [11], with which even the strongest notion
of the hierarchy, NCE-CCA with bi-opening, can be achieved (in the programmable
random oracle model), and survey other constructions known to achieve the various

notions, in programmable idealized models, and in the standard model.
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1 Introduction

Historically, a primitive like public key encryption (PKE) is often studied in a setting where a single key-pair is
generated for an adversary to attack, often based on a single challenge ciphertext only [27]. Yet, in reality there
will be many users, each generating their own key pairs, to be used repeatedly. To study the concrete security
risk of having very many keys in play simultaneously, Bellare et al. [5] introduced the multi-user setting. They
considered an adversary with access to n different public keys and the ability to challenge (in an indistinguisha-
bility fashion) each of them, and concluded that the security loss is at worst linear in the total number challenge
queries. Loosely speaking, such a linear security loss implies that a scheme that is believed to offer, say, 128-bit
security in the single user setting, may only guarantee 80-bit security if there are are 220 users each receiving
228 messages (based on the same hardness assumption).

Unfortunately, there have been ample examples of schemes where practical attacks can indeed exploit the
increased attack surface, demonstrating that these theoretical security losses can be realized. Consequently,
the generic tightness losses to move from a single-user, single-challenge setting to a more realistic multi-user,
multi-challenge setting are problematic as, conservatively, one would have to increase key sizes to compensate.
Alternatively, a growing number of works have looked at schemes with tighter security guarantees, either if the
number of users goes up, the number of challenge encryptions per key goes up, or both [2,5,12,16,21,22,28].

Moreover, in a system with many users, it is not inconceivable that some private keys eventually become
available to an adversary, which can be modelled using key corruptions. An adversary learning a private key
can obviously decrypt all ciphertexts that were encrypted under the corresponding public key, thus some care
has to be taken to avoid trivial wins when allowing key corruptions. The two simplest mechanisms are either
using independent challenge bits for each key or disallowing an adversary to both challenge and corrupt a
single key. As we detail in Appendix A, both these mechanisms have been used, also in related contexts such as
key encapsulation mechanisms (KEMs), authenticated encryption (AE), and authenticated key exchange (AKE),
raising the inevitable question which notion should be the preferred one.

In the context of lower bounding tightness losses for multi-user AE, Jager et al. [25] employed a novel multi-
key, multi-challenge-bit notion that generalizes both mechanisms; however, the main motivation of this gener-
alized mechanism was universality of their impossibility result, allowing them to side-step the question which
mechanism to focus on. Recently, in the context of AKE, Jager et al. [24] argued in favour of the single-bit notion,
primarily as it composes more easily. For KEMs a similar argument holds, yet for PKE composition is arguably
less relevant. Instead, a more direct interpretation of what the various notions entail might well be preferable.

Our contribution. Both the single-bit and multi-bit approaches are implied by the single user notion at the cost
of a tightness loss linear in the number of users. Consequently, the two multi-user notions are also within that
linear factor in the number of user. As our goal is to avoid such tightness losses, we are interested in identifying
the most suitable, general notion as possible, guaranteeing that there are no “hidden” linear losses in the choice
of notion—an issue already pointed to by Jager et al. [24]

To this end, we adapt the multi-key, multi-bit notion of Jager et al. [25] to the PKE setting, slightly generalizing
it in the process. We show how it tightly implies, and therefore unifies, the previous multi-user notions, and give
novel interpretations of each (see Section 3).

We then shift our focus to how tightly the different notions relate to each other, with the goal of identifying
the strongest, and therefore preferred, multi-user notions. We find that the answer depends on whether or not
corruptions are present: in the absence of corruptions, we find that the single-challenge-bit notion is as strong
or stronger than any of the other (see Section 4.3). Given that this notion is significantly simpler than the fully
general game, this makes the single-bit notion the preferred one in the absence of corruptions. With corruptions,
this relation breaks down, and the general “free-bit” game indeed seems the stronger, and therefore preferred,
notion (see Section 4.4).

Finally, we fill some holes largely left as folklore until now regarding how the well-known factor-2 reduction
from real-or-random to left-or-right indistinguishability, as shown by Bellare et al. [7] for the single-user, single-
challenge setting, generalizes to the multi-user setting. We find that, as expected, the relation remains intact in
the single-bit setting, regardless of whether corruptions are present (see Section 4.5). In contrast, with multiple
challenge bits the best-known reductions turn lossy. Whether these losses are inevitable remains open; however,
it reinforces the by now established notion that left-or-right indistinguishability is to be preferred over its real-
or-random counterpart whenever possible.

The appendices provide some additional material: highlights include Appendix A giving context to the
present work by presenting a more complete history of multi-user indistinguishability than that presented here,
and Appendix C, illustrating the difficulty of achieving tight composition in multi-bit settings, as alluded to by
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Jager et al. [24], by giving an overview of how additional losses can appear in PKE schemes built through the
widely adopted KEM/DEM paradigm.

2 Preliminaries

2.1 Notation.

For an integer n, we will write [n] for the set {1, ..., n}. We will also use the abbreviation X <= x for the opera-
tionX <— XU{z}. The event of an adversary A outputting 0 is denoted 0 +— A. We use Pr[Code : Event | Condition|
to denote the conditional probability of Event occuring when C'ode is executed, conditioned on Condition. We

omit C'ode when it is clear from the context and C'ondition when it is not needed.

2.2 PKE Syntax

A public key encryption scheme PKE consists of three algorithms: the probabilistic key generation algorithm
Pk.Kg, which takes as input some system parameter pm and outputs a public/private key pair (pk,sk) €
(PK,SK); the probabilistic encryption algorithm Pk.Enc, which on input a public key pk € PK and a mes-
sage m € M, outputs a ciphertext ¢; and the deterministic decryption algorithm Pk.Dec, which on input of a
secret key sk € SK and a ciphertext ¢, outputs either the message m, or a special symbol L denoting failure.

We allow the message space M to depend on the parameters pm, but insist it is independent of the public key
pk. We furthermore assume that there exists an equivalence relation ~ on the message space that partitions M
into finite equivalence classes. For m € M, we let [m] denote its equivalence class, so [m] = {m € M : m ~
m}. Often M consists of arbitrary length bitstrings, or at least all bitstrings up to some large length (e.g. 264),
and two messages are equivalent iff they have the same length, so [m] = {0, 1}"™"|; for other cryptosystems,
such as ElGamal, messages are group elements that are essentially all equivalent, so [m] = M. (Note that the
case where [m] = {m} for all m is degenerate and ‘security’ is often trivially satisfied.)

The scheme must satisfy e-correctness [20], namely that for any pm:

IE (pk,sk) —sPk.Kg (pm) max Prc < Pk.Encpk(m)) : Pk.Deci(c) #m]| <e.
me

If € = 0 we speak of perfect correctness; the case € > 0 is especially useful to model decryption errors typical to
lattice-based schemes.

Remark 1. The system parameters pm are implicitly input to Pk.Enc and Pk.Dec as well; for concreteness, they
can for instance be the description of an elliptic curve group with generator for an ECDLP-based system or
the dimensions and noise sampling algorithm for an LWE-based system. When one is interested in re-phrasing
our results in an asymptotic setting, the parameters pm will be generated by a probabilistic, polynomial-time
algorithm that only takes the security parameter as input.

2.3 Concrete Security

Indistinguishability. The standard notion of security for encryption systems has become that of indistin-
guishability. Here the adversary is given access to a challenge encryption oracle implementing one of two
“worlds”; the adversary needs to find out which. Several choices appear regarding the exact nature of these
worlds, leading to different notions of indistinguishability such as real-or-random and left-or-right. Henceforth
we refer to those two notions ROR and LOR, respectively, and we will refer to them collectively as IND. We
will flesh out the details in Section 3.

Security definitions furthermore take into account the POWER given to the adversary, for example that
of chosen plaintext attacks (CPA), or chosen ciphertext attacks (CCA). The distinguishing advantage of an
adversary A against a scheme relative to some notion will then be IND-POWERpkg(A), see Definition 1. As
randomly guessing a world is correct half of the time, the distinguishing advantage is of course suitably offset.

Definition 1. The distinguishing advantage of an adversary A against an encryption scheme PKE is

IND-POWERpgp(A) =2 - Pr[Expg\EiTPOWER(A) = 1] ~1.
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Implications and separations. Our main focus will be comparing different notions of security, especially
showing that if security is met under one notion, then it is also met under another one. We will prove these
implication using fully black box reductions [4,31] that are furthermore simple [29]. A fully black box reduction
works for all schemes and adversaries, and only accesses them in a black box manner. Moreover, if the reduction
only runs its adversary once and without rewinding, then the reduction is simple.

To allow for black-box access to the scheme, we will add an auxiliary oracle for the PKE to operate on the
message space and the key space. A simple fully-black box (SFBB) reduction has access to this auxiliary oracle,
as well as to the oracles corresponding to the PKE’s algorithms, the oracles provided to the reduction by the
game it is playing, and finally its single straight copy of the adversary. We will insist that the overhead of such
a reduction, namely the number of oracle calls it makes more than the adversary it is running, is not undue: it
can be upper bounded in terms of the parameters that define the security game(s) at hand, such as the number
of keys in the system.

Definition 2 (Tightness). Let IND; and INDy be two indistinguishability notions for PKE schemes, let ¢ be a
positive real number, then IND =6 INDy iff there exists a simple fully-black box reduction By such that for all
PKE schemes PKE and adversaries A,

IND,(A,) < ¢ IND, (BR2FKE)
and the overhead of A5 is not undue.

Refer also to Jager et al. [25] for a discussion on how to express tightness for more general reductions. They also

formalize the folklore that simple reductions compose neatly; in our case if IND; SN IND, and IND, =4

<cod

INDj3 then also IND; == IND3.

If ¢ = 1, the reduction is called tight; if ¢ > 1 we call the reduction lossy. Note that our notion of tightness
is stricter than in some other works where a constant factor of say 2 will still be considered tight [18]; our
convention has the benefit of not depending on any (security) parameter. A natural question for lossy reductions
is whether the loss is inevitable or not—if it is, the bound is called sharp. Questions of sharpness are not the focus
of our work, although we do remark upon it in more detail in Appendix B.

3 A General Definition of PKE Multi-User Security

3.1 A General Game

In order to compare various flavours of multi-user notions for PKE, we take Jager et al’s framework for multi-
user AE notions [25] and port it to the PKE setting, using some slightly different game-mechanics in the process.
A multi-user security game is parametrized by the number of keys x and the number of bits 3. Usually one can
imagine 8 < k and in fact Jager et al. only considered 5 = k. However, keeping « and  distinct helps when
expressing and interpreting security losses.

Given a public key encryption scheme PKE, let Expg\g{CCA%ﬂ (A) be the experiment given in Fig. 1, where

A is the adversary. The corresponding distinguishing advantage (see Definition 1) is denoted by IND-CCAf,’}fE (A).
The & is slashed to denote the presence of a key corruption oracle; the corresponding notion without corruptions
is IND—CCA;’EE. Without the decryption oracle the notion becomes a chosen-plaintext attack (CPA) instead.
Often our results are oblivious of whether the power is CPA or CCA; we will then use CXA to refer to them
collectively.

In the game, an adversary is given « public keys, and a choice of (3 bits to try and attack through one of the
two challenge oracles depending on the flavour of indistinguishability: for left-or-right indistinguishability, it
gains access to £L,or, whereas for real-or-random, it instead gains access to Egor. Both oracles have the usual
interface, augmented by a key handle ¢ and a bit handle j. For instance, for £;,0r an adversary picks handles ¢
and j as well as two equivalent messages 1 and m; to receive the encryption of m;; under public key pk;. For
Eror only a single message m is provided in addition to the two handles and, depending on the value of b;, A
receives the encryption of either the message or of a uniformly chosen equivalent message.

The adversary has possible access to two additional powers: a decryption oracle D and a corruption oracle
K. The former takes as input a ciphertext c together with a key handle ¢, and returns the decryption of ¢ under
private key sk;. The latter takes as input a key handle 7 and directly returns said sk;.

The adversary has in principle unlimited adaptive access to the available oracles, necessitating some admin
in the game to deal with trivial wins. Firstly, if mg ¢ my for Eor, or if a challenge ciphertext is submitted
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EXpIND—CCA,;ﬁ,ﬁ(A)

PKE SLOR(ivjv mo,m1) D(ivc)

(pky,sky), ..., (pk,,sk,) <s Pk.Kg if mo ¢ m; thenreturn? if ¢ € C; then return ¢

bi,... bg, 6«5 {0,1} P m ¢+ Pk.Dec, (c)
Ci,.nyCu, 1T, I5, TN 0 " s Pk.Encpk, (ms;) return m
. £,D,K «
(4, b;) + AP (pky, ..., pk,) Ci—¢ K()
if If N 1% # ( then return § return ¢ < o
. IV — 1
else return b; = b,
Eror (1, j,m) return sk;
m' s [m]

return Eor (i, j,m, m’)
- . . o . IND-CCA, 4,8
Fig. 1: The generalised multi-user distinguishing experiment Expp (A); the adversary has access to
either the left-or-right £1,0r or the real-or-random Egor challenge oracle.

to the decryption oracle under its handle of creation, then the adversary receives the special symbol ¢ instead.
Secondly, once the adversary outputs a bit handle j and a guess i)J the game checks through I§ NIk =9
whether the challenge bit has become compromised by virtue of being challenged together with a corrupted
key. If so, the game outputs the uniformly random bit 6, yielding the adversary no advantage; otherwise, the
game outputs whether Bj =b;.

Unlike Jager et al., we do not consider valid or invalid adversaries, but rather deal with bad behaviour in-game.
Specifically, we want the adversary to be able to challenge on a key both before and after it becomes corrupted,
but trying to win by attacking any of the corrupted challenge bits must of course be disallowed, regardless of the
order of the queries. Thus, for problematic combinations of challenge/corrupt/target we necessarily had to wait
until the adversary announced its target j before, if need be, penalizing. For bad decryption queries, penalizing
at the end is discouraged [8], moreover it is easy to check on-the-fly.

Finally, we use ¢ to refer to the number of challenge queries on public key pk;; g5, for the total number
of challenge oracle calls; and g%, for the maximum number of challenge queries per key. Similarly, ¢? is the
number of decryption calls on private key sk; and ¢* the number of corruption calls.

3.2 Notational Conventions

Jager et al. [25] introduced their unified game in order to show that, for authenticated encryption, tightness losses
are inevitable in a multi-key with corruption setting, irrespective of certain definitional choices. Thus they can
avoid having to choose one notion over the other. We are interested in finding out, for public key encryption,
whether some notion is preferred over the other. To that end, we will introduce some notation to more easily
identify known notions and express relationships between them.

One can visualize the IND-CXA*? experiment using a binary matrix of dimension s x 3, where an entry
be set wherever a key and a bit may be called together. For the general game, the matrix has every entry filled
(see the leftmost matrix of Fig. 2). We will refer to this as the free-bit notion. By restricting the matrix, we can
easily express existing notions.

Bellare et al’s original single-challenge-bit notion [5] corresponds to a £ x S-matrix (for arbitrary ) with
only a single set row to force all challenge queries to the same bit handle (see the middle matrix of Fig. 2). If
8 = 1, the notion matches the free-bit notion, so we may write IND-CXA"™!, or IND-CXA®L if corruptions
are present, for the single-bit notion.

On the other hand, for the one-challenge-bit-per-key notion we have that 5 = « and the restriction ¢ = j
for all challenge queries. These restrictions correspond to a square matrix in which only the diagonal is set (see
the rightmost matrix of Fig. 2), inspiring us to refer to this notion as diagonal-bit, or just diagonal, and denote it
by IND-CXA®Y, or IND-CXA*¥ with corruptions.

The single-bit and diagonal-bit notions we will collectively refer to as the simple notions. Our notation
and terminology differs from prior art, which is to some extent inevitable. The distinction between the various
notions has only recently received explicit attention [24, 25] and no clear terminology has yet been set. For
instance, we drop the prefix MU (for multi-user, to contrast with the older single user notions) as on the one
hand we believe that these days multi-user security should be the default from which single user notions can
be derived if needed, and on the other hand we wish to maintain a clean GOAL-POWER nomenclature: having
multiple users to target primarily modifies an adversary’s power, not its goal.
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br b2 b3 ... bg by by by ... bg by by by ... by

pk, ° ° ©° ... o o X X X o X X

pky [ 0 o o ... o o X X X X o X X

pkg | © o o ... o o x X X X ) X

pk, o o o ... o o X X ... X X X X ... o
IND*? IND*! IND*H

Fig. 2: Matrices of allowed key/bit combinations in challenge oracle calls for the free-bit, single-bit, and diagonal-
bit multi-user notion, respectively; circles mark allowed queries, while crosses mark disallowed ones. The visu-
alization highlights that the free-bit notion is a strict generalization of the two other, simple notions.

3.3 Interpretation

Both simple notions with corruptions have appeared in the literature, both in a PKE setting but also in related
KEM, AKE, and to a lesser extent AE settings. One key question is which notion to opt for when. Establishing
relationships between the notions, as in the next section, helps answer this question. Here, we want to address
the meaning and usefulness of the notions as they are.

In the context of AKE, Jager et al. [24] discuss the difference between the single-bit notion (“single-bit guess”)
and the diagonal notion (“multi-bit guess”). Earlier works on tight security for AKE focused on the diagonal
setting [2], yet as Cohn-Gorden et al. [13, Section 3] point out, that notion does not lend itself very well for tight
composition: when the keys produced by an AKE are subsequently used, in a proof it is convenient to swap out
all keys from real to random in one fell swoop. The single-bit notion allows such a massive substitution, but
the diagonal notion does not. Moreover, Jager et al. wonder whether the diagonal notion is meaningful, which
would “provide a good intuition of what [it] tries to model”.

Whereas AKE and KEMs are primarily tools to set up symmetric keys for subsequent use, the situation for
PKE is different as it is much closer to the end user. The difference is reflected in the kind of indistinguishability
as well: for AKE and KEMs, a ROR-style notion is used where the adversary cannot even control the real world’s
“message”, yet for PKE’s LOR-notion, an adversary has full control over the left-versus-right challenge messages.
Thus, for PKE the diagonal-LOR notion does seem meaningful, as we explain below.

Suppose we interpret each key to correspond to a user and each challenge bit to correspond to a conversation.
Then the different notions model different scenarios. For instance, the diagonal notion models a scenario where
the users take part in independent conversations, and an adversary can decide which honest conversation to
target after corrupting a number of other ones. In contrast, the single-bit notion models a scenario where all
users are engaged in the same conversation. The latter scenario allows an adversary to accumulate informa-
tion on the conversation across users, although none of the active parties may be corrupted. Finally, the free-bit
notion models a situation where there are a number of independent conversations, each with their own poten-
tially overlapping set of users. The adversary can adaptively corrupt a number of users, and finally targets a
conversation conducted by honest users only.

Of course, there are already existing notions that study PKE security in the presence of corruptions, under
the term “selective opening attacks” (SOA, [9, 15]). There are various formalizations of SOA, the most relevant
ones to our work are receiver SOA [19] where an adversary can corrupt private keys (as opposed to sender
SOA, where an adversary learns how a ciphertext was created). Most of these SOA notions are considerably
stronger than the notions we consider: our strongest notion is still implied by the customary single-user single-
challenge LOR-CCA (just rather lossy), yet for SOA strong separations, and in some cases impossibility results,
are known [23]. The link between multi-user security with corruptions on the one hand and SOA on the other
has largely been ignored and appears worth expanding further.

We remark that the multi-bit notion also occurs naturally when studying multi-instance security [10], which
has been studied in the context of PKE [1]. We leave the adaptation of our work, and specifically the general
free-bit game to that setting as an enticing open problem.
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Table 1: A modular framework for multi-user security notions.

Shorthand Stand-in for Relates to
IND {LOR,ROR} Type of challenge oracle
CXA {CPA,CCA} Presence of decryption oracle
u (“users”) {k, #} Number of keys; presence of corruption oracle
¢ (“conversations”) {1, N, 5} Number of challenge bits; relation with keys

4 Relations between Indistinguishability Notions

In this section we investigate how tightly the various multi-user notions relate to each other, and how each
relate to single-user notions. Some implications are known or folklore and others follow quite naturally from
the literature, but not all. As expected, most of the notions are equivalent within a factor linear in the number
of users. Yet, some notions turn out to be more, or less, tightly related.

There is for instance the surprising and completely tight reduction from LOR-CXA [, to LOR—CXA;’}?E
(Theorem 3). However, the proof technique breaks down for real-or-random indistinguishability and in notions
with corruptions. Furthermore, for the latter, there doesn’t seem to be a way of relating the notions more tightly
than by a linear loss. We conjecture this linear loss to be sharp, yet proving so we leave open.

Shorthand for unified implications. Given the large number of notions resulting from the various orthogonal
definitional choices, we use shorthand, as presented in Table 1, to state various theorems. The shorthand serves
as an implicit quantifier, so a theorem statement in shorthand essentially holds for all notions included in the
shorthand. To avoid clutter, we will sometimes abbreviate IND-CXA"“ to just IND*“, and let it be implied that
the result holds for both CPA and CCA. We will refer to single-user, multi-challenge notions by dropping the
superscripts, e.g. IND.

As a concrete example, consider the trivial statement

IND*““ = IND.

This is then to be read as, “Both in the cpa and the cca setting, and regardless of the nature of the challenge
oracle, the presence or absense of corruptions, or the number and structure of the challenge bits, security under a
multi-user notion implies security under the corresponding single-user notion.” Written out in full, the statement
becomes:

Lemma 1. ForallIND € {LOR,ROR}, CXA € {CPA,CCA},u € {k,#}, andc € {1,N, B}, there is an SFBB
reduction B such that, for every adversary A,

IND-CXApgg(A) < IND-CXARSL(B).

4.1 Tight Implications from Strict Generalizations

Some experiments can easily be seen by inspection to be generalizations of others, in the sense that an adversary’s
task has only been made easier. As a well known example, CCA-security tightly implies CPA-security, as the
added decryption oracle can only help an adversary. For completeness, we summarize these trivial yet tight
implications below.

First, left-or-right indistinguishability is strictly more general than real-or-random indistinguishability, as an
adversary playing the former game can simulate the latter with only a small overhead required for the sampling
of the random messages.

Lemma 2 (LOR = ROR). There is an SFBB reduction IB such that, for every adversary A,
ROR-CXAp¢L(A) < LOR-CXApp(B),

where B’s overhead consists of sampling at most ¢5, messages.

Proof (sketch). Upon receiving m from A, B lets mg < m, and then samples a random message m; from the
equivalence class [m], before forwarding to its own challenge oracle; all other oracles are forwarded (see also
Fig. 1).
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Fig. 3: Known relations between single-user (but multi-challenge) indistinguishability and the two different gen-
eralisations to multi-user indistinguishability, with and without corruptions; refer to Table 1 for an overview of
the shorthand. Recall that IND without any superscripts means single-user (multi-challenge) notions. (Double
arrows: trivially tight.)

Next, note that each game has a single challenge oracle and a number of helper oracles. As suggested by the
name, adding helper oracles can only help the adversary, making the resulting notion strictly more general—
simulating the former game is as simple as ignoring the added oracle. We consider in particular two such helper
oracles: the decryption oracle of CCA security, and the corruption oracle.

Lemma 3 (Adding oracles). There are SFBB reductions B; such that, for every adversary A;,

IND-CPALSL(A,) < IND-CCA%S, (By)
IND-CXALS (Ay) < IND-CXALS L (By) .

Finally, increasing the parameters of the games can also only help the adversary.

Lemma 4 (Increasing parameters). Let <’ > k, and 3/ > [3. Then there are SFBB reductions B; such that, for
every adversary A;,

IND-CXA%Z,(A,) < IND-CXASS (By),
IND-CXALP(A,) < IND-CXAL Y (B,) .

Corresponding relations for the simple notions follow as corollaries to Lemma 4; also note that setting x =
[ = 1 gives the trivial implication that multi-user security is strictly stronger than single-user security.

4.2 Simple Multi-User Notions versus Classical Single-Key Notions

Bellare et al. [5] used a hybrid argument to show that single-user single-challenge security implies LOR"™! with
a security loss linear in the total number of challenge encryption queries. They phrased this total as the product
of the number of users and the number of challenges per user. As all our notions are explicitly multi-challenge,
we will ignore the number of challenge queries, meaning the loss simply becomes linear in the number of users
(in line with the original claim).

Bellare et al. did not consider the diagonal notion or corruptions, however later, when Jager et al. [25] in-
troduced the free-bit notion to the setting of AE, they also showed that the simple notions are implied by the
single-user notion, again with a linear loss, even when corruptions are considered. For completeness, we reprove
the relevant linear losses in our new PKE context next. The resulting relations are summarized in Fig. 3.

As explained in Section 3.1, Jager et al. used slightly different game mechanics by prohibiting certain ad-
versarial behaviour. In contrast, we allow such bad behaviour and just ignore the adversary’s output instead.
We introduce a useful lemma (Lemma 5) that formalizes that, in the single-key setting, our mechanism is sound
and corrupting that single-key yields no adversarial advantage. This single-key-with-corruptions game is often
easier to use in reductions.

Existing sharpness results can be used to show that linear losses are inevitable, see Appendix B.2 for details.

A single-user notion with corruptions. First, let us establish the trivial yet useful Lemma 5. Let Exp{j%}’CXA’I .

be exactly as the single-key game, except that the player now has the option to corrupt the key. In other words,
the game will be equivalent to that of Fig. 1, with K = 8 = 1 (and with or without decryption oracle). Given

(A)
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that in this game, an adversary that both challenges and corrupts will trigger the game to output the uniformly
random value J, the presence of a corruption oracle should yield no extra power. We formalize this intuition
next.

Lemma5 (IND = INDI’]). There is an SFBB reduction B with no additional overhead such that, for every
adversary A,

IND-CXALL L (A) < IND-CXApgg(B).

Proof. The following argument works the same whether IND = LOR or ROR, and whether CXA = CCA
or CPA. The reduction BB, playing the regular single-key game, simulates the game with corruptions to A by
forwarding every oracle call and mimicking A’s output, unless at some point A asks to corrupt: in that case B
aborts A and simply returns 0. This works because if A corrupts, either A also challenges, in which case the
advantage will be forced to 0, or it corrupts the key and outputs a guess without challenging, in which case the
challenge bit will be information-theoretically hidden from it, so that its advantage is 0 by necessity. Thus, in
the event that A corrupts at all, its win advantage will be exactly 0; the same that B gets from simply aborting
A and outputting 0. We provide a formal derivation below.

Pr|Exphygs *(B) = 1] = Pr[A did not corrupt A A wins]
+ Pr[A did corrupt A b = 0]
= Pr[A did not corrupt A A wins]
+ Pr[A did corrupt] - Pr[b = 0 | A did corrupt]
= Pr[A did not corrupt A A wins]
+ Pr[A did corrupt] - 1/2
= Pr[A did not corrupt A A wins]
+ Pr[A did corrupt] - Pr[A wins | A did corrupt]
= Pr[A did not corrupt A A wins]
+ Pr[A did corrupt A A wins]
= Pr[A wins],
= IND-CXApkp(B) > IND-CXALL, (A).

Single-bit security with corruptions. We can then show a reduction from IND—CXAf,’éE to IND-CXAII;';E,
using the exact same hybrid argument that was used by Bellare et al. [5] in the absence of corruptions, and let
Lemma 5 imply the result.

Theorem 1 (IND =5 IND# Y. There is an SFBB reduction B such that, for every adversary A,

IND-CXA%L L (A) < k- IND-CXApgg(B),
where B’s overhead consists of k — 1 fresh keypair generations.

We will show the result for IND = LOR and CXA = CCA; the proof transfers directly to the ROR and CPA

cases.

Proof. We now show the first statement of the theorem. The proof is a standard hybrid argument, except that
LOR-CCA LOR-CCA,1,1

instead of playing Exppyy , we let our reduction B play Exppyp , (see Fig. 1 with k = 3 = 1). Then,
Lemma 5 implies the theorem statement.
Let Gy be the game Exp{;gg’CCA’%‘] with the challenge bit set to 0, and let G,; be the game with the bit set
to 1 (see Fig. 1). Then, the advantage of an adversary A against Expﬁgg—CCA”{'l becomes
LOR-CCA%L(A) = Pr(Go(A) : 0« A] — Pr[G.(A) : 0« A]. 1)

Next, let G be the same game as Gy, except that the bit has been flipped to 1 for challenge queries using key
pk,. Similarly, let G2 be the same as GG1, except now the challenge bit is set to one for challenge queries involving



10 H. Heum and M. Stam

B(pk) if A calls (7, mo, m1) if A calls D(i,c)
pk,« < pk if mo % m then return # if c € C; then return /
fori € [k],i #14", do ifi <i":c" + PkEncy,(m1) ifi=1i":m <« D(c)
(pk;, sk;) < Pk.Kg elseif i =¢" : ¢" < E(mo,m1)  else : m < Pk.Decy, (c)
Ciy...,C <0 else : ¢ + Pk.Encp, (mo) return m
b s ASP (pky,... pk,) Cie
coturn b return ¢* if A calls K(2)
if i =4" sk, « K
return sk;
Fig. 4: The adversary B, playing Expggg_CCA’I’l while simulating the game G;«_14 for A.

either pk; or pk,. In general, let G;, i € k], be the game where every bit up to and including bit ¢ is set to 1, and
the rest are set to 0. Then, by “adding zeroes” to equation 1, we get that

LOR—CCA?&E(A) =Pr[Go(A) : 0+ A] —Pr[G1(A) : 0« A]
+Pr[G1(A) : 0+ A] —Pr[G2(A) : 0« A]
+ ...+ Pr[Gi—1(A) : 0+ A] —Pr[G;(A) : 0+ A]

+ ... +Pr[Gi1(A) : 0 A] —Pr[GL(A) : 0+ A]. (2)
The main observation is then that, given equation 1, there must be at least one ¢* € [x] such that
1
Pr(Gi—1(A) : 0 ¢ A] = PrGi(A) : 04 A] > - -LOR-CCA%!.(A). 3)
LOR-CCA,1,1

This distinguishing advantage can then be leveraged by an adversary IB playing the single-key game Expp
in the manner outlined in Fig. 4. Denote the challenge bit that B is trying to guess by b; then B achieves the

following advantage, Pr [Explp“gg'CCA'l’l(IB) = 1]

=Prb=0A0«+ A]+Prlb=1A1+ A]

:%(Pr[OeMb:OHPr[leA\b:l])

= 2 (Pr{Gi1(B) 1 0+ A]+ Pr[Gi(A) : 1+ A]
= 3 (PG 1(B) 1 0 A]+ (1 Pr{Gi(A) : 0 ¢ A])
= 5 (Pr{Gia(B) 1 0 A] — Pr[GH(A) £ 0+ A]) + 2
> % - % - LOR-CCA% L (A) + % ,
which implies that = LOR—CCA{;&E (B)
=2-Pr [Explp‘gg"CCA’l’l(IB) = 1] -1
>2. (% L LOR-COAfy(A) + %) 1
= % -LOR-CCALL(A).
Taken together with Lemma 5, this implies the result. O

Diagonal-bit security with corruptions. For the diagonal notion, showing the relation to the single-user
notion is done using a different—and arguably simpler—proof technique: the reduction IB simply guesses which
user A is going to attack, forwarding the oracles called to that user to its own oracles and simulating the rest; it
will guess correctly with probability !/, leading to the & security loss.
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B(pk) if A calls (7, mo, m1) if A calls D(i, c)
i* < [K], pk;« < pk if mo % m; then return ¢ if i = " then m + D(c)
fori e [x],i# 1", do if i = i" then ¢” <— £(mo,m1) elseif ¢ € C; then return ¢
(pk;,sk;) < Pk.Kg else ¢* < Pk.Encpy,; (my,) else m < Pk.Decg, (c)
b; < {0,1} Ci+c" return m
Ci<+ 0 return ¢
(i, b1) s ASPK (pk,, ... pk,) if A calls K(%)
if ¢ # " then return 0 if i =i" then sk, - K
return b; return sk;
Fig.5: The adversary B, playing Exp{“)gg"CCA’l’l while simulating Expiigg COMEE for A

Theorem 2 (IND S, IND#®). There is an SFBB reduction B such that, for every adversary A,

IND-CXAfih(A) < & - IND-CXApkg(B),

where B’s overhead consists of generating k — 1 fresh keypairs and drawing k — 1 challenge bits uniformly at
random.

We will show the result for IND = LOR and CXA = CCA; the proof transfers directly to the ROR and CPA
cases.

Proof. We will prove the statement by constructing an adversary B that achieves the claimed advantage by
leveraging any advantage an adversary A has against the diagonal multi-key game, and making a guess on the

key that A is going to attack. B will guess correctly with probability 1/x, leading to the « security loss.

As before, we will simplify the analysis by letting IB play the game Expggg’CCA’l’l (A), and then let Lemma 5

imply the result.

BisgiveninFig. 5 In the following, let pk and b be the public key and challenge bit of IB’s game ExpLOR ceat
(see Fig. 1 with k = 8 = 1), let the set of key handles that A asks to corrupt be denoted by I, and assume that
A returns the guess (Z 131) Finally, note that the value of 7* is information-theoretically hidden from A. Then,

BB achieves the following advantage.

Pr|ExphQR-COALL (3 ):1]:Pr[i:i*/\i*§él’</\bi*:I}i*]-i-Pr[i:i*/\i*eI’C/\é:l]
+Pr[i £ AT TN Ab=0] +Pr[i £ A" € TN AG=1]
:Pr[i:i*](Pr[i*¢l’</\bi*:i)i* i:i*]+Pr[z’*eI’<A5:1|i:z’*])
i*] (Pr[p=0] - Pr[i* ¢ 1I° |i £ 4" | + Pr[s = 1] - Pr[i* € I |i £i%])

+ Pr

2

i #
rli g A b 7b]+Pr[z€IK/\(5—1]>
%(177> ¢I’C‘z *] + Pr[d EIK‘Z #1i*])
. 1 1
; Pr [Exp{;ﬁg COARS (7)) = 1] +5 (1 - ;>

i_ (2 . PI[Eprf,gg’CCA”é’N(A) = 1} — 1) + %

2K
— LOR-CCAB{p(B) = 2 Pr[Bxppf ““M(B) = 1] — 1
1 , 1
=2. <ELOR-CCA{§EE(A) + 5) —1

— 1 Lorccatt ().
K

Taken together with Lemma 5, this implies the result. O
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IND"! IND®E

\_/‘

=1(LOR), <2 (ROR)

Fig.6: Relations between the simple multi-user notions, including the non-trivially tight relation between
IND*** and IND**™ as captured by Corollaries 1 and 2 for LOR and ROR, respectively. (Double arrows: trivially
tight.)

4.3 Relationship between Simple Multi-User Notions

Now that we have affirmed that the single-user notion implies any of the four simple multi-user notions with a
loss linear in the number of users, a natural question is how the simple multi-user notions relate to each other. As
the multi-user notions all tightly imply the single-user notion, one can always just go via the single-user notion.
As already noted by Jager et al. [25], this strategy will again lead to a loss linear in the number of users. Lemma 6
formalizes this trivial loss and Fig. 6 provides an overview of the relations. One notable exception from the linear
losses is the implication from the single-bit notion to the diagonal notion if there are no corruptions, which is
tight for the case of left-or-right indistinguishability and almost tight for real-or-random indistinguishability.
We will explain why this is in the next paragraph.

Lemma 6 (IND““ =5, IND“). Let ¢ € {1,N}. Then, there is an SFBB reduction B such that, for every
adversary A,

IND-CXALS (A) < k- IND-CXALS, (B).

Proof (sketch). Lemma 4 implies that IND®¢ = IND. Meanwhile, Theorems 1 and 2 together say that
IND =5 IND#*, Combining (in the manner discussed in Section 2) gives IND®¢ = IND =5 INDA

The remaining relations follow. O

A tight relation: from single-bit to multi-bit without corruptions. Surprisingly, left-or-right indistin-
guishability allows for a ‘bit-hiding’ argument that lets an adversary playing a single-bit multi-user game sim-
ulate the full free-bit game (and therefore also the diagonal-bit game), by simply exchanging the order in which
it forwards its two messages. We formalize this argument in Theorem 3 and its proof. Consequently, LOR""*
tightly implies LOR™™ (Corollary 1), whereas the implication in the other direction appears lossy. This clearly
renders LOR™! the preferred notion.

Theorem 3 (LOR™' = LOR""). There is an SFBB reduction B such that, for every adversary A,
LOR-CXA%? (A) < LOR-CXAS!, (B),

where B’s overhead is limited to drawing [3 uniformly random bits.

Proof. The reduction BB, playing Expﬁ%};’CXA’”’l, simulates Epr}‘,gg’CXA‘“’ﬂ for A by drawing [3 fresh challenge

bits b;, and simply exchanging the order of m( and m; whenever b; = 1 (see Fig. 7). Denoting the challenge bit

of Explf,gg"CXA’K’l (B) by b, the ciphertext that A receives upon the query £(i, j, mo, m1) will be an encryption

of the message Mgy, under pk;; B then simply makes sure to undo the xor before returning its final guess. 0O

Corollary 1 (LOR®™! = LOR™Y). There is an SFBB reduction B such that, for every adversary A,
LOR-CXAES (A) < LOR-CXAfi,(B),

where B’s overhead is limited to drawing 3 uniformly random bits.
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B(pky, ..., pk,) if A calls £(i, j,mo,m1)  if A calls D(3, )
bi,...,bs +${0,1} " < E(i,mu;,my,) m « D(i,c)
(4, b;) < AP (pky,...,pk,)  returnc” return m

return I;;, @ b

Fig. 7: The adversary B, playing Explf,gg"CXA’“’l while simulating Exp{;gg’CXA’K'B for A.

In the presence of a corruption oracle, the reduction breaks down as it is no longer able to simulate properly:
an adversary playing the game cannot both challenge and corrupt the same key, as this would lead to a trivial win.
In contrast, challenging and corrupting a key is a perfectly viable strategy in the diagonal- and free-bit games,
as long as the corresponding bit is not chosen at the end. We will return to the free-bit game in the presence of
corruptions below, but first we turn our attention to that other indistinguishability notion, real-or-random.

Extending the argument to real-or-random. The proof of Theorem 3 makes use of the fact that the LOR challenge
oracle allows both a left and a right message to be input, enabling us to hide the bit in the ordering of the two
messages. For ROR, the challenge oracle only accepts a single message, so hiding the bit as above is no longer
possible.

However, when Bellare et al. [6] introduced the distinction between LOR versus ROR indistinguishability in
the context of single-user probabilistic symmetric encryption, they also showed a factor-2 loss from ROR to LOR.
As we will show in Theorem 5 (to be presented shortly), their proof technique is readily adapted to a relation
between single-bit multi-user PKE notions. Theorems 3 and 5 can then be combined into the corollary below
(which itself implies the equivalent of Corollary 1 for ROR, again with a factor 2 loss).

Corollary 2 (ROR™! =2 ROR™? ). There is an SFBB reduction B such that, for every adversary A,

ROR-CXA%Z (A) < 2- ROR-CXA%, (B),
where B’s overhead is limited to drawing 3 uniformly random bits.

Proof (Sketch). Theorem 5 states that ROR"™! =2, LOR"™!, while we know from Lemma 2 that LOR®® —

ROR’?. Then using Theorem 3, we get ROR""! =2 LOR®' — LOR*’ — ROR""’. O

4.4 The Free-Bit Game with Corruptions

In the free-bit game, the adversary can both challenge and corrupt keys, provided the final targeted bit remains
uncompromised. In the single-bit game, however, challenging and corrupting a key are mutually exclusive, caus-
ing the bit-hiding argument that tightly related LOR®' to LOR" 8 to break down. It seems the best we can do
is a standard bit-guessing argument, suffering a 3 loss, as formalized in Theorem 4 below.

Theorem 4 (IND# =B, IND*?). There is an SFBB reduction B such that, for any adversary A,

. 1
IND-CXA%Z,(A) < 8- IND-CXALL,(B),
where B’s overhead consists of drawing 3 — 1 uniformly random bits.

We will show the result for IND = LOR and CXA = CCA; the proof transfers directly to the ROR and CPA

cases.

Proof. We will prove the statement by constructing an adversary B that achieves the claimed advantage by
leveraging any advantage an adversary A has against the free-bit game, and making a guess on the bit that A
is going to attack. B will guess correctly with probability 1/s, leading to the § security loss. The proof is very
similar to that of Theorem 2, the main complication being that we now need to keep track of compromised
challenge bits, instead of just which keys are corrupted.

B is given in Fig. 8. In the following, let b be the challenge bit of B’s game Explf,gg'CCA”t’l (see Fig. 1, with
B = 1), let the set of compromised bits (i.e., bits used by A to challenge a corrupted key) be denoted by J*, and
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B(pky, ..., pk,) if A calls £(i, j, mo, m1) if A calls D(i, )
Jt s (6] if mo # my thenreturn# if c € C; then return #
forj € [B],j # 7" do: if j =47 m <+ D(i,c)

b; +s{0,1} c* « E(i,mo,m1) returnm
Ciy...,C 0 else ¢ s Pk.Ency, (ms;)
() s A5 K oy, pk,) € TR bk
if j # j" then return 0 return ¢ sk; < K(i)
return b; return sk;

J
Fig. 8: The adversary I3, playing Expggg_CCA”{’l while simulating Expggg O for A

assume that A returns the guess (7, B]) Finally, note that the value of j* is information-theoretically hidden

from A. Then, B achieves the following advantage, Pr [ExpﬁiE’CCA”{’l(IB) = 1]

:Pr[j:j*/\j*§éj’c/\b»* ]+Pr]—] NjTeIEAs=1]
+Pr[j# A ¢ IAb=0 ]JrPr[];éj Aj* e TN NS =1]
=Prlj =5 (Pr[* géJ’c/\b*_I; |+ Pe[ e no=1]5=5"])
+Pr[j # 3] (Pr[b=0] - Pr[j* ¢ 3 |j #5*] + Pr[6 = 1] - Pr[j* € I° | j # j*])
:E(Pr[jgm’c/\bj:i}j]+Pr[jel’cm5:1])

+% (u%) (Prl* ¢ 3| #57] +Pri* €3 |j#5"])
1 cc 1 1
- rles e w43 (1)

LOR-CCA 4,8 _ 4] 1
=55 (2 Pr[Expriy (a)=1]-1) :
which implies that LOR-CCA};¢; (IB)

LOR-CCA,#,1
=2 Pr[Bxppy M (B) = 1] - 1

5 1
=2. <2ﬂLOR CCALZ(A) + 5) ~1
1
=3 LOR-CCALL(A),
which is what we set out to show. O

Combining with IND =5 IND#! (Theorem 1) yields an upper bound on the free-bit advantage as it relates to

single-user advantage, see Corollary 3. Notably, when Jager et al. [25] introduced the free-bit notion (for AE),
they observed that proving a linear loss was beyond them, yet they did not provide an alternative, looser bound
instead. We therefore plug this gap in the literature. Fig. 9 provides an overview of how the single-user and
simple multi-user notions relate to the free-bit notions.

<kB

Corollary 3 (IND =— IND*#). There is an SFBB reduction B such that, for any adversary A,

IND-CXA%Z (A) < k- B - IND-CXApgp(B).
where B’s overhead consists of drawing k — 1 fresh keypairs and 3 — 1 bits uniformly at random.

Interestingly, Corollary 3 tightly implies Theorem 1, but not Theorem 2: setting £ = /3 in Corollary 3 yields a
k2 loss. This gives some hope that a tighter relation than that of Corollary 3 might still be possible, one that
would imply both Theorems 1 and 2. We leave this an open problem, although present some initial thoughts in
Appendix B.3.
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IND"# IND##
=1 (LOR,/' \<N(LOR) <3 Y
<2 (ROR) <2k (ROR) - .
IND®! IND*® IND#! <nB IND#S
<k (LOR)
<2k (ROR)
IND IND

Fig. 9: Relations between different multi-user notions, without corruptions (left), and with corruptions (right).

4.5 LOR versus ROR, or When the Challenge Oracle Matters

Until now, we have for the most part treated the two flavours of indistinguishability as one. However, as we
saw for Theorem 3, the choice of challenge oracle can sometimes make a difference. Of course, as stated in
Lemma 2, left-or-right indistinguishability always implies real-or-random indistinguishability. Furthermore, for
single-user notions, it has long been known that ROR implies LOR with only a factor 2 tightness loss [5]. How-
ever, for multi-instance security, the loss is known to blow up exponentially [10]. Thus, it is a priori unclear what
losses one should expect for the multi-user setting, both between corresponding LOR and ROR notions, but also
between the ROR notions themselves.

Jager et al. [26, Theorem 21] showed a general result that a loss L in the single user setting can be turned
into a loss Lk for the simple notions (for AE); the free-bit case is not addressed. We complement their results for
the PKE setting, as summarized in Fig. 10.

Some relations are worth highlighting. First, note that the same factor 2 reduction still lends itself to the
single-bit multi-key setting (with or without corruptions). The argument is very similar to that of the single-
user case: either the bit is “real”, in which case the simulated game is equivalent to the left-or-right one, or the
bit is “random”, in which case the simulated challenge bit is information-theoretically hidden from the adversary;
the main complication in going to a multi-key setting with corruptions being dealing with disallowed guesses.
See Theorem 5. This contrasts to the diagonal-bit setting, in which the tightest known reduction loses a factor

2k, as achieved via the single-user relation: ROR*Y = ROR =% LOR =% LOR™“Y.

Second, note that the fact that LOR®™' = LOR’ (Theorem 3) allows us to conclude that the factor
2 reduction still holds for the free-bit notion absent corruptions: ROR®? — ROR"! =2 LOR" =

LOR™?, Compare with the situation in the presence of corruptions, where the corresponding implications yield
<28
ROR*? == LOR"*”.

Asbefore, we leave the question of whether there exist tighter reductions, or these losses really are inevitable,
as open questions. Nevertheless, these additional losses serve to reinforce the folklore that left-or-right notions
should be preferred over real-or-random whenever possible.

To start, we show that real-or-random indistinguishability implies left-or-random indistinguishability in the
single-bit setting, with or without corruptions.

Theorem 5 (ROR™! =2 LOR™1). There is an SFBB reduction B such that, for any adversary A,

LOR-CXA%z5(A) < 2- ROR-CXAp(B),
where B’s overhead consists of drawing one uniformly random bit.

Proof (Sketch). Essentially, there are only two, equally likely cases: either the bit is “real”, in which case B is able
to simulate the left-or-right game perfectly; or the bit is “random”, in which case the advantage of A against the
simulated game will be exactly 0—and the addition of corruptions does nothing to change this fact.

Proof. We will show the theorem for the case u = # and CXA = CCA; by inspection, the proof also holds for
the cases u =  (by setting Pr [1 € J’C} = 0), and CXA = CPA.

In the following, let b be the challenge bit of B’s game Expggg'CCA”é’l (see Fig. 1, with 8 = 1). Let J* denote

the set of compromised bits; note however that there is now only one challenge bit per game, meaning its bit
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1 <B LORW’ﬂ
/_\

LOR™! LOR™?

<2 <\ )v \) LOR*! LORAS
ROR™! $—— ROR"*

J <2 ROR#” <2n
ROR™H \
RORA! =7 RORAS

Fig. 10: Relations between lor and ror for the different multi-user notions, without corruptions (left) and with
corruptions (right). The placement of notions roughly translate to their relative strength, with stronger notions
placed higher, (see Fig. 9 for the implications missing from the figure.) As before, double arrows indicate trivially
tight.

handle is 1, and the event that it was compromised is denoted by 1 € J. Using the strategy of Fig. 11, we then
ROR-CCA 4,1

get Pr[ExpPKE (B) = 1}
=Pr[1¢ N Ad=dnb=0] +Pr[1¢ N Ad#dnb=1]
+Pr[lens=1]
—Prfb=0] (Pr[1¢ 3" nd=d|[b=0] +Prlle I ns=1[b=0])
+Prfb=1] (Pr[lgu’c/\d;ed)b:l]+Pr[1eJ’C/\5:1 b=1])
Note thatif b = 1, then the value of d is information-theoretically hidden from A, so we have that Pr [d £d ‘ b=1 ] =
Pr[d =1 |b=1] = 1/2, allowing us to write
—Prfp=0] (Pr[1¢ 3 nd=d|[b=0] +Prlle I ns=1[b=0])
+Prp=1](Pr[1 ¢ A6=1]b=1]+Pr[1e I rs=1]b=1])
=Prfb=0] (Pr[1 ¢ nd=d[b=0] +Pr[le*ns=1[b=0])
+Pro=1]-Pr[6 =1 |b=1]

:%(Pr[li.]’c/\d:d’bzo}+Pr[16J’C/\5:1 |b:o}+%>

— 3 (PrfEoiRE @ =1] + 3)
Which implies that ROR—CCA?,’%E (B)

=2.Pr [Expggg’CCA’%’l(]B) = 1] -1

—2. % <Pr[Exp§§§'CCA*”’1(zA) =1]+ %) —1
(2 Pr[Expii M @) = 1] -1)
LOR-CCA%! (A),

which is what we aimed to show. ]
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B(pky, ..., pk,) if A calls £(i,mo,m1)  if A calls D(i, c)
d<+s{0,1} ¢« E(i,ma) m < D(i,c)
d «s AP (pk,,...,pk,) returnc’ return m
bed#d
cd# if A calls K()
return b —
sk, « K(4)

return sk;

ROR-CCA,#,1

Fig. 11: The adversary BB, playing Exppp 7" while simulating ExpLOR COMEL for A

PKE

Taken together with Theorem 3, this implies that the left-or-right free-bit notion without corruptions is separated
from the single-bit real-or-random notion by at most a factor 2.

Corollary 4 (ROR™! =2, LOR"?). There is as SFBB reduction B such that, for any adversary A,

LOR-CXA%Z,(A) < 2- ROR-CXA%i,(B),
where B’s overhead consists of drawing 3 — 1 uniformly random bits.

Proof (Sketch). Theorem 5 states that ROR™* == LOR"'!, while Theorem 3 states that LOR"™ ! — LOR™,

allowing us to conclude that ROR""! =2 LOR™". O

Given that the free-bit notion generalises the single-bit notion, this in turn implies that LOR and ROR are
separated by at most a factor 2 between the corruptionless free-bit notions, even if the number of challenge bits
varies between them.

With corruptions, however, any direct simulation would become trivially recognizable—meaning that in
order to do a faithful simulation, the reduction would have to guess which bit the adversary is going to attack,
leading to a loss linear in f3. Instead of reformulating this argument, we let it follow as a corollary to previous
results, yielding a slightly tighter statement by letting B play a single-bit game.

Corollary 5 (ROR%! =2 <2, LORF: #). There is an SFBB reduction B such that, for every adversary A,

LOR-CXALZ,(A) < 2. 8- ROR-CXALL,(B).

where B’s overhead consists of drawing 3 — 1 uniformly random bits.

Proof (Sketch). Theorem 5 states that RORA!' =2 LOR*! , while Theorem 4 states that LOR*! 8 =5 LOR*?,
allowing us to conclude that ROR#! == <2, LOR*2, O

Interestingly, the tightest known relation from the diagonal-bit ROR™™ to LOR"™™ loses a factor 2k, even in
the absense of corruptions. This is once again achieved going through the single-user notion.

Corollary 6 (ROR 52, LOR™W). There is an SFBB reduction B such that, for every adversary A,

LOR-CXALT,(A) < 2+ k- ROR-CXApkr(B),
where B’s overhead consists of generating k — 1 fresh keypairs and drawing k — 1 uniformly random bits.

Proof (Sketch). It is well established [6] that ROR =2 LOR, and we know from Theorem 2 that LOR %
LOR’{‘E', allowing us to conclude that ROR % LORAY, [}
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5 Conclusion

In this article, we surveyed several possible notions of multi-user security, showing how they relate to each
other, and identifying a unified and general free-bit notion. We also conclusively answered the question of which
canonical multi-user notion is the preferred one in the absence of corruptions, namely the single-bit left-or-right
notion, as it is as strong or stronger than any of the others. In the presence of corruptions, the situation is less
clear, particularly as it is not currently known whether or not the ability to both challenge and corrupt a key
yields the adversary any additional power. On the other hand, it seems that the ability to challenge the same bit
on several keys really does give the adversary extra power. Until these questions have been definitively settled,
we therefore suggest aiming for security under a free-bit notion whenever multi-user security with adaptive
corruptions is to be considered.
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A A Brief History of Indistinguishability

The traditional ‘IND-CPA’ security notion for public key encryption (PKE) is an indistinguishability notion
(IND) under adaptively chosen plaintext attacks (CPA). Here an adversary receives a challenge ciphertext either
for a plaintext of its choosing or an alternative challenge ciphertext, and needs to decide which one was received.
The alternate challenge ciphertext can be generated in different ways, leading to subtly different notions [6]. The
two common choices are: left-or-right (LOR), in which the adversary supplies two messages and receives the
encryption of one of them; and real-or-random (ROR), in which the adversary supplies a message and either
receives its encryption or the encryption of a random bit string. When Bellare et al. [7] considered various
PKE security notions they showed that LOR-security tightly implies ROR-security, whereas the other direction
incurs a modest security loss of a factor 2.

Stronger, more realistic notions are indistinguishability under adaptively chosen ciphertext attacks (CCA), or
IND-CCA (historically also called IND-CCAZ2 to distinguish it from its non-adaptive counterpart IND-CCA1
[7]). Here, in addition to choosing the plaintexts to be challenged on, the adversary is given access to a decryption
oracle, which it can query on any valid ciphertext receiving the corresponding plaintext, or the ciphertext-reject
symbol L. To avoid trivial wins, some care needs to be taken when the challenge ciphertext is submitted to the
encryption oracle; there are several mechanisms to deal with this subtlety [8]. Ignoring the decryption oracle
gives back IND-CPA, making IND-CCA the stronger notion. Moreover, several real-world attacks not covered
by IND-CPA (such as Bleichenbacher’s attack [11]) are captured by IND-CCA, making the latter the preferred
notion to aim for.

We are concerned with the multi-user setting, leading to further definitional choices. Although it might
appear that these choices are largely irrelevant in an asymptotic context, as they are all polynomially equivalent,
a concrete security treatment can surface non-trivial differences. These differences are often amplified with the
introduction of multiple users, particularly when considering adaptive corruptions (see below).

First of all, while the notions above initially only allowed for a single challenge query, when Bellare et al. [5]
investigated multi-user security, they simultaneously generalized the single-user notions by giving each user
multiple challenges. Moreover, they showed that security under single-challenge implies security under multi-
challenge with an (inevitable) loss linear in the number of challenges (cf. [6]).

In the present work, we consider all notions, including the single-user notions, to be multi-challenge. To
adapt our results to a single-challenge setting, simply note that our single-user notions imply the corresponding
single-challenge notion with a tightness loss ¢, and insert the factor as needed. For instance, writing SC-IND

£
for single-challenge indistinguishability, the analogue to Corollary 3 becomes SC-IND S8 IND#A,

Another choice is how to ‘multiplex’ the challenge oracles: should each user be independent of the others,
or should they depend on each other? When multi-user security was introduced [5], the game only had a single
challenge bit shared across all users for an adversary to guess. This choice intuitively leads to a stronger notion
than if each user was given its own challenge bit as, with a single shared bit, an adversary can ‘gather evidence’
for the true value of this challenge bit across the users (we provide evidence to this intuition in Corollary 1). Yet,
the notion feels awkward when introducing corruptions, given that both corrupting and challenging on the same
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key would immediately yield a trivial win. One option is to disallow corrupting ‘challenge’ keys, and vice versa,
leading to the single-bit notion IN D*! [3,24,28]. Another option is to introduce user-specific bits. This was the
approach employed by Bader et al. [2] in their study of authenticated key exchange: they considered a multi-user
KEM notion with corruptions where each user was associated with its own challenge bit and the adversary had
to declare at the end which uncorrupted bit it was guessing. Thus, even if a user was both challenged on and
corrupted, a non-trivial win would still be possible. In the present work, we refer to this notion as diagonal-bit
(INDWN), as explained in Section 3.

Recently, Jager et al. [24] pointed out that this notion is problematic in the AKE setting, as unlike in the
single-bit setting, a KEM secure under the diagonal-bit notion is not known to tightly compose to an AKE. They
went on to construct a KEM tightly secure under the single-bit notion instead, which was therefore guaranteed
to compose tightly.

Apart from the multi-user setting, the diagonal notion has seen use in the multi-instance setting [1,10], in
which the adversary is asked to make a guess on every bit; in such settings, single-bit notions make little sense.

When Jager et al. [25] investigated the inevitability of multi-user tightness losses in the setting of authenti-
cated encryption, they wanted their result to capture both the single-bit and the diagonal-bit notions, without
having to provide separate proofs for the distinct cases. They therefore introduced a generalized notion, in
which an adversary was free to choose the exact relations between the keys and challenge bits. This notion,
which avoids the awkwardness of not being able to both challenge and corrupt the same key without sacrificing
the ability to “gather evidence” on a bit over several keys, sits at the centre of much of the present work, and we
refer to it as the free-bit notion (INDWH).

B Sharpness or When Tightness Losses are Inevitable

B.1 Sharpness and Inevitably Lossy Reductions

A natural question for lossy reductions is whether the loss is inevitable or not. To determine inevitability, we
only need to ‘invert’ Definition 2, as below in Definition 3.

Definition 3 (Lossy). Let IND; and INDy be two indistinguishability notions for PKE schemes, and let ¢ be a
positive real number, then IND E<N INDy iff for all simple fully-black box reductions B, there exist PKE schemes

PKE and adversary A, ‘
IND2(Az) > c- INDl(]Bf\z,PK]:) .

If both IND; =% IND, and IND; =5 INDs, then the reduction (for the first term) is sharp and we may write
IND; == IND,.

B.2 Sharpness of Single-to-Simple Reductions

Below we discuss some relevant methods and results regarding the inevitability of lossy reductions in the context
of multi-user PKE, showing that linear losses (in the number of users) is often sharp. Such results are often called
impossibility results, yet to contrast with impossibility results that show that no constructions can achieve a
notion (irrespective of the lossiness of the reduction), we prefer the term sharpness result when the impossibility
is restricted to tightness only. The two main techniques are counterexamples and meta-reductions.

Counterexamples. As already pointed out by Bellare et al. [5], a simple counterexample shows that the bounds
are generally sharp. They modified a PKE scheme that was identical to a ‘secure’ one except that with a small
probability its encryption would be trivial and essentially just output the plaintext as the ciphertext (with some
additional modifications to ensure correctness and that this event is easily recognizable publicly). Thus, when
the challenge encryption oracle hits the trivial encryption, an adversary can trivially win its game; moreover
the probability of this event happening at some point during the game is roughly linear with the number of
challenge encryption queries.

However, given that we consider all our notions to be multi-challenge, we prefer a counterexample whose
security degrades linearly in the number of available keys, not challenges. One might therefore instead consider
a scheme for which a small-but-nonempty subset of the public keyspace returns messages in the clear. This
“weak key” counterexample already works without corruptions for both of the simple multi-user notions, which
implies sharpness for the more general notions.

Note that a similar critique of Bellare et als original counterexample and (more refined) link with weak keys
was made by Luykx et al. [30].
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Meta-reductions. Another line of work has aimed to show sharpness through meta-reduction, thus ruling out
tight reductions for a larger class of PKE schemes. The gain in generality is however traded for restrictions on the
type of reductions that are ruled out, typically referred to as “simple” reductions (e.g., blackbox, no rewinding,
etc.).

Bader et al. [3] showed that, for a large class of PKE systems, any simple reduction from a multi-user notion
with corruptions to an underlying non-interactive hardness assumption must be lossy, with the loss linear in the
number of keys. Meanwhile, Jager et al. [25] showed a similar result in the setting of authenticated encryption
when reducing to single-user notions. In both cases, though, the proof technique crucially relied on the ability
to corrupt keys, meaning that sharpness for the corruptionless notions aren’t covered by their results.

Meta-reductions also don’t rule out tight reductions for schemes outside the class considered; in fact, part
of the usefulness of these results is the ability to look for tightly secure constructions outside these classes.
This is exactly what Bader et al. [2] did when they constructed a tightly secure authenticated key exchange by
deliberately breaking the requirement of public—private key uniqueness.

B.3 Tightening the Single-to-Free Implication?

Corollary 3, IND SN IND*#, tightly implies Theorem 1, but not Theorem 2: setting x = 3 in Corollary 3

yields a k2 loss. This gives some hope that we might be able to show a tighter relation than that of Corollary 3,
as in order to imply both Theorem 1 and 2, the statement would have to look something like the following.

£
Conjecture 1 (IND gI“:“axﬂ> IND## ). Let I, be the maximum number of keys called together with any one

max

challenge bit, (i.e., for any run of the game, we now require that V5, |I;| < I ; see Fig. 1). Then, there is a
reduction B such that, for every adversary A,

IND-CXALZ,(A) < 18

max

- 5 - IND-CXApkg(B),
where the overhead of B is small.

= k and # = 1, while for INDAE, 1€

max

Then, for IND**, we would set IE,,
theorems are recovered.

To prove the statement, a natural strategy would be to combine the proof techniques of each of the theorems
it is generalising, i.e. by first guessing a challenge bit, and then doing a hybrid argument over the keys relating
to that bit. However, given that the free-bit game allows the adversary to choose the relations between keys and
bits adaptively, this hybrid argument does not work without incurring losses larger than that of Corollary 3. We
nevertheless present Conjecture 1 as an interesting open problem.

= 1 and 8 = k. Thus, both

C Multi-Bit Composability of Hybrid Encryption

As shown by Cramer and Shoup [14], one can combine the practicality of asymmetric encryption with the ef-
ficiency of symmetric encryption into a highly efficient public key encryption system. The idea is to encrypt
the message under an ephemeral symmetric key, which is itself encapsulated under a public key. This paradigm,
which already saw widespread use at the time, has become known as the KEM/DEM paradigm, after its con-
stituent Key Encapsulation Mechanism and Data Encapsulation Mechanism; it is also known as hybrid encryp-
tion.

Recently, Lee et al. [28] built on earlier work by Giacon et al. [17] and showed that a KEM and a DEM tightly
compose to a PKE in a single-bit multi-user setting with corruptions. We paraphrase their result in Theorem 6.

Theorem 6 (Lee, Lee, Park, DCC’20). There are SFBB reductions B and C such that, for every adversary A,
LOR-CXA%!,(A) < 2- ROR-CCALL (B) + ILOR-CCAppy (C) .

Here, 1LOR means “one-time left-or-right”; see their paper for definitions and proof. Combining their result
with Theorem 4 yields the following, more general, corollary.

Corollary 7 (Free-bit composability). There are SFBB reductions B and C such that, for every adversary A,

LOR-CXA%Z (A) <2- 8- ROR-CCALL(B) + - ILOR-CCAppy (T) .
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Proof. Immediately follows from Theorems 4 and 6. O

While lossy in the number of challenge bits, it matches Lee et al’s Theorem for 5 = 1. However, the implication
to the diagonal-bit notion, with 3 = &, results in a rather lossy composition, as made explicit below.

Corollary 8 (Diagonal-bit composability). There are SFBB reductions B and C such that, for every adversary

>

LOR—CXA]@’EE(A) < 2-k-ROR-CCAggm(B) + & - ILOR-CCApem(C)
Proof. Follows from Theorems 2 and 6. O

No tighter composition is known for multi-bit security notions, for much the same reason that no tight com-
position is known for AKE: as pointed out by Jager et al. [24], the multi-bit KEM notion does not easily allow
for a game hop in which real keys are exchanged for fake ones, making the simulated game be something in
between the ‘real’ and ‘random’ worlds. Any attempt to circumvent this issue (without specializing to specific
constructions) seems to lead to hybrid or guessing arguments, yielding similar linear losses.
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1 Introduction

Security of cryptographic schemes is increasingly studied concretely. The question changes from whether a
scheme is secure or not, to how secure it is. The change in emphasis also results in increased importance in
more realistic security notions that model a world where an adversary might have many potential targets. If an
adversary simply tries to learn something about one of its « targets, then intuitively the more targets there are,
the easier the adversary’s job becomes. Indeed, using simple hybrid arguments results in a security degradation
that is linear in . But what happens if the adversary is greedy and wants to learn more, maybe even targets
everyone? On the one hand, one could argue that if breaking one instance is hard, then so is breaking many. Yet,
on the other hand, one would hope that breaking multiple instances, say 7, is strictly harder than breaking just
a single one.

This second perspective made Bellare, Ristenpart and Tessaro [12], henceforth BRT, realize that new security
notions are needed to reason about such greedy adversaries. They were motivated by how salts in password
hashing protect against attackers re-using precomputation to retrieve multiple passwords. For their study into
probabilistic symmetric schemes, they identified left-or-right indistinguishability under xor as the strongest
notion. Roughly speaking, there are  keys in the system each associated with its own left-or-right challenge bit
b; and the goal of the adversary is to guess the xor of all those bits.

Recently, Auerbach, Giacon and Kiltz [4], henceforth AGK, argued the importance of BRT’s concept to protect
against mass surveillance. They introduced the (n, ) scaling factor as the effort to break n out of x instances
relative to the effort needed to break a single instance. After recalling several well-known greedy attacks against
public key schemes with dubious scaling factors, they set out to provide an encryption scheme with good, non-
trivial scaling factor.

They discussed various versions of Hashed ElGamal that differed in whether users shared group parame-
ters and/or generators, plus whether the underlying group was elliptic curve or finite field based. In the pro-
grammable random oracle model, they showed that the multi-instance security of Hashed ElGamal tightly re-
lates to a novel multi-instance Gap Computational Diffie-Hellman (MI-GapCDH) assumption, whose validity
was further supported by an analysis in the generic group model.

There was, or rather is, just one small problem: Hashed ElGamal is a key encapsulation mechanism (KEM), not
a public key encryption (PKE) scheme. Indeed, although AGK use PKE as their motivation, their formalization
is entirely centred around KEMs. Of course, Cramer and Shoup [19] already showed how a secure KEM can
be combined with a secure data encapsulation mechanism (DEM) to create a secure PKE (for various notions of
security). This so-called hybrid encryption paradigm is widely deployed in the real world, yet, can its composition
theorem be easily lifted to the multi-instance setting?

For key unrecoverability, all seems fine, but for indistinguishability one quickly uncovers various challenges.
Consider an adversary A that wants to recover n out of x challenge bits b;: it can attempt to recover roughly half
of its b; by somehow breaking the DEM, and recovering the remaining half by breaking the KEM. Intuitively,
such a divide-and-conquer strategy essentially rules out inheriting full multi-instance security of both KEM and
DEM simultaneously. Instead, perhaps we should aim to bound an adversary’s multi-instance advantage against
the hybrid encryption in terms of either breaking the full multi-instance security of the KEM or breaking only
one of many instances of the DEM.

Special care would have to be taken to ensure that the corresponding multi-user DEM advantage is not over-
whelming the multi-instance KEM advantage. After all, already when showing multi-user security of hybrid en-
cryption, ensuring the DEM advantage does not overshadow the multi-user KEM advantage is challenging [23].
Furthermore, the study of multi-user KEMs highlights a second, more technical problem.

For multi-user security, there are essentially two different formalizations possible: one where each user comes
with its own challenge bit and one where the users share a global challenge bit. Jager et al. [29] recently observed
that only the latter lends itself to an easy adaptation of composition theorems using KEMs, as it allows a simple
game-hop where all KEM-derived ephemeral keys are replaced by randomly selected keys (decoupled from the
KEM encapsulations). That proof technique fails when there are multiple challenge bits. Unfortunately, for multi-
instance security, the only option available is a notion with multiple challenge bits. In such a setting, inheritance
of security properties of the KEM to any construction based on the KEM is an open problem.

Our Contribution. As mentioned above, multi-instance security was introduced by BRT in the context of
probabilistic symmetric primitives and later adapted to key encapsulation mechanisms by AGK, who provide
an excellent motivation for the study of multi-instance security in a public key setting. We adapt those notions
to multi-instance security for PKE schemes, but make a number of non-trivial changes in the process. Firstly,
we observe that the mechanisms used by BRT and AGK to model multi-instance games differ, which seems
to have gone unnoticed hitherto. BRT’s mechanism is stronger as it allows for corruptions (denoted by *), yet
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Fig. 1. An overview of multi-instance security notions for public-key encryption, where  relates to imperfect correctness
(Def. 1), and the loss factor c is explained in Thm. 2.

AGK’s mechanism is more expressive by making explicit how many instances an adversary should break. We
use elements of both in our notions, incorporating both BRT’s corruptions and AGK’s explicit expression of the
number of targeted instances. Secondly, we allow for correctness to be imperfect, which has ramifications for
how to deal with decryption oracles (for chosen-ciphertext attacks) and corruptions. We delve into the differences
between the various mechanisms in Sect. 3.3, furthermore we use our revised mechanism to study a number of
related notions, as summarized in Fig. 1.

In more detail, we start out by porting BRT’s notion of key unrecoverability to the public-key setting. In fact,
we consider two distinct versions of key unrecoverability: “Universal Key Unrecoverability” (UKU), where the
adversary is tasked to recover the exact challenge private key(s) and “Matching Key Unrecoverability” (MKU),
where it suffices to recover suitably equivalent private keys, where we leverage our imperfect correctness no-
tion to define “suitably equivalent”. As one would expect, this relaxed key unrecoverability notion implies the
stronger, exact notion up to a small loss related to how we model imperfect correctness (Thm. 1).

For our main notion of multi-instance security, we follow BRT’s identification of left-or-right xor-indistin-
guishability as the strongest notion and adapt it to the public key setting. As for the symmetric encryption
setting studied by BRT, this indistinguishability notion implies the above key unrecoverability notions (Thm. 2);
however, the differences between perfect symmetric encryption and imperfect PKE affect the corresponding
implications and their proofs.

Finally, we explore an alternative notion, namely real-or-random xor-indistinguishability (ROR). Trivially,
left-or-right tightly implies real-or-random and in the multi-instance setting BRT showed that the usual factor-2
loss from the single instance implication between real-or-random to left-or right, becomes an exponential factor-
2" loss. A similar loss is possible in our setting, however, we can also achieve a typically preferable bound of
(:) 2" (Cor. 2).

With suitable notions for multi-instance PKE available, we focus on how to turn a suitably multi-instance
secure KEM into a multi-instance secure PKE scheme using hybrid encryption. For key unrecoverability, in-
heritance is immediate, yet we would like to guarantee good multi-instance indistinguishability (the left-hand
branch of Fig. 1). We summarize our findings in Fig. 2.

Our first observation is that we can expand the length of the ephemeral key to any desired length us-
ing a pseudorandom extendable output function (XOF). The resulting extendable KEM, or XEM, inherits the
multi-instance security of the underlying KEM, provided the XOF is secure against multi-challenge adversaries
(Thm. 5). To ensure that the XOF does not become the weakest link, its seed will need to be long enough, which
in turn implies that the underlying KEM already needs to output a sufficiently long ephemeral key.

The XOF above of course plays the role of key derivation function, but it is more common that it is modelled
as part of any key expansion done by the DEM. Moving it into the KEM allows us to use an information-theoretic
DEM, read one-time pad (OTP), irrespective of the message length. The OTP’s properties enable a simplified proof
for the security of hybrid encryption (Thm. 6), where the PKE does indeed inherit the multi-instance security
of the XEM, with two important caveats. Firstly, the OTP is only passively secure, so the PKE only achieves
CPA not CCA security, and secondly, standard KEM indistinguishability only tightly provides real-or-random
indistinguishability for the PKE (see the top line of Fig. 2).

Switching to the TagKEM framework [2], or in our case TagXEM, takes care of the first shortcoming and
tightly achieves multi-instance ROR-CCA secure PKE, or IND-CCA non-tightly (Thm. 7). For the PKE to inherit
multi-instance IND-CCA security tightly, we introduce a novel KEM indistinguishability notion that more closely
matches PKE’s left-or-right idea, namely real-or-permuted (ROP). Finally, we can show tight multi-instance
inheritance for the most desirable PKE notion, based on a ROP-secure TagXEM (Thm. 8).

One small hiccough remains, as our KEM-to-XEM result unfortunately only works for classical KEM indis-
tinguishability, not for ROP indistinguishability, nor does it look feasible to convert a KEM or XEM to a TagKEM
or TagXEM, respectively, inheriting multi-instance security using standard reductions. Here, the random oracle,



hm. 'hm.
IND-CCA % IND-CCA % % ROR-CPAjp

AGK [4] +RO
* Thm. 7 *
MI-GapCDH* IND-CCAfxpy — o> ROR-CCAfgp
JV Lemma 4 T
% Thm. 9 % Thm. 8 *
OW-PCALem m} ROP-CCATxpm T> IND-CCApkg

Fig.2. An overview of our constructions achieving various flavours of multi-instance security. The left upwards arrow is
dotted, as AGK did not consider corruptions.

as used by AGK to prove their construction secure, comes to the rescue, although rather than looking at Hashed
ElGamal under the MI-GapCDH assumption, we consider more general KEMs that are multi-instance one-way
under plaintext checking attacks (unfortunately, also at this point we need to restrict to perfect correctness),
which we combine with Abe et al’s TagKEM construction from a KEM and a MAC (message authentication
code).

Recalling that the original random oracle [14] was in fact a XOF, we can bake the extendability into the ran-
dom oracle, including the key needed for an information-theoretic secure MAC. Moreover, the power of the ROM
allows proving the stronger ROP indistinguishability just as easily as classical KEM indistinguishability. All in
all, with Thm. 9 we achieve a suitably multi-instance secure TagXEM based on a KEM that can be instantiated
by Hashed ElGamal. In that case, the security relies on the MI-GapCDH* assumption, i.e. with corruptions.
As an added benefit of using the random oracle, the resulting multi-instance bounds no longer rely on suffi-
ciently long XOF inputs, thus for determining a suitable group size (when instantiating by Hashed ElGamal) the
MI-GapCDH* advantage is leading.

For low granularity, which corresponds to a setting where every user generates its own group as part of its
public key, AGK’s technique can easily be extended to include corruptions and in the generic group model we
arrive at the same bound for the hardness of MI-GapCDH*, so with corruptions, as AGK did without corrup-
tions. Unfortunately, for the more realistic high granularity setting, where users share the same (standardized)
group, AGK’s proof strategy does not easily allow incorporating corruptions. We provide details in App. C.

Thus, we can conclude that XOF-based Hashed ElGamal combined with a suitable information-theoretically
secure MAC and the one-time-pad, provides good multi-instance security in the programmable random oracle
model and generic group model, provided that users each select their own independent group. We briefly touch
upon a concrete interpretation in App. D, where we also informally address AGK’s scaling factor.

Related Work. Farshim and Tessaro [20] recently followed up BRT’s line of work on the multi-instance se-
curity of password hashing by combining it with the related preprocessing setting. AGK [4] motivated their
investigation into multi-instance security by the threat of mass surveillance. The latter had previously moti-
vated Bellare et al. [11] to consider subversion, namely the ease with which a “big brother” might subvert an
encryption algorithm by replacing it surreptitiously with a trapdoored one with otherwise identical behaviour.

The multi-instance setting is closely related to the multi-user setting, in which the adversary is tasked with
breaking only one rather than n out of s possible instances. Multi-user security was introduced by Bellare
et al. [7] in the public-key setting, with the goal of deriving concrete security parameters in a more realistic
setting. There have been many recent follow-up works, including how the hybrid paradigm generalizes to the
setting without corruptions [23], and later with corruptions [33], as well as the construction of tightly-secure
authenticated key exchange (AKE) from multi-user KEMs [29]. Various versions of the multi-user GapCDH
problem with corruptions were recently proposed and analysed in that context [30].

One definitional subtlety of multi-user security is the number of challenge bits: either a single one, as orig-
inally conceived, or many, as typical for the multi-instance setting. The various definitions do not appear to
imply each other tightly [26], which slightly hinders regarding the multi-user setting as a special case of the
multi-instance setting (due to potential tightness losses).



2 Preliminaries

2.1 Notation

For a positive integer n, we write [n] for the set {1,...,n}. We use code-based experiments, where < denotes
deterministic assignment and s denotes probabilistic assignment. By convention, all sets and lists are initialized
empty. For a set X, we use the shorthand X +~ 2 for the operation X + X U {z}. If X is a list, then X +— =
denotes appending the element x to X; to retrieve the ith element of the list, we write X[;] where by convention
X[¢] = 0 for out-of-bounds i.

We use Pr[Code : Event | Condition] to denote the conditional probability of Event occurring when
Code is executed, conditioned on Condition. We omit C'ode when it is clear from the context and Condition
when it is not needed. For Boolean values, we use {true, false} and {0, 1} interchangeably, where by convention
1 corresponds to true.

When proving relations between notions and security of constructions, we will often refer to simple fully
black box (SFBB) reductions. A reduction is fully black box iff it works for all schemes and adversaries, and
only accesses them in a black box manner [6,38] (we leave the black box dependence implicit in our notation).
Moreover, if the reduction only runs its adversary once and without rewinding, then the reduction is simple [34].

Finally, the respective games that the adversary and the reduction are playing often have matching (though
not identical) oracles; for instance, both may have access to a decryption oracle or a key corruption oracle. We
call a reduction type-preserving with respect to, say, a decryption oracle iff the reduction will make decryption
queries iff its black-box adversary makes decryption queries. Type-preservation, without explicit mention of any
oracles, is implicitly meant to imply for all meaningfully matching oracles (unless otherwise specified).

Type-preservation of reductions appears folklore and can easily be established by inspection. Intuitively, a
type-preserving reduction can be used to show simultaneously that CCA security of some kind implies CCA
security of another kind and that CPA security of the same kind implies CPA security of the other kind. In
Sect. 3.3 we will encounter several reductions that are only partially type-preserving.

2.2 PKE Syntax

A public-key encryption scheme PKE consists of four algorithms: the probabilistic key generation algorithm
PKE.Kg, which takes as input some system parameter pm (see also Remark 1) and outputs a public/private key
pair (pk, sk); the deterministic key validation algorithm PKE.Check, which takes as input the system parame-
ters pm as well as a purported public/private key pair (pk, sk) and returns true or false (see Remark 2 below),
the probabilistic encryption algorithm PKE.Enc, which on input a public key pk and a message m € M (see
Remark 3), outputs a ciphertext ¢; and the deterministic decryption algorithm PKE.Dec, which on input of a
secret key sk and a ciphertext ¢, outputs either a message m, or a special symbol L denoting failure.

Remark 1. The system parameters pm are implicitly input to PKE.Enc and PKE.Dec as well; for concreteness,
they can for instance be the description of an elliptic curve group with generator for an ECDLP-based system or
the dimensions and noise sampling algorithm for an LWE-based system. When one is interested in re-phrasing
our results in an asymptotic setting, the parameters pm will be generated by a probabilistic, polynomial-time
algorithm that only takes the security parameter as input.

Remark 2. For various modern cryptosystems, especially schemes targeting post-quantum security or tight multi-
user security, the relationship between public and private keys is not one-to-one. For instance, a single public
key can have various private keys [23] or a single private key can lead to various public keys [16]. Naively, one
could check whether a public key and private key belong together by simply verifying whether encrypting and
then decrypting a number of random messages always returns the original messages. With imperfect correct-
ness, such a canonical checking algorithm can produce both false positives and false negatives. Yet, it is usually
still possible to ckeck whether a private—public key pair matches more directly, which we model by the key
validation algorithm PKE.Check. We will define both correctness and key unrecoverability in terms of this key
validation algorithm.

Remark 3. The message space M may depend on the parameters pm, but for simplicity we assume it independent
of the public key pk. Often M consists of arbitrary length bitstrings, or at least all bitstrings up to some large
length (e.g. 24) and messages of the same length are deemed equivalent as they are expected to yield ciphertexts
of identical lengths. We will model these equivalences more abstractly by assuming that pm implicitly defines
a number m of equivalence classes, together with an efficient method [-] : M — [m] to determine the class
(e.g. length) of a message and an efficient algorithm to sample uniformly from a given equivalence class. We
write ~ for the equivalence, so for m € M, m ~ m/ iff [m] = [m/].



Correctness. Perfect correctness states that for all parameters pm, all key pairs (pk, sk) that can be output by
PKE.Kg(pm), and all messages m € M, we always have that PKE.Decg(PKE.Encpk(m)) = m. Yet modern
schemes, especially lattice-based ones, often allow a small decryption error, where occasionally decryption will
fail or it will return a wrong message.

Various relaxations of correctness have appeared in the literature in order to argue about such schemes as it
turns out that some classical results implicitly or subtly relied on perfect correctness. In order for our work to be
meaningful for a large range of both classical and modern schemes, we introduce a stronger version of imperfect
correctness based on the key validation algorithm.

Definition 1 ((, §)-Correctness). Let, 6 € [0, 1]. Then a public-key encryption scheme PKE is called (v, J)-
correct iff for all pm,

1. Pr[(pk,sk) <s PKE.Kg(pm) : PKE.Check(pm, pk,sk) = false] < ~;
2. for all (pk,sk) and allm € M, if PKE.Check(pm, pk, sk) = true then

Pr[PKE.Decg (PKE.Encp(m)) # m] <46 .

Perfect correctness corresponds to (0, 0)-correctness and any scheme is trivially both (1, 0)-correct and (0, 1)-
correct. For good schemes y and d can simultaneously be chosen small, where typically increasing +y allows for
decreasing J. As we will see, both v and § will appear in various bounds, thus allowing larger «y to enable smaller
0 (or vice versa) might give preferable bounds.

3 Multi-Instance Security of Public-Key Encryption

3.1 Two Flavours of Key Recovery

The minimal requirement for public-key encryption schemes is that, given a public key, it should be difficult to
recover the private key. Although key unrecoverability is a very weak notion theoretically, its study has two main
motivations: firstly, many multi-instance attacks target key recovery, and secondly, conceptually the notion is
relatively simple, allowing both an instructive introduction of formalizing multi-instance security and an initial
comparison between BRT’s perfect symmetric encryption and our imperfect public key encryption.

At first sight, the generalization to the multi-instance setting appears immediate: an adversary tries to recover
the respective private keys for a number of public keys. BRT introduced universal key unrecoverability (UKU)
as a suitable notion for multi-instance security of symmetric encryption. We provide an analogue for public-key
encryption, but there are some crucial changes in the game’s mechanics (see also Sect. 3.3).

Let0 < n < x be integer parameters, then the universal key unrecoverability experiment Expgﬂ?_uku'cca* (A)
for public-key encryption scheme PKE and adversary A is described in Fig. 3. It generates k key pairs and pro-
vides the public keys to A, who is then tasked with recovering exactly n of the corresponding private keys.

The adversary has access to both a decryption oracle D and a key corruption oracle /C, giving rise to chosen
ciphertexts attacks with corruptions (CCAX*; the * denotes corruptions). The decryption oracle D(3, c) takes as
input an index 7 and a ciphertext ¢, and returns the output of the decryption algorithm PKE.Dec on input sk;
and c. The corruption oracle K(¢) simply takes as input a key index ¢, and returns the corresponding private key
sk;. The game notes that the key pair with index ¢ has been corrupted by adding it to the global set K.

Eventually, A outputs a set of key indices I and a list (sk;)sc1 of guesses of the private keys corresponding
to those indices. In order for I to be eligible, it needs to have cardinality n without containing any corrupted key
pairs, that is, the sets of guessed keys I and corrupted keys K should be disjoint. If I is eligible and every guessed
private key matches the corresponding sampled one, the adversary wins the game. In that case, the game halts
with output 1; otherwise, it halts with output 0. The advantage is the probability that the game outputs 1.

Definition 2. Let PKE be a public-key encryption scheme. Then the universal key unrecoverability advantage of
an adversary A is

AdviE I () = Pr[Bepfiy e () = 1
where the experiment is defined in Fig. 3.

Weaker notions emerge by dropping either or both of the two oracles. Without key corruption, standard CCA
security results. Without decryption oracle, chosen plaintext security (CPA* resp. CPA) emerges. As usual, an
encryption oracle is superfluous in the PKE setting.

For cryptosystems where a single public key may have many matching private keys (such as Cramer-
Shoup [18]), universal key unrecoverability is rather weak. Hence, we consider a second, slightly stronger notion
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Fig. 4. Our main notion of multi-instance indistinguishability. In blue the slightly non-standard strengthening of the decryp-
tion oracle in case of imperfect correctness.

of key recovery, in which the recovered private keys are no longer required to be identical to those sampled in
the game. Instead, it suffices that each passes the keypair checking algorithm PKE.Check; here we leverage our
correctness definition (Def. 1). We call the resulting notion matching key unrecoverability (MKU), whose game is
included in Fig. 3. That MKU security indeed implies UKU security is captured by Thm. 1 below, where the error
term -y results from the unique correct keys as output by the key generation not always passing the PKE.Check
algorithm (see App. A.1 for the proof).

Theorem 1 (MKU — UKU). Let 0 < n < & be integer parameters and let PKE be a (v, 6)-correct encryption
scheme. Then, there is a type-preserving SFBB reduction By, such that for every adversary A yy,,

AR R (A ) < AV T (B) £ .

3.2 Left-or-Right XOR Indistinguishability

To capture a stronger notion of security than simply hardness of key recovery, BRT considered various gener-
alizations of indistinguishability to the multi-instance setting. For perfect probabilistic symmetric encryption,
they concluded that left-or-right xor-indistinguishability is the strongest notion. Here each key comes with its
own challenge bit that determines the left-or-right nature of the corresponding challenge encryption oracle; the
adversary is tasked to retrieve the xor of all the challenge bits. In Def. 3, we use our modified game mechanics
to adapt left-or-right xor-indistinguishability for potentially non-perfect public-key encryption.

Definition 3. Let PKE be a public-key encryption scheme. Then the xor-indistinguishability advantage of an
adversary A is

AV () = 2 PrBxpli ™ () < 1] - 1

where the experiment is defined in Fig. 4.

In the experiment Exp(;i&'é)_ind’cca* (A), the adversary gets access to x independently drawn public keys and

helper oracles D and K (as described in Sect. 3.1). Furthermore, A gets access to a challenge encryption oracle
& and a separate bit corruption oracle 3.



On input two equivalent messages mg and m; and a public key index 4, the challenge encryption oracle
returns PKE.Encpy, (1mp,) where b; is the challenge bit associated with the public key indexed by 4. As usual
for IND-CCA notions, challenge ciphertexts cannot be queried to the decryption oracle, which we catch on-
the-fly [9]. Owing to the imperfect decryption, we allow a slight relaxation: if a challenge ciphertext decrypts
incorrectly, we do not suppress the output and essentially allow the query. This relaxation strengthens the notion,
but as challenge ciphertexts are honestly generated, the advantage gained by an adversary can be bound by the
correctness parameters of the PKE using an identical-until-bad argument; however such a generic approach
might not give bounds appropriate for the multi-instance setting.

Eventually, the adversary returns a set T of targets and a guess b of the xor of the corresponding challenge
bits b;. If I is a set of n uncorrupted indices, then intuitively an adversary’s uncertainty about any of the n
challenge bits will be affected in the final guess b, so in that sense ?)neatly captures an adversary’s need to break
n instances in order to win. If T is not a set of n uncorrupted indices, it is considered ineligible, at which point the
game overwrites A’s guess b with a uniform guess. This mechanism is equivalent to the experiment returning
true or false with equal probability, thus ensuring an adversary gains zero advantage from such a bad I.

The Relationship with Key Recovery. BRT showed that in their perfect symmetric setting, multi-instance
indistinguishability implies multi-instance universal key unrecoverability. While that may sound like a triviality,
their proof [13, App. C] was not entirely straightforward and, to ensure that the advantages carried over neatly,
the distinguishing reduction receiving recovered keys needed to amplify its success probability by repeated
random challenge encryptions. Their bound ends up with an additive term that corresponds to the likelihood
that decrypting using an incorrect key results in the opposite message from the decrypted one.

Our imperfect public key setting is slightly different. On the one hand, the reduction can check the recovered
keys with the PKE.Check algorithm, yet on the other hand correct keys can still cause incorrect decryptions.
As a result, our amplification based on multiple challenge encryptions differs from BRT’s, as we move from
unanimity to a plurality vote. Furthermore, our reduction can use fixed messages (to match how correctness
is defined), which reduces a dependency (in the bound) on the size of the message space. We suspect that our
amplification can be tightened further by a combination of exploiting randomness and more fine-tuned voting,
coupled with more fine-grained bounding of probabilities.

As is, the complexity of the bound makes its behaviour somewhat opaque and for some parameter choices
vacuous (when ¢ < 0). The main idea is that Bj,q can increase g, the number of challenge encryptions per
user, to counteract the losses inferred by large n and/or large §, with a small penalty to its running time. For
§ = 27%, g = 1 already suffices for ¢ > 1/2 for n < 2% In case of perfect correctness for keys that check out,
corresponding to 6 = 0, the bound is completely tight.

Theorem 2 (IND — MKU). Let PKE be a (v, d)-correct encryption scheme with § < 1/2. Then there is a
type-preserving SFBB reduction Bi,q such that, for every A,xy,

Advi,nK';:) -ind-cca* (IBind) >ec- AdvglKJE)—mku—cca*(Amku) i

with ¢ = 2 (1—27(6(1 — 5))%)n — 1 where ¢ € Zs is an amplification parameter of the reduction; Binqg’s
overhead consists of ¢ - n calls to €, n offline key checks, and q - n offline decryptions.

Proof. Let Bi,q run adversary A, on the same x public keys as it received itself. Whenever A, makes a
decryption or corruption query, Bi,q simply forwards the queries to its own oracle, relaying the response back
to Aku. Eventually, Ay, terminates with output (I, (skki),-el) and Bj,q first confirms whether A, won,
by checking, for all the returned private keys, whether PKE.Check(pk;, sk;) holds. If any check fails, By, q halts
with output (), 0), prompting the eligibility check of Expg;g;:)_i"d'cca* (A) to fail.

Let mg and m; be two distinct yet equivalent messages. Then for all i € I, Bj,q creates a guess b by
querying its challenge encryption oracle ¢ times on those two messages, so g queries £(i, mg, m1) resulting in
¢;j, for j € [g]. It then decrypts those ciphertexts using the private key sAki it obtained from A, resulting in
purported messages m;; < PKE.Dec;kl (ciz). If, for a fixed i, there are strictly more than ¢/2 appearances of
mo amongst the my;, it sets 131 to 0; if there are strictly more than ¢/2 appearances of m1, then it sets IA)Z to 1. If
neither message appears more than ¢/2 times, Bi,q halts with output (), 0). Once Bj,q has created a guess 81
for all i € I, it terminates on output (I, P, b).

For i € I, let Check; be the event that A, outputs a key sAki that passes the test and let Good; be the event
that Bipq’s guess l;i actually equals b;. Let Check; be the event that all Check; hold (for ¢ € I)and define Good
analogously.



As Bj,q’s simulation of Exp(PT;("E) “mku-coar ;o perfect, we know that

Ady(mm)mmku-cear (p Y — Pr[Checky],
moreover,
Pr [Exp;"lg‘i“d'“a*(IBM) - 1] > Pr[Check; A Goods] + Pr[~Checky A b = 0]
= Pr[Good; | Checks | Pr[Check;] + % (1 — Pr[Check¢])
which implies that
Adv{mmind-ecar( 1) > (2 Pr[Goody | Checky ] — 1) Ady(m)mkuceax (p oy

To bound Pr[Good; | Check; ] we exploit the correctness definition, specifically that its quantification (Def. 1)
ensures that whenever Check; holds, we have that Pr [PKE.DecS*k (PKE.Encyy, (m)) = m} > 1—4, irrespective

of m and where the probability is only over the randomness of PKE.Enc.
If, for a given 4, decryption is correct strictly more than ¢/2 times, then we are guaranteed that Good; occurs.
If we let B (q., p) be the binomial distribution over q trials and with probability p, then

Pr[Good; | Check;] > Pr [B(q, (1-9) > %]

and, as this bound only relies on the randomness of the challenge encryption oracle, guaranteed independent
for differing ¢, we may conclude that

Pr[Good; | Checkr] > (Pr [B(q, (1-19)) > %])n .

Finally, we note that
Pr{B(q, 1-0) > g] >1-29(5(1—4))?

by a standard application of known bounds on binomial tails, requiring § < 1/2 (see details below). Plugging in
all the various bounds recovers the theorem statement.

For the binomial tail bound, we use the Chernoff-Hoeffding bound [27], which states that, for a binomial
distribution B (q, p) over q trials and with probability p, and any k satisfying p < % < 1 the tail bound

Pr(B(q,p) > K] < exp [*qD GH pﬂ

holds, where D(a||b) is the Kullback-Leibler divergence defined as D(a/[b) = aIn (%) + (1 — a) In (%‘;)
We further use the trick that Pr [B (q7 (1- 6)) > 3] =1-Pr [B (q7 6) < %} so the relevant Kullback-

2
Leibler divergence becomes
1 1
p(3]9) =2 ( 2

— 11 i + 11 1

2™\ 25) T2 2y

=In b :

- 45(1—9)

Pr[B(q,u -%) > g] >1—exp [qu< H 5)}
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=1-27(6(1—4))
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which allows us to compute the bound
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<k,k)-ind-ccax
e (A)

Experiment Exppip (zn,n‘)*ind-cca*(A)

Experiment Exppiy

4: if |I| # Kk thenb + 0 4: if|I| <nVIN(KUB)#0thenb« 0

Fig.5. The main differences between our mechanism for multi-instance indistinguishability (Fig. 4) and prior art revolve
(<r,k)-ind-ccax (>n;r)-ind-cca

around line 4: BRT’s experiment Expp (A) (left) and AGK’s experiment Exppi (A) (right). The dif-
ferences are highlighted in blue.

Corollary 1 (IND — UKU). Let PKE be a (v, 0)-correct encryption scheme with § < 1/2. Then there is a
type-preserving SFBB reduction Bi,q such that, for every A .,

AV 5 (Braa) 2 e AR (Aa) —

with ¢, q, and Bi,q’s overhead as above (Thm. 2).

3.3 Alternative Mechanisms

As we mentioned before, our mechanism to capture multi-instance security differs slightly from those used by
BRT and AGK, respectively, even when accounting for changes in primitive and correctness. At first sight, the
differences might appear mostly cosmetic, though there are some subtleties involved.

The BRT Notion: Requiring n = K, Possibly Corrupted, Targets. BRT require an adversary to return
the xor of all bits, but allow those bits or corresponding users to be corrupted. Fig. 5 reflects the small change
needed in the code of our security experiment to match BRT’s mechanism (ignoring a minor, inconsequential
difference, as BRT have a single, merged corruption oracle that returns both key and bit). As motivation for
including corruptions, BRT discuss the scenario that, say, half of the keys generated are hopelessly insecure:
an adversary breaks the insecure half and corrupts the rest, thus being successful. Moreover, they mention that
their choice implies security under a corruptionless notion with dynamically chosen I.

Although the implication is of course true, and something can be said to target the strongest possible notion,
corruptions have a habit of creating complications for reductions and provable security in general. Yet, we believe
the inclusion of corruptions, or not, should reflect the threat model of the adversary and that choice should be
orthogonal to the number of users being targeted. BRT, instead of having an explicit hardness parameter n,
restrict an adversary to make at most g. corruption queries to avoid trivial wins when ¢. = . Yet, whether the
resulting, intuitive hardness will or should then match n = k — ¢, is unclear.

We address the equivalence between BRT’s mechanism and our general mechanism (with corruptions) in
Lemmas 1 and 2. Both lemmas have in common that the respective reductions may make up to x—n additional bit
corruptions. In other words, the reductions are not type-preserving, making the equivalence somewhat sloppy.
As an aside, using techniques similar to those to prove Thm. 2, the key corruption oracle could be used (at a loss)
to simulate the bit corruption oracle instead.

Lemma 1 (main notion = BRT). Letn < k and q. < k — n. Then there is an SFBB reduction B such that,
for every adversary A making at most q. corruption oracle calls,

Adv;%\y%n)—ind—cca* (,/A) < Advg;{,ré)—iud—cca* (]B) ;
where B makes at most k — n additional bit corruption oracle calls.

Proof. As both games provide the same interface to A, B can simply simulate the game for A by forwarding
every oracle call, where IB stores the input and output for later use. Upon halting, A returns a guess b for the
value of ®je[bi.

As A makes at most kK — n corruption queries, there are at least n uncorrupted keys left for B, who may
select an arbitrary uncorrupted subset I of cardinality n. Subsequently IB bit-corrupts all remaining instances,
possibly forgoing those that A already bit-corrupted. Eventually, B sets by < b & @D, g bi, where B is the set

of corrupted bits B = [«]\I, and halts with output (I, bg).
As the oracles behave exactly the same, the simulation is perfect and, by inspection, B wins iff A wins. [

1€B

Lemma 2 (BRT = main notion). Letn < k. Then there is an SFBB reduction B such that, for every adversary
lA’ . .
Advg;\;:) -ind-ccax (A) < Adv;%gz,n)—md—cca* (]B) .

where B makes at most k — n additional bit corruption oracle calls.
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Proof. As both games provide the same interface to the adversary, B can simply simulate the game for A by
forwarding every oracle call, where IB stores the input and output for later use. Upon halting, A returns a list T
and a guess ba for the value of ®;erb;. Let B = [k]\I, then B bit-corrupts all of B, so it can set by < ba OP, s bi
and halt with output bg. As the oracles behave exactly the same, the simulation is perfect and, by inspection, B
wins iff A wins. |

The AGK Notion: Allowing More than n Targets without Corruptions. When AGK studied KEMs in the
multi-instance setting, they used a xor notion with the n as the minimum number of targets to attack (out of
Kk possible) as an explicit parameter; moreover, an adversary would not have access to any corruption oracles.
Fig. 5 reflects the small change needed in the code of our security experiment to match AGK’s mechanism with
corruptions added (where we fixed a minor bug in their code: rather than resampling b, their experiment would
immediately return 0 instead, inadvertently granting an adversary that deliberately returns a compromised han-
dle the significant advantage of —1).

Absent corruptions, AGK indicated that for some pathological schemes, breaking more targets might para-
doxically be easier than breaking fewer [3, App. C]. In those cases, the freedom to return a set I of cardinality
greater than n would make life easier for an adversary, leading to a stronger notion.

In the presence of corruptions, requiring the adversary to target exactly n users as we do is without loss of
generality. As an example, if an adversary can figure out the xor of n+ 1 honest bits, it can bit-corrupt any single
one of these n + 1, and xor the resulting bit out of the initial guess to obtain a final one on n bits instead. We
formalize this intuition below.

Lemma 3 (main notion => AGK*). There is an SFBB adversary B such that, for every A,

AdV;%’ER)-i"d—CCﬂ*(A) < Advgig‘];)-ind_cca*(B) ]

If A returns a list of n’ targets, B makes n’ — n additional calls to its bit corruption oracle.

3.4 Real-or-Random XOR Indistinguishability

An alternative notion of indistinguishability, known as real-or-random indistinguishability (ROR), sees the ad-
versary tasked with figuring out whether a challenge ciphertext contains the adversarially chosen message m or
an unknown, randomly chosen message. The game Expg&)_mr'cca* is exactly as in Fig. 4, apart from the chal-
lenge encryption oracle Eror (¢, m), which sets mg <— m and my < [m] to then call (left-or-right) £ (¢, mg, m1).

By construction, left-or-right indistinguishability easily implies real-or-random indistinguishability. That
statement is as true in the multi-instance setting as it is in the classical single-user setting. Conversely, in the
single-user setting, it has long been established that the reduction from ROR to IND loses a factor 2 [8]. However,
BRT showed that in the multi-instance setting, the factor 2 blows up exponentially to, in their case, 2*. Yet,
BRT argue that this exponential loss is not as bad as it might seem, given that the multi-instance advantages
are supposed to be exponentially smaller than their single-user counterparts. Thus, reductions incurring losses
exponential in k or n can still be valuable.

To adapt BRT’s reduction to our setting, we require n = &, implying that A cannot access its corruption
oracles. Otherwise, corruptions would make the reduction noticeable once at least one b; is set to 1, potentially
influencing an adversary’s behaviour in unpredictable ways.

Theorem 3. There is an SFBB reduction B such that, for every adversary A,
AV () < 2% A ™ B),
where B additionally draws k bits uniformly at random.

Proof. First, B uniformly draws # independent bits d;. Let d = ©;¢[+)d; denote their xor. Then, whenever A
calls (¢, mo, m1), B calls Eror (¢, ma, ). Calls to D are simply forwarded. Once A halts with output d, B will
guess “real” iff A guessed d correctly, that is, B sets b = d & d and halts with the output b.

Ifb; = 0 for all ¢ € [k], then the simulation is perfect, and B wins whenever A wins. If, on the other hand,
b; = 1 for some 4, then the corresponding d; is information-theoretically hidden from A and consequently, d
itself will be perfectly hidden. Hence, d = d will occur with probability 1/2, irrespective of A’s behaviour. Using
these observations, we obtain:

Pr[Expg‘Rz;)‘m‘“““(ﬂz) - 1] = Pr[Viepqbi = 0] - Pr [UZ —d ‘\new by — 0]
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+Prfd = d | Zicpbs = 1] - (1 = Pr[¥iciubs = 0])

1 ,)-ind-cc 1 1
=% Pr [Exp(&(g “HA) = l] + 3 (1 - 27)

1 K,k)=ind-cca
== (Pr [Expgkg (A) = 1} - 5) +3

— Adv{fmereen gy — 2% (2 : PI-[Expg;g‘i“d'“a(A) = 1] - 1)

1 o 1) -ind-
_ QTAdVg}{’E) ind cca(A) )

O

Furthermore, a reduction playing an (n,n) game can exploit an adversary playing a (n, <) game by guessing
in advance the set I of targets that the adversary will return. A correct, eligible guess allows the reduction to
simulate the remaining keys without being noticed.

Theorem 4. There is an SFBB reduction B such that, for every adversary A,
AR () < (1) A ).

B’s overhead consists of generating k — n fresh keypairs, sampling k — n bits, and choosing a subset of [k] of
cardinality n uniformly at random.

Composing Thm. 3 and 4, we obtain the following bound.

Corollary 2 (ROR == IND). There is an SFBB reduction B such that, for any adversary B,

Adv})’;’g-ind—cca*(A) S <K‘3> .on . Advﬁyk?_mmca(B) )
n

B'’s overhead consists of generating  —n fresh keypairs, sampling r bits, and choosing a subset of [s] of cardinality
n uniformly at random.

An alternative bound losing a factor 2" is possible by combining Thm. 3 with Lemma 2, however a simple analysis
shows that whenever n < #/5 the corollary above is preferable.

At first glance, an exponential-looking loss of 2% might seem severe, potentially rendering the resulting
bound vacuous. Yet, as BRT already highlighted, the multi-instance advantages themselves might vanish ex-
ponentially in n, making the bounds relevant for the notions being compared. Nonetheless, tigher bounds still
matter; unfortunately achieving even tighter bounds in the general case seems challenging [5,12].

4 Inheriting Multi-Instance Security

4.1 TagKEM: Definition and Notion of Security

Our goal is to turn the AGK multi-instance secure KEM into a PKE. Yet, for the construction of hybrid encryption,
the more general TagKEMs, where encapsulation is split into two algorithms (TKEM.Key and TKEM.Enc) have
proven more powerful [2]: intuitively speaking, splitting the algorithm allows the tag and consequently the key
encapsulation to depend on the data encapsulation, making CCA security of the hybrid construction easier to
achieve (cf. the Kurosawa-Desmedt scheme [31]). In Def. 4 we introduce a further generalization, called TagXEM,
by allowing extendable output lengths for the ephemeral keys produced by the TagXEM.

Definition 4 (TagXEM). A TagXEM is a tuple of algorithms (TXEM.Kg, TXEM.Key, TXEM.Enc, TXEM.Dec,
TXEM.Check), where long-term key generation TXEM.Kg on input pm outputs a random keypair (pk, sk); ephemeral
key generation TXEM.Key on input pk and { € Z., outputs a random ephemeral key K € {0,1}* and an inter-
nal state o, subsequently encapsulation TXEM.Enc on input a state o and a tag T € T, deterministically outputs
an encapsulation c, or a special symbol L denoting failure. The deterministic decapsulation algorithm TXEM.Dec
takes input a private key sk, an encapsulation c, a tag T, and a length {, and outputs either a key K € {0,1}* or
L to denote failure. Finally, the deterministic TXEM.Check takes as input the system parameters pm as well as a
purported public/private key pair (pk, sk) and returns true or false.
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Experiment Exp{y )" """ (A) Oracle C(i, )

(pky,skq), ..., (pk,,sk,) +$ TXEM.Kg (Ko,0) +s TXEM.Key,, (¢)
bi,...,be «${0,1} E; < (0, Ko)

(1,b) s AP (pky, ... pk,) K1 ¢ {0,1}"

if [I| #nVIN(KUB) # 0 then b s {0,1} return Kj,

return ®;c1 b; = b
Oracle £(4, j, T)

Oracle D(i, (¢, T) , £) if E;[j] = 0 then return ¢
K « TXEM.Decy (¢, 7, £) (0, K) < Ei[5], Ei[j] « 0
if Pi(c,7) £ 0 ¢ < TXEM.Enc(o, T)

K' « Pi(c,7),0 + min{¢, |K'|} Pi(c,7) + K
else Ci = e, 7)

K el «0 return c
if (c,7) €C AK[(] = K'[¢]

return ¢ Oracle K(i)  Oracle B(7)
return K O B«

returnsk, returnb;

Fig. 6. Multi-instance indistinguishability notion for TXEM. In blue the same strengthening as in Fig. 4 in the case of
imperfect correctness, with a slightly more complex admin to accomodate tags and length extension. We take K [¢] to mean
the first £ bits of K and ¢ as the empty string.

If we restrict to a single value ¢, the usual notion of TagKEMs appears; moreover if we restrict to a single value of
7, the TXEM.Key and TXEM.Enc algorithms can be merged into a single key encapsulation mechanism, leading
to normal KEMs (or XEMs if the variable output length is still incorporated). Consequently, the correctness and
security definitions for the more general TagXEMs, as discussed throughout this section, imply corresponding
definitions for KEM, XEM, and TagKEM.

For correctness, we allow the effective tag space 7 to depend on the length ¢ of the ephemeral key. Similarly
to Def. 1, we define (+y, §)-correctness for TagKXEM. To ensure correctness for all 7, including those that depend
on K, 7’s quantifier sits inside the probability statement.

Definition 5 ((y, §)-Correctness TagXEM). Let v, € [0, 1]. Then a tag extendable-output key encapsulation
mechanism TXEM is called (v, §)-correct iff

1. Pr[(pk,sk) < TXEM.Kg(pm) : TXEM.Check(pm, pk, sk) = false] < ~v;
2. if TXEM.Check(pm, pk, sk) = true then for all { € Z~ it holds that

¢ < TXEM.Enc(o, 7)

TXEM .Decy (e 7 £) # K | =

Pr|(K, o) +s TXEM.Key, (¢) : 37 € T¢ s.th.

For security, Abe et al’s notion of TagKEM indistinguishability [2] transfers easily to the multi-instance setting.
The relevant game is given in Fig. 6, where we also made the necessary changes to deal with the variable output
length of TagXEMs, plus the strengthening of D in the case of imperfect correctness (cf. Sect. 3.2).

Definition 6. Let TXEM be a TagXEM. Then the xor-indistinguishability advantage of an adversary A is
AV () = 2. Pr [Brpliyi™ " () = 1] ~ 1,

where the experiment is defined in Fig. 6.

If we fix £ and set 7T, to a single element, the notion captures multi-instance security for standard KEMs, which

is near equivalent (see Sect. 3.3) the notion that AGK used. In other words, provided MI-gapCDH is hard, their

construction achieves (n, k)-IND-CCA security in the random oracle model, but only for fixed ¢ and trivial
Te [4, Thm. 2].
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TXEM.Key, (£) TXEM.Enc(c”, 7) TXEM.Dec(c, 7, £)
(K*™ o) +s TKEM Key,, (0,0 < o’ ifrgT:
K*™  F(K*™ () ifrgTe: return Lrac
o' (0,0) return L K*™ + TKEM.Dec(c, )
return (K™ o) ¢+ TKEM.Enc(o,7) 45 fckem —_ | .

return c

return | gpm

K™ F(ER™, p)
return K*"

Fig.7. A TagXEM TXEM from a TagKEM TKEM with keyspace {0, 1}* and a XOF with seed space X = {0, 1}*. The
key generation algorithm TXEM.Kg is unchanged from TKEM.Kg.

Oracle C(3, £) (game Go) Oracle C(4, £) (game G1)

(K5™, 0) <5 TKEMKey,,, (K3, 0) 5 TKEM.Key,,

E; 0 E; 0

K&E™  F(Kg™, 1) K&™  F(Kg™, )

K s 0,1} K™+ {0,1}*

return K" K™ F(KY™ 1)
return K3,

Fig. 8. Encryption oracle for the proof of Thm. 5. In blue the code added to G compared to Go.

4.2 Extending the Output of a TagKEM

First, we show how combining a TagKEM with a fixed output length and a suitable pseudorandom extendable
output function (XOF), yields a TagXEM that inherits the MI security of the underlying KEM. Recall that a XOF,
for instance SHAKE128 and SHAKE256 as standardized by NIST [35], is a function F': X’ X Zs¢ — {0, 1}* for
some finite domain X that on input a seed s € A" and a desired output length ¢, outputs a value y € {0, 1}*.
Moreover, if £ < ¢, then F(s, () is a prefix of F(s, ') for all s. This prefix preservation is not a requirement
of our constructions; rather we model the property to ensure SHAKE128 and SHAKE256 are suitable real-world
instantiations.

As security notion for a XOF F' we use its multi-challenge pseudorandomness, which is a standard distin-
guishing advantage AdvES™(A): an adversary needs to distinguish between either a real oracle that, on input
a desired length ¢, samples a seed s < X uniformly at random and returns F'(s, £), or an ideal oracle that, on
input said ¢, simply returns a uniformly sampled string of length ¢.

The construction of the TagXEM is given in Fig. 7 and the security claim follows in Thm. 5 . If the PsSRND
advantage of F' is sufficiently small, then TXEM inherits the multi-instance security of TKEM; moreover, as
the result holds for arbitrary 7" and 7y, it holds for the trivial spaces, yielding a slightly simpler XEM from KEM
result.

Theorem 5. Let TKEM be a (v, §)-correct TagKEM sampling keys from {0,1}* and with tagspace T, let F' :
{0,1}¥ x Zso — {0,1}* be a XOF, and let TXEM be a TagXEM as given in Fig. 7 for arbitrary T, C T. Then
TXEM is (v, 6)-correct, and there are SFBB reductions B and C such that, for every adversary A,

Adv{eind-ecar gy < pdy{rmind-cear gy | o AdyPsmd ()

If A calls C q. times and D qq times, then B’s overhead consists of at most q. + qq evaluations of F', while C’s
overhead consists of doing k executions of TKEM.Kg, at most q. executions of TKEM.Key and TKEM.Enc, and at
most qq executions of TKEM.Dec.

Proof. Let A be an adversary for Exp({l)&']z-)l\_li R4 \we will use Gy (A) as shorthand for that experiment, where

in Fig. 8 we have expanded the challenge oracle C based on the actual construction of TXEM.Key. When called
on a desired key length ¢ and a tag 7, C returns Kj;™ such that either K7™ is computed as F(KEem ¢), or it is
uniformly drawn from the keyspace {0, 1}*.
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Next, let G; be as G, except that K™ is computed as F/(Kf™, ¢), for some key K¥*™ uniformly sampled
from the underlying TagKEMs keyspace {0, 1}*. Thus the challenge now takes the form F(K}™, ().
We claim that there is a reduction B such that
,k)-ind-
Adv{Lind-ccar () — 9 priGy (A) = 1] — 1.

To see this, let B answer A’s challenge queries by quering its own oracle and, upon receiving K**™, compute
and forward K**™ = F(K*™ (). Similarly, whenever A queries the decryption oracle on (c, £), B queries its
own decryption oracle on ¢, receives K**™ (resp. |/#) and forwards the reply F(K**™ ) (resp. 1/#) to A. The
public keys and calls to the other oracles are simply forwarded, and, when A outputs (I, B), B halts with the
same output.

The simulation of G; is perfect, and B wins iff A wins. Therefore,

n,k)-ind-ccax
Pr[Exp{iihi™ " (B) = 1] = Pr(Ga(8) = 1],

implying the statement.
We next claim that there is a reduction C such that

AdVEE(@) = Pr[Go(A) = 1] — Pr[Gy(A) = 1].

C simulates the game for A by generating key pairs and challenge bits as needed, forwarding the public keys
to A, and whenever A queries for the encapsulation, decapsulation and corruption oracle, using the TXEM
algorithms to give faithful simulations. When A queries C(4,£), however, C first runs TKEM.Encp, to get a
K¥em ¢ {0,1}* and a state 0. It then sets K3 to F(KK™, (), before it queries its own challenge oracle on
length ¢, and gives the result to Kj*™. After adding (o, £) into E;, as required for the simulation, it returns K™
to A. Note that if in the PSRND game b is set to 0, then K{*™ = F(K, (), meaning this is a faithful simulation
of Gy. If b = 1, K3 is drawn uniformly from {0, 1}¢, making it a faithful simulation of Gy.

Once A halts with output (I,5), € checks whether T is eligible, i.e. of the correct cardinality and not con-
taining any corrupted indices. If yes, C outputs 1 if @®;c1b; = b and 0 otherwise. If T is ineligible, it outputs the
guess 0. Assuming A’s output is eligible, C gets the following advantage.

Pr [Exp‘lfmd(@) = 1] = Pr[A wins A b = 1] + Pr[A loses A b = 0]
= Pr[b = 1]Pr[Go(A) = 1] + Pr[b = 0] Pr[G1(A) = 0]
— 5 PrlGa(A) = 1 + 5 (1~ Pr{Ga(A) = 1)

= & (Pr{Co(A) = 1] ~ Pr{Cy(A) = 1] 1),

from which we obtain

Adv%grnd(@) =92.Pr EXp%?rnd((D) =1| —

—9. % (Pr[Go(A) = 1] — Pr[Gy(A) = 1] + 1) — 1
=Pr[Go(A) =1] — Pr[G1(A) =1].
If A’s output was ineligible, C gets advantage
2Pr[b=0] —1=0=Pr[Go(A) =1 |I ineligible] — Pr[G;(A) = 1 | I ineligible],
so the relation holds also in this case. The advantage of A can be bounded as:
Adv{eindecat gy — 9 Pr(Go(A) = 1]—1
= 2(Pr[Go(A) = 1+ Pr[Gy(A) = 1] Pr[Gy(A) = 1]) -1
=2 (Pr[Go(A) = 1]— Pr[G,(A) = 1]) +2Pr[G(A) = 1]-1
<2 AV (E) + AR (B),

yielding the statement.

As for correctness, TXEM.Kg = TKEM.Kg, so yrxem = yrkewm. If a decryption error happens in TKEM, it
translates to F' being called with the wrong seed, leading to a decryption error in TXEM except in the case of an
output collision. Thus, drxem < drkewm, allowing us to conclude that TXEM is (yrkewm, dTkem )-correct. [
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PKE.Encpk(m) PKE.D&CSK(<617 CQ>)
(K,c1) +$ XEM.Encpi(|m|) K < XEM.Decs(c1, |c2|)
co+— Kdm if K =1 thenreturn L
return (c1, c2) m<+ K ®c
return m
PKE"Encpk(m) PKE'.Decsk((cl, (32>)
(K,0) < TXEM.Key,,(Im|) K + TXEM.Decy(c1, ez, |e2)
o+ Kodm if K =1 thenreturn L
¢1 < TXEM.Enc(o, ¢2) m+— K ®ca
return (c1, cz) return m

Fig. 9. Two hybrid encryption schemes: PKE (top row) is a conventional hybrid scheme combining a XEM with the OTP
to yield a CPA-secure PKE, while PKE' (bottom row) combines a TagXEM with the OTP to yield a CCA-secure PKE. The
key generation and checking algorithms are equivalent to their XEM resp. TXEM counterparts.

One concern is whether the PsSRND advantage of F will be sufficiently small. Suppose k is the output length of
the underlying TagKEM. A generic attacker would always be able to fix £ > k and evaluate F’ for, say, N seeds
offline in the hope of colliding with any of the challenge evaluations. The PsRND distinguishing advantage of
such an adversary is of order (q. + g4) N/2¥, indicating that the underlying TagKEM already needs to provide
keys long enough for Thm. 5 to yield meaningful multi-instance security.

4.3 A PKE Inheriting (Tag)XEM Security

As a multi-instance secure XEM provides us with ephemeral keys of any desired length, we can combine it
with an information-theoretic DEM in order to achieve PKE. Here we opt for the one-time-pad (OTP), as it is
the simplest and best-known primitive providing perfect secrecy. The beauty of the OTP is that whether you
switch out the ephemeral key for a uniform random one, or the message for a uniform random one, the resulting
ciphertext distribution is the same. It allows the PKE to tightly inherit the MI-security of the XEM, albeit yielding
only real-or-random security under chosen-plaintext attacks. The construction is provided in full in Fig. 9 (top
row); the security claim is captured in Thm. 6.

Theorem 6 (ROR-CPA PKE). Let XEM be a (v, §)-correct XEM, and let PKE be a hybrid encryption scheme
as given in Fig. 9. Then PKE is (v, 0)-correct, and there is a type-preserving SFBB reduction B such that for every
adversary A,
AV ™ () < AV ().

Proof. B, playing Expg(néfl)_lnd’Cpa* is able to perfectly simulate Exp(},';;';:)_mmpa* for A as follows. If A calls its
challenge encryption oracle, B first acquires an ephemeral OTP key of the correct length from its challenge
encryption oracle, and an encapsulation ¢;. It next uses K to encrypt the given message, producing the mes-
sage encapsulation ¢, and returns (cy, ca). Corruption oracle calls are simply forwarded. Eventually, when A

terminates on an output (I, 13), B terminates on that very same output.
(n,k)-ror-cpax

We claim that B provides a perfect simulation of the Exppyy game, where the implicit challenge
bits in Exp;’k}?-mr{pm exactly match the unknown ones in Exp%;{'ﬁﬂnd_wv, After all,

{K@m\nl(—ﬂi{@,l}[}:{KEBWL\K(*S&{OJ}[},

so a random ephemeral key in B’s game neatly corresponds to a random message in A’s game. As A’s view
after corrupting remains consistent with Expfﬁ;?_mmmi the simulation is perfect and B wins iff A wins.
Given the perfect correctness of the OTP, it is easy to see that the correctness parameters transfer directly
from XEM to PKE: PKE.Kg = XEM.Kg, so 7pkr = 7yxEwm; meanwhile, an incorrect decryption in the XEM
translates to an incorrect K being xored with ¢ (assuming K # 1), leading to incorrect m; otherwise, decryp-

tion always succeeds. Therefore, dpkr = IxEM- O

One might hope that adding information-theoretic MACs to the DEM would result in the inheritance of CCA
security, but that is easier said than shown. For instance, the usual proof technique of a game hop where all
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If A calls oracle £(¢,m)  If A calls oracle D(i, (c1, c2))

¢+ q+1 K <+ Dg(i, (c1,c2), |c2])
K + Cr(i,|m|) if K = # then return /
o+ Kom if K =1 thenreturn L
c1 < En(4,qi,c2) m+— K@ e

return (ci,c2) returnm

(n,k)-ind-ccax (n,k)-ror-ccax

Fig. 10. The reduction IB, playing Exprypi, , while giving a perfect simulation of Exppyn for A. Not shown
are the counters ¢; being initialized to 0, and the corruption oracles being forwarded directly. At the end of the game, IB halts
with the same output as A.

decryption queries are disallowed does not work: after breaking only a single KEM private key, the reduction
will be found out as not being faithful. Sadly, a single-instance break (of the reduction) suffices to show that that
reduction cannot demonstrate multi-instance security.

Luckily, TagKEMs allow for a modified hybrid scheme for which the DEM no longer needs to satisfy CCA
security for the resulting PKE to be guaranteed CCA-secure: in the single-instance setting, if the TagKEM is
CCA-secure, then so is the PKE [2]. We upgrade the construction to use TagXEMs and the OTP in Fig. 9 (bottom
row) and show its multi-instance inheritance in Thm. 7.

Theorem 7 (ROR-CCA PKE). Let TXEM be a (v, §)-correct TagXEM, and let PKE' be a hybrid encryption
scheme as given in Fig. 9. Then PKE' is (7, 8)-correct, and there is a type-preserving SFBB reduction B such that
for every adversary A,
n,K)-Tor-cca: n,k)-ind-cca
Adv(r) *(A) < Advlyp)ind-cear ()

(n,k)-ind-ccax (n,k)-ror-ccakx

Proof. This time the reduction BB, playing Expyy i , is able to perfectly simulate Expp for A,
including decryption queries. The way 1B handles A’s challenge encryption and decryption queries is specified in
Fig. 10. Encryption queries are handled essentially as before, just taking into account the slightly different syntax
of TagXEMs. Calls to the decryption oracle are forwarded, yielding an ephemeral key that is used to produce
the message from co. Note that, since the message encapsulation is used as a tag when producing the challenge
encryption, B’s decryption oracle will return £ iff {1, c2) was previously issued as a challenge. (Essentially, B
can rely on its own experiment to keep track of admin relevant for the experiment it simulates for A.)

Corruption oracle calls are simply forwarded. Eventually, when A terminates on an output (I, ?)), B termi-
nates on that very same output.

From here on out, the proof tracks that of Thm. 6, where this time we claim that B provides a perfect
(n,k)-ror-ccax (n,r)-ror-ccax

simulation of the Expp game, where the implicit challenge bits in Expp ;1 exactly match the
unknown ones in Exp'%™%“* Furthermore, by inspection, both the corruption oracle and crucially the

decryption oracle are impeccable. As the simulation is perfect, B wins iff A wins.

As with PKE, the correctness parameters of PKE' transfer directly from TXEM: PKE.Kg = XEM.Kg, so
YpKE = YxEM- A decryption error in TXEM again translates to the wrong OTP key being xored with ¢y, or an
unexpected L. Def. 5 guarantees that with probability at least dpxpy there are no tags 7 such that decrypting
fails. Given that the decryption algorithm of PKE' does not allow tampering of the tags without also affecting
c2, PKE' could in fact well end up allowing for much smaller values of § than that of TXEM. Nevertheless we
conclude that dpkr < drxeMm, and that PKE' is (’\!/TXEI\L JTXEM)-correct. |

While encouraging, the claim that the constructed PKE inherits the multi-instance security of the TagXEM is
dampened by the exponential separation between the ROR security notion and IND, as argued in Sect. 3.4.
Indeed, extrapolating to the latter notion by combining Thm. 7 with Cor. 2, we have only achieved the following
bound.

Corollary 3. Let TXEM be a (v, §)-correct TagXEM, and let PKE' be a hybrid encryption scheme as given in
Fig. 9. Then PKE' is (v, §)-correct, and there is a type-preserving SFBB reduction B such that for every adversary
A,

Adv{r)indeear (py < (Z) S Advlmnd-eca gy

where B’s overhead is dominated by generating k — n fresh keypairs, sampling  bits, and choosing a subset of k]
of cardinality n uniformly at random.
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Oracle Crop (4, ¢, IT)

(Ko,0) +5 TXEM.Key,,, (¢)
Ei+—o

K, + II(Ko)

return K,

(n,k)-rop-ccax

Fig. 11. Fig. 6 is upgraded to Expyypy; by letting Crop replace C.

4.4 Real-Or-Permuted: A Strengthened Notion for KEM Security

If we want to achieve an IND-CCA PKE more tightly, we seem to need a different notion of security for our
TagXEMs. What could such a notion look like?

Our solution is a novel, stronger KEM notion, which we will refer to as “real-or-permuted”, or ROP for short.
Fig. 11 provides the crucial new challenge oracle. The adversary has to guess whether a tentative K is the one
encapsulated under ¢, or whether an adaptively chosen permutation has been applied to it. As permutations
preserve the distribution of the sampling space, there are no choices of I7 that make the game generically and
trivially winnable.

Technically, we need to specify how the adversary provides /1 such that it is guaranteed, or can be checked,
to be a permutation. Hence, formally we define ROP with respect to a class of permutations P, reminiscent
of for instance key-dependent message [24] or related-key attack [10] definitions. We require that membership
II € P is easy to check (e.g. ROP can simply index an element in P) and that, by definition, P can be verified
to indeed only contain permutations. For our main results, it suffices if P is the class of one-time pads, in the
sense that I7 specifies the key (or pad) of the one-time pad enciphering. Henceforth, we will assume that ROP
is defined with respect to that class, unless explicitly stated otherwise.

The new notion ROP and IND relate to each other much the same way as IND and ROR for PKE. It is not
hard to see that ROP tightly implies IND, whereas the other direction seems to incur the same loss as the ROR-
to-IND implication for PKE (see App. B). For completeness, ROP lends itself equally well to XEMs and KEMs, or
notions without corruptions or a decryption oracle. Finally, if any of the above primitives are constructed using
an IND-secure PKE (e.g. using a Fujisaki-Okamoto style transform [21, 22, 28]), then achieving ROP is as easy
as achieving IND: simply let K be the “left” message, and I (K) be the “right”!

4.5 PKE’ Tightly Inherits IND-CCA Security

Using ROP in place of IND, we are able to show directly that the PKE constructions of Fig. 9 are IND-CPA
resp. IND-CCA secure, by (as before) giving a (Tag)XEM reduction that provides a perfect simulation for the
PKE adversary.

The crucial observation is that for any pair of messages mg, m; € {0, 1}, there exist a permutation T, m,
on {0, 1}¢ such that the message encapsulations are related as K © my = I, —m, (K) © mg. Namely, the
permutation that on input K, outputs mg @ m; @ K.

Theorem 8 (IND-CCA PKE). Let TXEM be a (v, §)-correct TagXEM, and let PKE' be a hybrid encryption
scheme as given in Fig. 9. Then PKE’ is (vy, §)-correct, and there is a type-preserving SFBB reduction B such that
for every adversary A,

Advl()riér;l)/-ind—cca*(h/A) < Advg;;r;:)l\-’[rop-cca*(IB) .

Proof. B is given in Fig. 12. The simulation is as in the proof of Theorem 7, except for the simulation of the
challenge encryption oracle: here, B now forwards the permutation I7,,,,,, that on input K outputs mo @
m1 @ K, receiving as a challenge either the honest key K or the permuted key I1,,,—m, (K). To see that the
simulation is perfect, consider the view of A in the case that A challenges instance i on messages mg, m1,
then corrupts, receiving sk, and decrypting the challenge. If the decryption is correct and b; = 0, A recovers
the honest key K, and therefore the message mo. While, whenever b; = 1, A still recovers K, but now the
challenge was produced by encrypting m using the permuted key. Decrypting will then yield

Ko®co=Ko® K1 ®mg = KogDmg®my & Kyg®mg=my,

just as expected. Note how this implies that the bits of each game correspond exactly to each other; the simulation
is perfect, and B wins iff A wins.
The correctness parameters of PKE' again transfer directly from TXEM (see Thm. 7). O
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If A calls oracle £(%, mo, m1) If A calls oracle D(%, (c1, c2))

if mo ¢ m; then return ¢ K < Dg(i, (c1,c2) , |c2|)
¢ qi+1 if K = ¢ then return #
K < Crop (i, |mol, IImy—m,) if K =1 thenreturn L
c2 +— K ®mo m++— K®&m

c1 < E(i,qi,c2) return (ci,c2)

return (ci, c2)

Fig. 12. The reduction 1B, playing Exp{l;""**, while giving a perfect simulation of Exp/%) e

¢; are initialized to 0, corruption queries are forwarded directly. B halts with the same output as A.

for A. Counters

TXEM.Kg TXEM.Key,, (£)

(pk’, sk’) +s KEM.Kg (K*™, ¢) s KEM.Encp

pk ¢ pk’ 0 £+ lrackey

sk« (pk’, sk’) K™ K™  F(pk, ¢, K™, ¢')
return (pk, sk) o+ (¢, K™

return K*"
TXEM.Check(pk, sk)

(pk’, sk’> sk TXEM.Decg ((c, mac) , 7, )
if pk # pk’ then return 0 <pk/, Sk’> — sk

return KEM.Check(pk’,sk’) ~ jokem KEM.Decye ()

if K*" = thenreturn L

0 £+ Lmackey

K™ K™ + F(pk', c, K™, 1)

if MACgmac(T) # mac then return L

xem

TXEM.Enc(o, 7)

(¢, K™) ¢
mac < MAC gmc (T)

return (c, mac) . K
return

Fig. 13. A TagXEM from a KEM, a MAC, and an XOF F'.

We leave it to the reader to verify that as before, employing a ROP-CPA XEM in place of the TagXEM yields
IND-CPA security for the PKE of Fig. 9 (top row), by adapting the proof of Thm. 6 to the above. We again
stress that using an information-theoretically CCA-secure DEM together with a CCA XEM does not seem to
yield a proof of CCA inheritance to the PKE (see Sect. 4.3).

4.6 TagXEM from a KEM, a MAC, and a Random Oracle

With Thm. 8, we achieved what we set out to do: demonstrating tight MI inheritance from a TagXEM to an
IND-CCA PKE. However, AGK only showed how to construct an IND-CCA KEM, providing a reduction to the
MI-GapCDH assumption in the programmable random oracle model. Without the crucial support of tags, our
construction only achieves CPA security. Furthermore, Thm. 5 does not easily transfer to the ROP setting: it is
not clear how to combine a ROP-CCA KEM with a XOF to yield a ROP-CCA XEM.

We complete the picture by providing a TagXEM construction from a KEM, a MAC, and a XOF. Our construc-
tion (Fig. 13) is inspired by Abe et al’s TagKEM construction [2] and we show that with an information-theoretic
MAC, if the KEM is perfectly correct, has unique encapsulations [25] and is multi-instance one-way secure un-
der plaintext-checking attacks (OW-PCA), then the TagXEM is ROP-CCA secure in the programmable random
oracle model (to model the XOF). Before stating our concrete security result (Thm. 9), we will define the relevant
concepts and advantages below.

Preliminaries. One-wayness for KEMs tasks an adversary to retrieve the ephemeral key that has been encap-
sulated, given the public key and the encapsulation. In the multi-instance setting, an adversary has access to
many public keys and various encapsulations per public key and endeavours to find ephemeral keys for encap-
sulations for as many different public keys as possible (no reward for breaking multiple encapsulations under
the same public key).
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Expidisty ™" (A) £()

(pkq,sKq), .., (pky,sk,) «s KEM.Kg (K, ¢) <5 KEM.Encpy,
(T, (i, Ki)ier) 5 AS7  (pky, . pk,)  Pie— K

if |I| #n V INK # ( then return 0 return ¢

return /\ Pilji] = K;

iet K(i)
P(i,c, K) K< i
K+« KEM.Decg, (c) return sk;

return K = K’

Fig. 14. Multi-instance one-way security in the presence of plaintext checking attacks.

Plaintext-checking attacks (PCA) were introduced by Okamoto and Pointcheval [36, Definition 8] in a single-
user public key encryption setting. Intuitively, PCA provides the adversary access to an oracle that, on input a
pair (m, c¢) determines whether ¢ encrypts m or not; more formally [1], the oracle checks whether ¢ decrypts
to m or not. In the context of KEMs, the PCA oracle takes a pair (K**™ ¢) as input and determines whether ¢
decapsulates to K**™ or not. The multi-user or multi-instance generalization is straightforward and the definition
(in its modern decryption incarnation) inherently deals with imperfect correctness in the decryption.

Definition 7 considers one-wayness under plaintext checking attacks. For standard ElGamal KEM, where a
(multiplicative) discrete-log group with generator ¢g and of prime order g is given as part of the parameters, a
public key consists of h = g% with x < Z, the private key, and an encapsulation outputs (K*™ ¢) = (h", g")
for random r < Z,, the one-wayness problem (in the single-user case) is equivalent to the computational
Diffie-Hellman (CDH) problem. The plaintext checking oracle allows an adversary to learn, for group elements
(k,¢) of its choice, whether & = ¢® or not. The corresponding hardness assumption for OW-PCA is known
as the Strong CDH assumption. An even stronger assumption is the GapCDH assumption, where an adversary
instead can use an oracle that determines whether a quadruple of group elements is a Diffie-Hellman tuple or
not.

Definition 7 (OW-PCA). Let KEM be a key encapsulation mechanism. Then the one-way advantage under
plaintext-checking attacks of an adversary A is

AV () = P [ErpfB] ™ () = 1]

where the experiment is defined in Fig. 14.

In addition to perfect correctness and OW-PCA security, the security reduction for our construction (Thm. 9)
relies on two further properties of the underlying KEM. Unique encapsulation captures that for a fixed public key
and ephemeral key, the encapsulation corresponding to that ephemeral key is unique (without saying anything
about how to compute it). Unique encapsulations have been used before, for instance by Heuer et al. [25] (see
also Remark 4 below).

Definition 8 (Unique Encapsulation). Let KEM be a perfectly correct KEM. Then it has unique encapsulations
iff
(pk, sk) < KEM.Kg
Pr| (Kk™ co) <3 KEM.Encp : K¥™ = K¥m A eg #£¢y| =0.
(KFem c) s KEM.Encpk

The second additional property we require from the KEM is that collisions amongst encapsulations (under a
single randomly drawn public key) are suitably rare. Def. 9 captures the relevant probability of a k-way encap-
sulation collision. If a KEM is perfectly correct with unique encapsulations, then colliding encapsulations are
equivalent to colliding ephemeral keys; if, as is usually the case, these ephemeral keys are furthermore chosen
uniformly at random from a finite set X', we can upper bound ¢, (q) by ¢*/|X'|*~! using a standard bound on
k-way collisions (see e.g. [37, Appendix B]).

Definition 9 (Encapsulation Multi-Collisions). Let KEM be a KEM, and let q, k € Z~1 be parameters. Then
the k-out-of-q encapsulation multi-collision probability is

B (pk, sk) <5 KEM.Kg ) o
fk((I) =rr vie[q](l(z[cem7 Ci) sy KEM.EnCpk : HJE[‘IMJ\:ICVLJGJC’! =¢j
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For completeness, we also present definitions of a deterministic message authentication code, so we dispense
with an explicit verification algorithm in Def. 10 (for concreteness, we restrict to bitstrings for both keys and
tags, of length {mackey and £mac respectively), and an information-theoretic notion of forgeries (Def. 11) where
we use the same parameter k as above (or rather £ — 1 in Thm. 9), but this time to denote the number of valid
message—tag pairs available to an adversary. The usual choice is £ = 1, e.g. when considering strongly universals
hash functions, but Wegman and Carter [40] already investigated k& > 1. Provided {mackey is large enough (at
least k - £mac), one can achieve é, = 2~ fm=_which is optimal.

Definition 10 (Message Authentication Code (MAC)). A message authentication code MAC is a pair of algo-
rithms MAC.Kg and MAC.Mac, where MAC.Kg randomly generates a K™ € {0, 1}, and the deterministic
MAC.Mac takes a key K™ and a message m € M to output tag mac < MAC.Mac gna(m) € {0, 1}me.

Definition 11 (Information-Theoretic MAC Forgeries). Let MAC be given and let k € Z>( be a parameter,
then the forging advantage after observing k valid message—tag pairs is defined as

& = max Pr[MAC.MacKm(mO) = macy | ViepyMAC. Macne(m;) = mac;
fretor

Security Claim. With all elements in place, we can state the security of Fig. 13’s TXEM, in Thm. 9. The
security bound depends on a tuning parameter & that feeds into both the collision probability of the underlying
KEM and the forgery advantage of the MAC, with opposite effects. The ability to tune the bound therefore
allows some flexibility when instantiating the three underlying primitives KEM, MAC, and XOF: for fixed ¢,
increasing k will result in a smaller upper bound on €(q.), but to ensure that ¢;_; does not dominate, it might
then be necessary to increase the key size mackey (and possibly tag size £mac) of the information-theoretic MAC
(see Cor. 5 for a concrete instantiation). Otherwise, instantiating the information-theoretic MAC and the XOF is
relatively straightforward (with the usual ROM caveats for the latter).

Theorem 9. Let TXEM be as in Fig. 13, let KEM be a perfectly correct KEM with unique encapsulations, and let
k € Z~1. Then there is an SFBB reduction B such that, for all A that makes q. challenge and qq decryption oracle
queries,

AdVERENT ™ () < AdviGn P (B) + 2(qaée-r + en(ac)
in the programmable random oracle model, where €, is the forging advantage after observing k—1 valid message—
tag pairs (Def. 11) and €, (q.) is the k-out-of-q. encapsulation multi-collision probability of KEM (Def. 9). If A makes
qy queries to the random oracle, then B makes at most qy queries to its plaintext checking oracle.

Proof. For simplicity, we will in the following employ the convention MAC gmac (m) := MAC.Mac gmse (m).

The game Go(A), given in Fig. 15, is simply the ROP-CCA TagXEM experiment of Figs. 6 and 11 instanti-
ated with the TagXEM construction of Fig. 13, with slightly simplified key management and including the XOF
modelled as a lazily sampled random oracle F. For the latter, we treat the bit string F(pk, ¢, K**™) as a list and
use <—$ to sample (in this case a uniform random bit) and append to that string. The while loop thus ensures
the correct prefix behaviour, while keeping the code concise. As output we take the first £ bits of F(pk, ¢, K*em),
denoted F(pk, ¢, K**™)[¢].

In G; (Fig. 16), we make the C oracle independent of the ephemeral key returned by KEM.Enc. To achieve
this, the random oracle is altered so that now, whenever F is called together with consistent /' kem and ¢, the
value of K**™ gets stored in a list K. In the case that the correct key has been called to F before, we then simply
retrieve it and call F as usual. Otherwise, we pre-sample K™ and K*™, and store them in the list D;(c). Then,
once F is called on that ciphertext with the corresponding K**™, we program the random oracle using the value
stored in D;(c), ensuring consistency. Note how the programming does not alter the output distribution of F, as
each pre-sampled value is sampled uniformly at random, and is only ever programmed to a single element.

Additionally, we introduce the counters ctr(-, -) to detect whether a k-wise multi-collision is created by the
C oracle and, if so, the flag badp is set. This multi-collision detection does not change the behaviour of the
game—it will assist us bounding another bad event in the next hop. We therefore have that Go and G; behave
identically and

Pr[Go(A)] — Pr[G1(A)] = 0. 1)

In Go(A) (Fig. 17), we make the decryption oracle independent of the private keys by leveraging the lists
introduced in G; (A): if A calls for the decryption of ¢ under sk; and K; (¢) has already been defined, we simply
retrieve K**™ and call the random oracle as usual. Otherwise, we can conclude that F is yet to be called on the
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Game Go(A) Oracle C(3, ¢, IT)
(pky,sky), ..., (pk,,sk,) <s KEM.Kg (K*™, ¢) < KEM.Ency,
bi,..., b <5 {0,1} 0 L+ Lackey
(1,b) s ACEPBT bk, pk,) K™ K™ « F(pk,, c, K", 0')
if || #nVIN(KUB)#0thenb+«s{0,1} E;<— (c, K™)
return ®;c1 b; = b K™« IT(K™)

return K"

Oracle D(i, ({(¢c,mac),7) ,£)

le €0 i
if ((c,mac), ) € C; then return ¢ Oracle £(i. j, 7)

K™ KEM.Decy. (c) if E;[j] = 0 then return ¢
(e, K™) « Ei[j], Ei[j] « 0
mac < MAC gmac (T)

if K*" =1 thenreturn L
Z/ — L+ ‘emackey

mac| pexem em Ci ¢= {(c, mac), )
K™ || K*™  F(pk;, ¢, K™, 0) i ) ;
if MACgmae (7) # mac then return L return (c, mac)

return K Oracle F(pk, ¢, K*™, ¢)

while |F(pk, ¢, K*™)| < ¢

F(pk, ¢, K*™) <5 {0,1}
return F(pk, ¢, K*™)[(]

Fig. 15. The game Go(A) with F modelled as a lazily sampled random oracle. Not shown are the corruption oracles, which
are as in Fig. 6, and will remain unchanged over the course of the game hops.

relevant values, and thus use D;(c) to retrieve/define K™ and check the validity of mac. If the latter is invalid,
we return L ; otherwise, the event bad,¢ occurs (and we may abort Go(A) with any output).

By design, G; and G are identical-until-bad,,¢, and bad s only happens if the adversary is able to produce a
valid MAC forgery, possibly after having seen a number of valid mac produced under the same key by the game’s
oracles. We use badp,c to bound the number of valid mac an adversary has seen: we claim that if bad, has not
been set, that number is at most & — 1 (see the argument below), implying that the probability of a forgery at
that point is at most é;_1 (Def. 11) and by a simple union bound Pr[badm¢ | 7badmc] < gaéx—1 where gq is the
number of decryption calls.

Back to flag badpc: assume it has not yet been set, thus for all pk and ¢, the counters ctr(pk,c) < k — 1.
As the KEM is perfectly correct and has unique encapsulations, the implication is that, for any input-triple, the
number of “delayed” F(pk, ¢, K*™) calls during C is at most ¥ — 1 and each such C call can lead to at most one
valid mac to be output by &, proving our claim from above. Finally, we note that Pr[badmc] < € (q.) where g.
is the total number of C queries (here we use that e, (x) + €4 (y) < ex(z +y)).

The arguments above show that

Pr[G1(A)] — Pr[Ga(A) | —badme] < Pr[Ga(A) : badms] < qaér—1 + €x(gc) - (2)

Now B, given in Fig. 18, gives a faithful simulation of G while playing Ady (™™ °"P* (&) ysing its encryption
oracle in place of KEM.Enc to produce the challenges in C, and its plaintext checking oracle in place of KEM.Dec
to check for consistent inputs to F. At the end of its run, A returns a list of targets I and a guess b. Assuming
badms was not triggered, and that none of the 7 in I were corrupted, B proceeds to check whether correct
decapsulations were queried to the random oracle together with a challenge ciphertext produced under each
targeted key, and collects one such decapsulation per key from ;. It finally halts with the collected keys, together
with I and a set of indices j; specifying the targeted challenge.

Let () be the event that A returns a list T of uncompromised instances, for which F was queried with each
key pk; in I at least once with a K*™ satisfying K**™ = KEM.Dec,y, (c). Note how —(Q then implies that either
at least one challenge bit b; is information-theoretically hidden from A, and therefore also ®;¢1b;, or the I output
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Oracle F(pk, ¢, K*™, ¢)

(-,c) <5 KEM.Encg,
ctr(pk;, ¢) < ctr(pk;,c) +1
if ctr(pk;,c) > k then badmc < true
0 0+ Lackey
if Ki(c) #0

K*™ &, (c)

K™ K&™ « F(pk;, ¢, K<™, ')
else

while [D;(c)| < ¢

D;(c) «—s{0,1}

K™ || K™ < Di(e)[¢]
E; <— (c, K™)
K™ o IT(KE™)

return K3,

if F(pk, ¢, K*™) = ¢ then
Viels)Pk; = pk
if KEM.Decy, (c) = K" then
Ki(c) « K"
if D;(c) # € then
F(pk;, ¢, K*™) + D;(c)
while |F(pk, ¢, K*™)| < ¢
F(pk, ¢, K*™) <=5 {0,1}
return F(pk, ¢, K*™)[(]

Fig. 16. The oracles modified in game C1, in which C is made independent of the sampled K*™. The flag badc is initialized

to false and the counters ctr(-, ) to 0. Changes in blue.

Oracle D(i, ((¢,mac),7),£)

if ((c,mac),7) € C; then return ¢

ifKi(c) =0

while [D;(¢)| < lmackey
D;(c) <—s{0,1}
K™ < Di(c) [€mackey]
if MACgme(7) # mac then return L
else badys < true and abort

K™ %, (c)
0 £+ Lmackey

K™ | K™« F(pk,, c, Kkem,é/)
if MACgme(7) # mac then return L

return K"

Fig. 17. The modified D oracle in G2 (A) (changes in blue) is made independent of the private keys. The bad ¢ flag, initialized
to false, is set when a valid forgery is made without  having been called on the relevant values.

by A is ineligible; in either case, A gets advantage 0. This gives us,

Pr[Go(A) | ~badms] = Pr[G2(A) | Q A —badm¢] - Pr[Q@ | ~badme]
+ Pr[Ga(A) | ~Q A —badug] - Pr[~Q | —badus]

< Pr[Q | —badms] + % (1 — Pr[Q | —badms])

1
T2

Then note that

Pr[Q | —badms] < Pr [Exp

1 n,K)-ow-pcax 1
—> Pr[Ga(A) | ~badm] < 3 Pr[Bxp{h P (B)] + 5.

1
PI‘[Q |ﬂbadmf] + 5 .

e )
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B(pky, ..., pk,)
bi... b« {0,1}
(1,b) « ASEPRE ok, pk,,)
By in T
for k € [n] :
for cs.th.X;, (c) #0:
for j s.th.c =Py, [j] :

jl}c «— j) K"'k A sz (C)

return (I, (ji, Ki)ic1)

If A calls oracle C(3, I1, £) Oracle F(pk, ¢, K*™ ¢)
c+ Ep(i),P; <— ¢ if F(pk, ¢, K*™) =0 :
00+ Limackey Vie(x)Pk; = pk :
ifKi(c) #0: if Pr(i,c, K*m) :
K™ &, (c) Ki(c) « KX
K™ K§™ « F(pk;, ¢, K7, ¢') if Di(c) £ e
else : F(pk;, ¢, K*™) « D;(c)
while |D;(c)| < ¢ : while F(pk, ¢, K*™) < £
D;(c) <—s{0,1} F(pk, ¢, K*™) <5 {0,1}
K™ K™ < D (0)[¢] return F(pk, ¢, K*™)[(]

E; < (¢, K™
Ki™ o I(KE™)

xem

return K,

(n,K)-ow-pcax

Fig. 18. The reduction 1B, simulating G2 while playing Expy gy . Changes to the oracles are highlighted in blue;
omitted oracles are simulated exactly as in Ga.

Combining egs. (1)-(4), we get

AdvIREN O (A) = 2Pr[Go(A)] — 1

= 2(Pr[G1(A)] — Pr[Ga(A) | —badms] + Pr[Ga(A) | ~badms]) — 1
=2(Pr[G1(A)] — Pr[Ga(A) | ~badms]) + 2 Pr[Ga(A) | ~badms] — 1
< 2(gaér—1 + ex(ge)) +2 (% Pr[Exp&’éﬁ%_OW’pca*(]B)] + %) 1

(
(
= 2(aax1 + exlar) + Pr[Exp{A T ()]
= 2(qaé—1 + ex(ge)) + AdviGEhy T (B)

O

The proof borrows some ideas already used to prove AGK’s Thm. 2. In fact, it is relatively straightforward to
recast AGK’s Thm. 2 as the multi-instance version of a OW-PCA KEM plus a programmable random oracle
yielding an IND-CCA KEM, although the presence of the error terms €51 and especially € (q.) render recovery
of AGK’s Thm. 2 as a special case of our Thm. 9 not immediate.

Combining Thm. 8 and 9 in Cor. 4, we can finally conclude that our construction yields a PKE inheriting the
multi-instance security of the underlying KEM (for parameter regimes where the loss term does not dominate).

Corollary 4. Let PKE' be as in Fig. 9, let the underlying TagXEM be as in Fig 13, let KEM be a perfectly correct

KEM with unique encapsulations, and let k € Z~1. Then, there is an SFBB reduction B such that, for all A that
makes q. challenge and q, decryption oracle queries,

AV (A) < Advidgnt ™ (B) + 2(gaék-1 + ex(gc))
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in the programmable random oracle model, where é;,_1 is the forging advantage after observing k—1 valid message—
tag pairs (Def. 11) and €, (q.) is the k-out-of-q. encapsulation multi-collision probability of KEM (Def. 9). If A makes
qy queries to the random oracle, then B makes at most qy queries to its plaintext checking oracle.

Remark 4. The resulting construction is remarkably similar to the PKE studied by Heuer et al. [25] in the context
of selective opening attacks (and to a lesser extent its predecessor by Steinfeld et al. [39] and successor by Lai et
al. [32]). They too use a random oracle to derive a MAC key and a one-time pad from an ephemeral KEM key.
The only two differences are that Heuer et al. do not consider arbitrary length messages and that their random
oracle outputs K**™|| K™ j.e. the opposite order from what we do.

For fixed length messages, the order in which those two keys are output does not matter. However, when
moving to arbitrary length-messages, the order of the XOF output does matter. Outputting K*™|| K™ instead
would allow a length extension attack enabling the adversary to recover the MAC key, at which point producing
forgeries would be trivial.

In a way, the construction is quite brittle that these small details matter. Another example of brittleness is
that our reduction for Theorem 9 requires L produced from a KEM decryption error to be indistinguishable from
a failed MAC verification. In implementations, a timing attack might well break this requirement.

Remark 5. The proof of Thm. 9 does rely on perfect correctness of the underlying KEM, thus excluding many
popular post-quantum KEMs based on the hardness of LWE. Having said that, establishing the post-quantum
security of TXEM would require a proof in the quantum random oracle model [15]. We leave the construction
of a post-quantum TagXEM as an enticing open problem.

A Concrete Instantiation. We conclude by providing a concrete bound for the construction when instantiat-
ing with low granularity ElGamal KEM on groups of size > p. ElIGamal KEM satisfies perfect correctness and
unique encapsulation (ensuring compatibility with Thm. 9) and produces uniformly random group elements as
ephemeral keys, 50 € (g.) < q* / p*~1. Furthermore, the relevant multi-instance OW-PCA security can be linked
to the low granularity MI-GapCDH problem with corruptions (Thm. 12). By extending AGK’s low granularity
bound [4, Thm. 6] to include corruptions (Thm. 11) and combining with Cor. 4, we arrive at a clean information-
theoretic bound (Cor. 5) in the generic group and programmable random oracle model. To keep the bound easier
to interpret, we assume that the adversary makes at most /p queries to the encryption and decryption oracles;
realistically, an adversary will be able to make far more offline queries ¢ to its generic group and for ¢ ~ /p
a single discrete logarithm instance can already be broken. In a similar vein, the requirement that each group
instance receive at least max{60log, p, v@r/2} group operation calls (allowing some simplifications in the MI-
GapCDH bound) is a reasonable one, as already argued by AGK, given that the number of group operations
performed by an ElGamal adversary is “typically large”.

Corollary 5. Let PKE' be as in Fig. 9, let the underlying TagXEM be as in Fig 13, let KEM be instantiated as low
granularity ElGamal (see App. C ) and let p be a lower bound on the generated groups. Let k € Z1, let MAC
be an information-theoretic MAC with key length {mackey and output length lmac and satisfying €,_1 = 2~ lmac,
Then, for any information-theoretic A that makes at most \/p challenge oracle queries, at most /p decryption
oracle queries, qy queries to the random oracle, and a total of q queries to the group-operation oracles with at least
max{60log, p, V@ /2} queries per group instance, it holds that

n,k)-ind-ccax 4-e- 2\" 1
Adyy) ind-ce (A)g(ﬂ> ”(ﬁ + )

n2-p Dlmac pg—l

in the programmable random oracle and generic group model.

For the construction to exhibit meaningful multi-instance security, we want the upper bound on the adversary’s
advantage to diminish with increasing n. Since the second term on the right hand side of Cor. 5 is independent
of n, the first term has to dominate for advantages of interest. Thus, for a fixed p, we want to set m,c and k
so that, irrespective of n, we do not really care about the other two terms, where /1, directly corresponds to
the PKE’s ciphertext expansion and increasing k will require longer ephemeral keys as output by the XOF to
ensure that fmackey = K - fmac. To minimize overhead, having both terms equal is optimal, corresponding to
2lmac = (k — 1) log, p. Some reasonable options are then ({mac, k) = (logy p, 3) or (€mac, k) = (3/21og, p, 4).

Alternatively, the bound can be interpreted in terms of the scaling factor, which focuses on the minimum
resources needed to achieve an overwhelming advantage (see App. C for details). In that case, the second term,
being independent of n, is manifestly of little interest for either of our suggested parameter choices.
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A Deferred Proofs

A.1 Proof of Theorem 1

Theorem 1 (MKU — UKU). Let 0 < n < k be integer parameters and let PKE be a (v, §)-correct encryption
scheme. Then, there is a type-preserving SFBB reduction By, such that for every adversary Ay,

n,k)-uku-cca n,x)-mku-cca
Advii * (M) < Adviyy) " (Buku) + ~7 -

Proof. By, forwards all the experiment’s messages until it receives from Ay, the output (I, sAk). Observe that
these secret keys allow A, to win if they were generated in the game setup, (pk;, sAk,-, ) < PKE.Kg, while in
order for By, to win, the secret keys must pass the key validation algorithm, PKE.Check(pm, pk;, sk;) = true.
Briefly, By, wins if, at least, A, wins and the secret keys pass the validation algorithm. Formally,

Pr [Expl(;;;:)'mku—cca* (Bmku) _ 1]

> Pr {Expg’gg‘“k“'“a*m) =1/ /\ PKE.Check(pm, pk;, sk;) = true
i€l
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=Pr Expgﬂg)_Ukufcca*(A) =1A /\ PKE.Check(pm, pk;, sk;) = true

L i€l

where, since A i, wins, it holds that sAkZ- = sk;;

>Pr Exp%\ig_um’cm*(@\) =1A /\ PKE.Check(pm, pk;, sk;) = true

i€[k]

= Pr[Bxpliy " () =1]

— Pr|Expbp) ™ (A) =1/ \/ PKE.Check(pm, pk;,sk;) = false

i€[k]
(n,k)-uku-ccax
> Pr{ExpPKE (A)= 1] —Pr \/ PKE.Check(pm, pk;, sk;) = false
i€[k]

=Pr {Exp%&?mku"cm* (A)= 1] - Z Pr[PKE.Check(pm, pk;, sk;) = false]
i€[k]

=Pr {Exp%&?mku’ccw (A)= 1] — K.

Applying Def. 2 then yields the stated bound. |

B The Relationship between ROP and IND Security for KEMs

The following lemma shows that ROP is at least as strong as IND, in the sense that ROP tightly implies IND.

Lemma 4 (ROP = IND). There is a type-preserving SFBB reduction B such that, for any adversary B,

AV (A) < AdviREN T (B).

If A calls its challenge oracle q times, then B draws q keys uniformly at random.

Proof. Whenever A calls C(i, (), let B define the permutation II that is simply the xor of the input with a
freshly sampled key, and then call Crop (¢, ¢, IT). The resulting K; will look like a uniformly random key, with
no relation to the encapsulated key K. |

In the other direction, a loss of (2) - 2" is inferred, as can be seen by adapting the proof techniques that led
to Cor. 2.

Theorem 10 (IND = ROP). There is an SFBB reduction B such that, for any adversary IB,

AdvEREN " (B) < (Z) 9 AdvyE)indeear g

B’s overhead consists of generating k—n fresh keypairs, sampling k bits, and a choosing a subset of [k] of cardinality
n uniformly at random.

C On the MI-GapCDH Problem with Corruptions

In this section we study the hardness of the MI-GapCDH problem, as introduced by AGK, when enhanced with
corruptions. AGK considered three settings: the (realistic) high granularity setting, with one global (standardized)
group and group generator; mid granularity, where the group remains global but generators are independently
sampled per user; and low granularity, where the groups themselves are independently sampled among users.
AGK went on to provide useful bounds linking the hardness of each to standard assumptions (in the algebraic
and generic group models).
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Experiment Exp

n,k)-gapcdhx
(n,x)-gap: (A)

low-gran

Oracle DDH (i, X,Y, Z)

for i € [k] do

(Gi, gi,pi) <5 GGen

G[i] < (Gi, g1, pi)
x[i] <5 Zp, 5 X[i] < g

yli]

x[l] yli

parse (X,Y) — (g7, 9/)
returng; ¥ =7

Oracle K(3)

K«

return x[¢]

]

yli] < Zyp; 5 YM =9
Z[i]

(1,2) +s ADDH’K(G,X,Y)
if |I| #n then return 0

if INK # () then return 0

return /\ zZ[i] = 2]

Fig. 19. Multi-instance gap CDH with corruption for the low granularity case, i.e. each challenge is sampled for a completely
independent group and generator. Highlighted in blue, the differences introduced concerning the uncorrupted version of
Auerbach et al. [4].

Restricting ourselves for now to low granularity MI-GapCDH in the generic group model, we can directly
adapt AGK’s bound [4, Thm. 6]. Denote by Exp<"’“>_gapc‘ih*

low-gran

the low granularity n-out-of-x MI-GapCDH experi-
(n,k)-gapcdh* (A) —

ment with corruptions (Fig. 19); the advantage of an adversary A against the experiment is Adv, " aran

(n,k)-gapcdh* _
Pr Explow—gran (A) - 1}

Compared to AGK, we make one more change to the experiment by defining eligible lists I, in addition to
containing no compromised indices, to be of size exactly n rather than greater-or-equal n; this happens without

loss of generality for computational problems (see also Sec. 3.3).

Theorem 11. Let GGen be a group-generating algorithm generating generic groups of size at leastp. Letn, K, q, ¢p
and q; fori € [k] such that1 <n < k,q =Y ., q;, and q; are such that q; > 601log, p and 4g? > qp. Then, for
any adversary A making at most q; queries to the i-th group-operation oracle and qp queries to the gap oracle,

Adv (n,K) gapcdh*(A) < u "
low -gran = 7l2 p

Proof (sketch). The proof is identical to AGK’s Theorem 6 up to the additional observation that, since instances
are completely independent, knowing the solution to one cannot help in solving others. This does not alter any
of the steps of their proof: as AGK point out, all the generated groups are independent and, to win, A must output
an eligible list T of indices and a corresponding list Z of solutions; all we have done is alter what constitutes an
eligible list I. |

AGK showed that low granularity schemes achieve optimal scaling, as apparent in the exponential nature
of the above bound. Thus, Theorem 11 allows the multi-instance security of our constructions to lean on an
explicit bound with optimal scaling; all that remains is to observe that for ElGamal KEM, its multi-instance
OW-PCA security is easily achieved from the low granularity MI-GapCDH assumption. Writing X for g* and
Y for g¥, let KEM be such that KEM.Kg samples a group (G, g, p) < GGen, private exponent « < Z, and sets
(pk,sk) < (((G, g,p),X),z), KEM.Encpy samples y < Z, and sets (K, c) « (X¥,Y), and KEM.Decg, on
input ¢ = Y, returns K < Y* (where we assume KEM.Dec also implicitly has access to the group description).

Theorem 12. Let KEM be as above. Then there is an SFBB reduction B such that, for all A,

Adv%{rzét\c%-ow—pca* ([A) < Adv (n,k)-gapcdh* (]B) )

Viow- gran

If A calls its challenge oracle q times, then B draws q uniformly random group elements.

Proof (sketch). The reduction matches public keys to the received X[¢] and forwards them to A. Given that the
multi-instance OW-PCA game (Fig. 14) is multi-challenge, the reduction relies on random self-reducibility to
provide multiple challenges per instance: for each challenge oracle call to instance ¢, B samples w < Z,, and
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sets ¢ < Y[i] - g%, saving w in list W; for later. Calls to the oracle P are forwarded to oracle DDH, and likewise
for corruption calls.

Once A halts with output (I, (ji, K;)ic1), for each i € I, the reduction retrieves w < W;[j;] and sets
2[i] « K,/X[i]", finally halting with output Z. If A returned correct ephemeral keys, then for each i we have
K; = ¢ = g™ g™, so that dividing by X[i]" = g#* produces Z[i] = g*¥, as desired.

As the group is cyclic and g} are independently sampled, uniformly random group elements, the Y[¢] - g%
are independently uniform too; thus, the simulation is faithful, and B wins iff A wins. O

For high and mid granularity, an immediate adaptation of AGK’s bounds to include corruptions does not seem
possible. Take their Theorem 5, relating the (uncorrupted) high granularity n-out-of-x MI-GapCDH to a (n, n)
multi-instance gap discrete logarithm problem, for which they give a useful bound. The proof constructs a re-
duction IB that obtains n discrete logarithm challenges Z and injects them into the x CDH challenges, which
are then given to the adversary. This injection is done in such a way that possession of any n-sized subset of
solutions to the x challenges allows for the reconstruction of the original n DL solutions.

This strategy breaks down in the presence of corruptions, as answering a corrupting query on any GapCDH
instance would necessitate to compromise one of the DL challenges the reduction seeks to break. (It is possible
that this could be patched by having the adversary guess beforehand the instances that will be corrupted, al-
though this would likely lead to a looser bound.) We therefore leave the hardness of mid and high granularity
MI-GapCDH as interesting open problems, with high granularity being of particular relevance, as it most closely
matches typical deployment practice.

D On the Scaling Factor

As argued in the introduction, we want a guarantee that breaking n PKE instances can not be done much more
efficiently than breaking each independently. Ideally, then, the advantages should experience an exponential
dampening with increasing n, as achieved by the KEM of Sect. C; our main results can then be interpreted to
say that for any given n, our constructions inherits this smallness of the underlying KEM.

Another way to capture this intuition is to say that any adversary should have to spend n times as much
computing time to break n instances, than that needed to break 1 system (for some suitable notion of “breaking”).
This intuition was formalized asymptotically by AGK as the Scaling Factor (SF). Informally:

gp(n,x) _ Tesources necessary to break n out of « instances
PKE —

resources necessary to break 1 out of 1 instance

Assume that SF%{;} > n for some 7 > 1; another way to interpret our results would then be to show that it

follows that SF;’;&? > 1) for each of our constructions. As our results are formulated in the concrete-security
setting, we do not give a formal definition of the scaling factor and a proof of inheritance, although we sketch
the argument below.

In order to conclude that a construction inherits the scaling factor of the underlying KEM, we would have
to show two things. Firstly, that

resources necessary to break n out of x PKE instances

> resources necessary to break n out of Kk KEM instances ;
this follows (with a small loss) for our main construction from Corollary 4. Secondly, that

resources necessary to break 1 KEM instance

> resources necessary to break 1 out of 1 PKE instance .
Then, it follows from

resources necessary to break n out of kK KEM instances

> 1 (resources necessary to break 1 out of 1 KEM instance)
that

resources necessary to break n out of kK PKE instances

> 1 (resources necessary to break 1 out of 1 PKE instance) ,
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which, when dividing both sides by the single-instance resources (and omitting negligible terms) yields SF;’EE) >
7.

However, the second point is somewhat counterintuitive as it seemingly requires showing a “reverse reduc-
tion”, namely that a break against the KEM results in a break against the PKE. In other words, if the PKE inherits
the multi-instance security of the KEM but itself is already harder to break than the KEM, the scaling factor
might be reduced. Another subtlety is that the security notion used for the KEM might also cause unexpected
complications.

Specifically for our constructions and proofs, the reverse reduction for Theorem 6 is straightforward. On
the other hand, the reverse reduction for Theorem 9 already takes a bit more work: a reduction could simply
forward the first part of a challenge ciphertext to the KEM adversary and use its decryption oracle to simulate
the KEM’s plaintext checking oracle.

In other words, we are confident that for our main construction, the scaling factor is essentially preserved
from KEM to PKE. Nonetheless, as the scaling factor remains underdeveloped both in the concrete security
setting and in the context of primitive-to-construction inheritance, we refrain from providing a full formal defi-
nition and analysis of the scaling factor and instead opt for a more classical interpretation of the advantages we
achieve (Corr. 5).
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Abstract. When modelling how public key encryption can enable secure communication, we
should acknowledge that secret information, such as private keys or the randomness used for en-
cryption, could become compromised. Intuitively, one would expect unrelated communication to
remain secure, yet formalizing this intuition has proven challenging. Several security notions have
appeared that aim to capture said scenario, ranging from the multi-user setting with corruptions,
via selective opening attacks (SOA), to non-committing encryption (NCE). Remarkably, how the
different approaches compare has not yet been systematically explored.

‘We provide a novel framework that maps each approach to an underlying philosophy of confiden-
tiality: indistinguishability versus simulatability based, each with an a priori versus an a posteriori
variant, leading to four distinct philosophies. In the absence of corruptions, these notions are largely
equivalent; yet, in the presence of corruptions, they fall into a hierarchy of relative strengths, from
IND-CPA and IND-CCA at the bottom, via indistinguishability SOA and simulatability SOA, to
NCE at the top.

We provide a concrete treatment for the four notions, discuss subtleties in their definitions and
asymptotic interpretations and identify limitations of each. Furthermore, we re-cast the main im-
plications of the hierarchy in a concrete security framework, summarize and contextualize other
known relations, identify open problems, and close a few gaps.

We end on a survey of constructions known to achieve the various notions. We identify and name
a generic random-oracle construction that has appeared in various guises to prove security in
seemingly different contexts. It hails back to Bellare and Rogaway’s seminal work on random
oracles (CCS’93) and, as previously shown, suffices to meet one of the strongest notions of our
hierarchy (single-user NCE with bi-openings).
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SoK: Public Key Encryption with Openings 3
1 Introduction

A group of crypto friends want to exchange their latest ideas with each other. Obviously, they want to do
so confidentially and, being slightly old-fashioned, imagine they use public key encryption to secure their
communication. Yet, an adversary, mistakenly reckoning our friends are all about the other crypto, sets
out to break into the devices used by some of the cryptographers, recovering a number of private keys
in the hope of a big score. Ideally, the communication that wasn’t intended for the compromised bunch
remains secure, so our somewhat disillusioned adversary cannot scoop their research ideas.

Scenarios similar to the one above, involving public key encryption (PKE) with multiple, say x, users
some of whom may be corrupted, have been used to motivate a range of different security notions for
PKE above and beyond the now classical left-or-right indistinguishability under chosen ciphertext attacks
(IND-CCA). These novel notions range from multi-user indistinguishability with corruptions, via various
flavours of selective opening attacks (SOA), to (non-interactive) non-committing encryption (NCE).
Given the plethora of theoretical notions based on very similar, practical motivations, the question arises
what are the pros and cons of the various notions, and whether some notions should be preferred over
others.

In addition to leaking keys, similar notions have also studied security when the randomness used for
encryption leaks, or when both keys and randomness leak. Thus we end up with a host of notions, and
a sizeable literature exploring how they relate and how each may be achieved. Navigating this literature
can be a daunting task for the uninitiated, particularly given diverging formalisms, subtle variations in
security definitions (which may or may not turn out consequential to any particular result), and even
contradicting claims.

This is the situation that the present Systematization of Knowledge (SoK) aims to remedy. Our goal
is mot to provide a complete classification of all possible variations, but rather to provide a roadmap of
the high level choices, and highlight possible pitfalls when designing notions of security with openings.
Our generalized definitions, given in Sect. 3.3-Sect. 3.6, may serve as inspiration, yet we stress that for
applications, utility of the definitions should be the guiding principle.

Our systematization identifies four philosophies underlying the notions of confidentiality of messages,
using two orthogonal considerations: whether a notion is based on indistinguishability or simulation, and
whether it is an a priori or a posteriori variant. Each notion then falls into one of the four categories:
a priori indistinguishability for left-or-right indistinguishability-based (multi-user) notions (IND); a pos-
teriori indistinguishability for indistinguishability SOA (ISO); a posteriori simulatability for simulation
SOA (SSO); and a priori simulatability for non-committing encryption (NCE). Each notion furthermore
comes in four variants depending on whether only keys leak (receiver opening, denoted %), only messages
and randomness leak (sender opening, denoted ©), just messages (transmission opening, denoted ©), or
all of the above (bi-opening, denoted ®); the exception is NCE, for which only sender, receiver, and
bi-opening is defined. Finally, each notion comes in a CPA and a CCA variant, making for 30 notions of
security in total—some of which are studied here for the first time. An overview of our notation is given
in Table 1.

To begin with, we observe that the four philosophies of confidentiality, while polynomially equivalent
sans openings, seem to fall into a strict hierarchy of strength whenever receiver and/or sender openings
are accounted for, see Fig. 1. Transmission openings on the other hand are significantly weaker, and
all but one of the main notions are known to be polynomially equivalent to IND-CPA/IND-CCA when
only transmission openings are included (with the remaining equivalence being conjectured, see Open
Problem 11).

Findings. We give generalized definitions of the four main philosophies that all include multiple users,
challenges, full adaptivity, and bi-openings; message samplers and simulators are all stateful, which
simplifies (and in the case of message samplers, strengthens) the formalizations. In addition, we provide
novel a priori indistinguishability notions of security in the presence of transmission, sender and bi-
openings (see Def. 3), which are notable for being equivalent to IND-CPA resp. IND-CCA, at a loss
for sender openings (Thm. 1) and bi-openings (Thm. 3), but almost completely tightly in the case of
transmission openings (Thm. 2).

While ideally we would give definite formalizations of each of the notions considered herein, there
are a number of subtle definitional choices available with often no clear best one (for all contexts). We
have leaned towards generality wherever possible, but some choices are less clear in terms of benefits
and generality. For example, which inputs to a distinguisher should be provided by the game and which
may be simulated (for SSO and NCE notions); specifically, whether the simulator may generate the
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Table 1. Overview of the different formalizations of capturing confidentiality, the auxiliary adversarial power,
and the adversarial opening prowess, together with their relevant associated oracle(s): here, £ are (challenge)
encryption oracles, C is a challenge oracle, D is the decryption oracle, and 7, S, and R are the transmission,
sender, and receiver opening oracles, respectively (see Sect. 3.1).

Shorthand Associated oracle(s) Name

K number of users (receivers)

B number of challenge bits
IND & indistinguishability
ISO EC indistinguishability-based selective opening
SSO E simulation-based selective opening
NCE E non-committing encryption
CPA chosen plaintext attack
CCA D chosen ciphertext attack

4 T transmission opening

© S sender opening

* R receiver opening

® SR bi-opening (sender + receiver)

parameters and public keys itself. We opted for a notion where the simulator generates the public keys
but not the parameters, see Def. 6.

As another contribution, we provide a concrete-security treatment of topics that have traditionally
been studied asymptotically, recasting several known implications in a concrete light, with asymptotic
interpretations that connect to the literature (see Thm. 4-Thm. 6).

Our systematization allowed us to uncover a number of open problems, which we highlight in Open
Problem 1-Open Problem 21. Of particular interest are the many relations known for the CPA set-
ting that remain open in the CCA setting (see Fig. 16). Surprisingly, it is unclear whether notions of
SSO-CCA imply notions of ISO-CCA in the presence of openings, as a straightforward reduction runs
into trouble with simulating the decryption oracle, see Open Problem 5. Slightly more technical, we ex-
pand an earlier CPA result by showing an equivalence between IND-CCA and ISO-CCA¢ (Thm. 7), but
a similar expansion demonstrating equivalence of SSO-CCA¢ and IND-CCA runs into trouble simulating
decryptions (Open Problem 11).

Message samplers play a central role in definitions of SOA (the “a posteriori” philosophies), and
here again we find a number of open problems. For example, for which (restricted) classes of message
samplers do k-ISO-CPAx and x-ISO-CCAx, like their sender opening counterparts (©), become equivalent
to IND-CPA resp. IND-CCA (Open Problem 10)?

Yet other open problems concern achievability: for example, can k-ISO-CPA® be achieved in the
standard model (Open Problem 19)? For achievable notions, a secondary question becomes how tightly,
for instance for our novel notion of (x, )-IND-CPA® (Open Problem 21)?

We hope that highlighting these open problems can serve as inspiration.

Applications. With the hierarchy in hand, one may ask what notion is really needed for a given ap-
plication: going higher in the hierarchy broadens applicability at the cost of achievability, with several
impossibility results sitting towards the top. Take for instance NCE with receiver openings under cho-
sen plaintext attacks (NCE-CPAx): impossible to achieve in the plain model, yet easily achieved in the
programmable random oracle model; and, once achieved, it allows one to show security of a plethora
of multi-party computation protocols that were, before the appearance of the notion, only known to
be secure against adaptive adversaries assuming information-theoretically secure channels between the
parties [6,100].

For some protocols, for instance involving secret sharing with encrypted shares, the more achievable
ISO may suffice. For yet other applications, e.g. building authenticated key exchange (AKE), the multi-
user with corruptions notion—the only notion of the hierarchy equivalent to IND-CCA—suffices [2].

As we present the various notions in Sect. 3, we also discuss their pros and cons in terms of usability
and achievability. A summary follows (for references, see the relevant sections):

— The main challenge of a priori indistinguishability (IND) is that these notions traditionally do not
allow an adversary to open challenge ciphertexts, making them unsuitable for modelling sender and
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Fig.1. The main hierarchy of philosophies, and their associated security notion with opening. The notions
become stronger as we go up the hierarchy in the presence of sender or receiver opening (or both).

simulability

Strength

indistinguishability

transmission openings, and for primitives such as secret sharing that rely on the adversary learning
a subset of the challenge plaintexts. As we show, the use of multiple challenge bits allows also sender
and transmission openings to be modelled in the a priori indistinguishability setting, though at the
expense of composition challenges and tightness losses. On the positive side, notions of a priori indis-
tinguishability are all implied by IND-CPA /IND-CCA, meaning many well-established constructions
are known to achieve them, although not necessarily tightly so (see Sect. 3.3). Furthermore, if plain-
texts are interrelated in only a limited way, it is possible that IND-CPA/ IND-CCA already suffices
for ISO®-security, see Sect. 4.2.

— A posteriori indistinguishability (ISO) does allow for the opening of challenge ciphertexts, but at
the cost of messages now being sampled rather than simply chosen. Thus, a heavier formalism
involving message samplers becomes necessary, and, particular to a posteriori indistinguishability,
involve conditional resampling, which may or may not be efficient for a particular application (see
Sect. 3.4).

— A posteriori simulatability (SSO) does away with the resampling phase, leading to yet broader
applicability, but at the cost of a significantly stronger notion: one that, in the presence of receiver
openings (SSO%), is even known to be unachievable in the standard model (see Sect. 3.5).

— Finally, a priori simulatability (NCE) does away with the need for message samplers, making for
an arguably simpler notion, but at the cost of being the strongest and thus hardest to achieve. In
particular, in the presence of receiver openings, it cannot be achieved in the standard model. On a
more technical level, we disallow challenging a corrupted receiver in notions of a priori simulatability,
and so if this restriction clashes with a particular use case then the lower three levels of the hierarchy
might be more suitable (see Sect. 3.6).

One central question remains: when modelling openings, which notion of security is the right one? While
there may not exist a definite answer, a few general recommendations come to mind:

— Firstly, assuming the goal is to model realistic settings, consider choosing a notion with bi-openings,
as messages, encryption randomness, and keys all leak in the real world.

— Secondly, when proving your construction secure in the presence of openings, aim for the highest
possible notion in the hierarchy, and (assuming it falls short of the top), consider providing some
intuition as to why your construction does not reach higher (e.g. it is a standard model construction,
and thus can not achieve simulatability notions with receiver openings; or it is binding, and thus can
not achieve simulatability notions with sender openings; or simply that attempts at a proof ran into
trouble).

— Thirdly, if you are applying PKE as a primitive in a larger protocol, stick to the lower notions
unless you have a good reason to go higher, such as a need to open challenges while staying single-
challenge-bit (ISO), or the need to support message distributions that are not efficiently conditionally
resampleable (SSO). This ensures that the broadest possible set of PKE constructions can be used
to instantiate your protocol.

Ultimately, we hope that this work can provide a helpful framework for comparing and contextualizing
alternative notions of security with openings, and encourage their application in protocol design by
untangling the surrounding literature. For example, as the main usefulness of notions of SOA lie in their
ability to open a subset of challenge ciphertexts to unveil sampled plaintexts to the adversary—even
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when said plaintexts are arbitrarily interrelated—we expect that such notions have the potential to be
particularly useful in the context of threshold cryptography. And yet we are aware of only a single work
to date that applies a primitive achieving a SOA-like notion of security to prove a higher level protocol
secure [17]. We hope the present systematization will help expand this list.

Future directions. We limit our investigation to perfect correctness, as most of the literature cited does
not consider imperfectly correct schemes. However, with the rise of post-quantum cryptography, and
lattice-based schemes in particular, the study of imperfect correctness is of increasing importance, and
we view it as an important open problem to re-establish the relations studied herein in such a setting.

On a related note: several results considered herein rely heavily on (programmable) random oracles,
or similar idealized models, which necessitate quantum upgrades such as the quantum random oracle
model (QROM) [20] in order to be able to claim post-quantum security; thus re-establishing results in
the post-quantum setting provides an intriguing double challenge.

Besides confidentiality, related goals have also been studied in the presence of openings, such as non-
malleability [81] and anonymity (key privacy) [80]. While beyond our present scope, we find it would be
interesting and worthwhile to re-establish our hierarchy in these settings, and investigate the notions of
security the four philosophies give rise to when combined with the various openings.

Roadmap. After laying some groundwork in Sect. 2, we discuss the four kinds of openings in Sect. 3.1,
and the four philosophies in Sect. 3.2. We then move our way up the hierarchy, from multi-user indis-
tinguishability with openings (IND) at the bottom in Sect. 3.3, via indistinguishability-SOA (ISO) in
Sect. 3.4 and simulation-SOA (SSO) in Sect. 3.5, to non-committing encryption (NCE) in Sect. 3.6. For
each, we give a generalized definition stated in a unified formalism, survey other possible choices in the
definitions, discuss the pros and cons in terms of applicability, highlight open problems, give a concrete-
security proof that the notion in question implies the notion below it in the hierarchy, and provide some
historical remarks. Additionally, in Sect. 3.3, we study for the first time notions of transmission, sender
and bi-openings in the a priori indistinguishability setting, which can be modelled with security games
employing more than one challenge bit, and show them to be poly-equivalent to the single- and multi-user
notions of IND-CPA/IND-CCA at a loss linear in the number of challenge bits (tighter in the case of
transmission openings).

In Sect. 4, we map out known relations, in terms of hybridization in the number of users (Sect. 4.1),
implications between notions (Sect. 4.2), and separations between notions (Sect. 4.3). We identify a large
number of open problems along the way, and we close a few. In Sect. 4.5, we discuss a selection of related
notions that have appeared over the years, and where they sit in relation to our main hierarchy.

In Sect. 5 we move on to constructions. We identify in Sect. 5.1 a proof technique, which we name
Bellare-Rogaway Encryption after its (first) inventors [12], which has appeared repeatedly in construc-
tions aiming at the various notions, and with which one can in fact achieve the notion sitting at the
very top of the hierarchy: non-committing encryption with bi-openings (the caveat being that the proof,
by necessity, relies on programming a random oracle). Finally, in Sect. 5.2 we survey what other con-
structions are known to achieve the respective notions, both in idealized models like the programmable
random oracle model (ROM), and in the standard model; Table 2 provides a helpful menu of options.

2 Preliminaries

2.1 Notation

For a positive integer n, we let [n] denote the set {1,...,n}. For a bit string z € {0, 1}*, |x| denotes its
length. For a finite set X, |X| is the cardinality of X. For a list X, X[¢] retrieves the ith element of the list,
and, by convention for an index set Z, X[Z] indicates the list X restricted to the elements whose indices
are contained in Z. For n € Z(, we write X[n] for X restricted to its first n elements, so it equals X[Z]
with Z = [n].

We use code-based experiments, where by convention all sets, lists, and lazily sampled functions
are initialized empty. We use Pr[Code : Event | Condition] to denote the conditional probability of Event
occurring when Code is executed, conditioned on Condition. We omit Code when it is clear from the
context and Condition when it is not needed. In our experiments, we will assume that no oracle calls are
made (by the adversary) with evidently out-of-bounds inputs (e.g. list indices or key handles).

In our (pseudo)code, we denote with x < y the deterministic assignment of y to the variable 2z and

use the shorthand X <= z for the operation X + X'U{x} and X <— 2 for appending the element 2 to a
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list X. Furthermore, we use the shorthand x <$ X to denote uniform sampling from the finite set X and
2 +$ Y (-) for assigning the output of the probabilistic algorithm Y to x. We can make the randomness
r of Y explicit by writing « - Y(-;r), for previously sampled r.

We will also consider stateful algorithms, for instance when we write m <% M, (a) the algorithm M
takes as state s and as input the value o and outputs m, but it may change its state s as part of its
processing (code-snippet taken from Fig. 8).

2.2 PKE Syntax

A public-key encryption scheme PKE consists of five algorithms. The probabilistic parameter generation
algorithm PKE.Pm on input a security parameter A outputs shared, public system parameters pm (these
might for instance be the description of an elliptic curve group with generator for an ECDLP-based
system); we use the shorthand PKE[)A] for a concrete instantiation of the scheme for the given security
parameter. The probabilistic key generation algorithm PKE.Kg on input pm outputs a public/private key
pair (pk, sk); without loss of generality, we assume that any algorithm that receives pk implicitly receives
pm as well, and any algorithm receiving sk also receives pk. The probabilistic algorithm PKE.Rnd on
input pm samples random coins r for encryption. Subsequently, the deterministic encryption algorithm
PKE.Enc on input a public key pk, a message m € M and randomness r outputs a ciphertext c¢. We can
also treat PKE.Enc as a probabilistic algorithm by folding in the randomness generation by PKE.Rnd,
simply writing ¢ <% PKE.Encpc(m). Finally, the typically deterministic decryption algorithm PKE.Dec
on input a private key sk and a ciphertext ¢ outputs either a message m € M or some failure symbol
L. Henceforth, we assume that the message space M consists of (a subset of) arbitrary, finite length bit
strings, i.e. M C {0,1}* (which includes fixed-length binary representations of an algebraic structure).
In addition, ciphertexts are typically bit strings whose length depends on, and hence leaks, the message
length.
We typically assume the schemes to be perfectly correct, so

Pr[r < PKE.Rnd(pm) : PKE.Decg (PKE.Encyk(m; 7)) =m] =1
for all parameters pm, all key pairs (pk,sk) generated by PKE.Kg(pm), and all messages m € M.

Remark 1. Some modern schemes, like LIWE-based ones, allow a small probability of incorrectness, where
decryption of an honestly generated ciphertext may occasionally return a wrong message or fail. Some
classical schemes, such as hybrid KEM-DEM ones, may return distinct error messages (e.g. a KEM
failure Lkem versus a DEM failure Lpgm). Other schemes might loosen the link between message length
and ciphertext length to partially hide the former [51,110]. To deal with these more general scenarios,
some of the security definitions might require some subtle changes (beyond pure syntactical ones) to best
capture the changed reality; moreover, even when the definitions remain the same, security proofs might
rely on perfect correctness. While we occasionally highlight specific challenges when faced with a more
general scenario, we stress that results shown to hold for single-error, length-regular, perfectly correct
schemes do not automatically port to either of those more general scenarios. Specifically, whether known
results on SOA and NCE still hold in the imperfect correctness scenario is unclear and we leave open
the challenge of re-establishing relations in a setting with imperfect correctness.

Open Problem 1. How are known security definitions and their relations affected when lifted to a
setting with imperfect correctness, multiple error messages, or deviations from length reqularity?

2.3 Security Notions

Concrete advantages. Most security notions can be phrased in terms of an adversarial goal and the
adversary’s powers. This separation in goals and powers is reflected in the notation GOAL-POWER,
such as IND-CPA for indistinguishability under chosen plaintext attacks.

We are primarily concerned with indistinguishability-style notions that task the adversary with guess-
ing a single bit. These notions are modelled by a distinguishing experiment Expﬁ?(aégi Wer(A) that, at the
end of the game, either outputs true (if the adversary guesses correctly) or false (if not), leading to a
distinguishing advantage (Def. 1). We will occasionally conflate the Boolean values true and false with
the bits 1 and 0, respectively, and some games may manipulate the adversary’s output prior to checking
its guess, for instance to ensure that “bad” adversarial behaviour cannot be advantageous.
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Definition 1 (Distinguishing advantage). Let PKE[)\] be given and let Exp%ﬁ’(aé"[ii‘f‘_'?r(A) be a distin-
guishing experiment for the notion GOAL-POWER, where the dots represent other possible dependencies
of the notion (such as simulators or message samplers). Then an adversary A ’s distinguishing advantage
is defined as
Advﬁiaé'[ii‘ffr(llk) =2-Pr [Expg‘l’fé'[i]"“.‘.’.er(ZA) —1.

Unless otherwise stated, all our notions, including single-user notions, are multi-challenge, modelled by
one or more challenge oracles (that depend on the bit to be guessed). Their precise formalizations depend
on the underlying philosophy related to capturing “nothing leaks” (see Sect. 3).

Many powers are associated with a helper oracle, like the decryption oracle D used to model chosen
ciphertext attacks (CCA), or the various opening oracles (see Sect. 3.1). As part of the goal, we prefix
notions by the number of users k and/or challenge bits 3, and as part of the powers we postfix notions
by the opening oracles available to them (¢, ©, x or ®), see Table 1. If x resp. § is set to one we typically
omit the prefix, and likewise the postfix absent openings.

Although our focus will be on CPA and CCA security, there are many other powers sitting in between
in strength. Without going into details, these include plaintext checking attacks (PCA) [101], ciphertext
verification attacks (CVA) [39, 88], constrained chosen ciphertext attacks (CCCA) [74], and replayable
chosen ciphertext attacks (RCCA) [32]. In the context of selective opening attacks, the CPA and CCA
worlds display some remarkable divergence, raising the question where the various intermediate notions
would sit.

Whenever possible, we state results using the concrete security approach. Thus, advantages are studied
directly without a clear concept of what entails “security”. Furthermore, advantages are well-defined
without having to specify whether, say, a simulator may depend on the adversary or vice versa. Of course,
when providing concrete reductions, the order of quantifiers does matter and speaks to the generality of a
reduction rather than to the strength of a notion. A good, concrete reduction will result in a bound that,
when combined with contemporary cryptanalytic hardness estimates of any underlying problem, results
in concrete parameter choices for the scheme, targeting any desired security level. A good, concrete
reduction should also be instrumental to derive asymptotic security statements as corollaries.

For simplicity, we will assume that adversaries will always terminate and do so with correctly format-
ted output; similarly, we assume adversaries respect the input—output interface of their oracles. These
conventions are without loss of generality as the format checks could easily be added explicitly without
yielding the adversary any additional advantage; the termination is implicitly captured by bounding the
number of oracle calls an adversary may make and, if need be, modelling the adversary as a random
system instead of an algorithm.

The asymptotic alternative. For asymptotic security, algorithms are modelled as uniform, proba-
bilistic interactive Turing machines (ITM) that should work for all A. An algorithm is deemed efficient if
its ITM runs in worst-case time polynomial in A; a scheme is defined secure for a given security notion if,
for all efficient adversaries, its advantage is negligible in the security parameter A [53]. For more compli-
cated notions, we also need to resolve further dependencies (the “...” in Def. 1) and here, the order of
quantifiers—whether a simulator may depend on the adversary or vice versa—does play a crucial role in
defining the strength of a particular definition of security. Moreover, for security notions defined relative
to message samplers, these samplers will be restricted to (efficient) classes for which security holds.

As a scheme can be secure or not in the asymptotic setting, the conditions under which a notion
is achievable becomes a topic of study. Relatedly, we will also meet several impossibility results, saying
that security under a notion is unachievable for all schemes (relative to some general conditions).

Comparing security notions. Both in the concrete and asymptotic settings, security notions can be
compared with one another, but often with slightly different purposes. In the concrete setting, bounds
are explicit and what they look like matters. For instance, if a reduction has a security loss factor 1 with
little to no computational overhead, then the reduction is tight and, if there are tight reductions in both
directions, then the notions are tightly equivalent. If a bound, tight or otherwise, cannot be improved
upon (for instance there is a matching attack or metareduction), then the bound is sharp.

In the asymptotic setting, the emphasis is usually on implications, which is shown by the existence
of a polynomial reduction, i.e. one whose security loss and computational overhead are polynomial
in the security parameter. If there are polynomial reductions in both directions, then the notions are
(polynomially) equivalent. If a security notion is not implied by another, then a separation may be shown,



SoK: Public Key Encryption with Openings 9

for instance by providing a (conditional) counterexample: a scheme that fulfils the definition of a PKE
and can be proven secure under one notion, but for which there is an efficient adversary with a significant
(typically overwhelming) advantage under the other notion.

If there is an implication in one direction and a separation in the other, then one notion is strictly
stronger than the other; if there are separations in both directions, then the notions are incomparable.
If there is neither an implication nor a separation between two notions, there is work to do!

Concrete security, specifically tightness and sharpness of bounds, only really becomes relevant when
implications are known to exist. For instance, a priori indistinguishability with openings (Sect. 3.3) is
polynomially equivalent to IND-CCA, but not tightly so, and is therefore only of interest in a concrete
security setting. The remaining philosophies with openings have on the other hand been almost exclu-
sively studied in the asymptotic setting, and the map of relations given in Fig. 16 is built on polynomial
implications and separations.

Several of the security notions are furthermore defined relative to message samplers and /or simulators.
In the concrete setting, reductions are then given relative to concrete samplers/simulators (see e.g.
Thm. 4). In the asymptotic setting, they are instead quantified over as part of the definition of security,
and implications between security notions are given relative to classes of samplers/simulators. Thus the
asymptotic setting facilitates more general reductions, at the cost of concreteness.

We generally prefer the concrete approach over the asymptotic approach where possible. We state
our results accordingly, but revert to the asymptotic mindset for the purpose of recalling many known
results. We strive to make it clear from context and language usage which mindset we are working in
at any time (e.g. tightness/lossiness in the concrete setting, implications/separations in the asymptotic
setting).

Most of the reductions we consider are black-box, in the sense that they treat the adversary they build
upon as a black-box. Furthermore, for generality, we often state that our reductions are type-preserving,
which means that the type of queries the reduction makes, matches those of the underlying adversary.
Type-preserving reductions are convenient to show simultaneously that, for instance, both CCA security
of one flavour implies CCA security of another flavour and CPA security of that one flavour implies CPA
security of that other flavour.

3 Confidentiality with Openings

3.1 Four Kinds of Opening

In a system with many users, one would like a guarantee that uncompromised traffic remains confidential
even if a subset of the users are compromised. We will address different confidentiality guarantees in the
next section and first explore user compromises themselves. Typical deployment of PKE involves two
distinct user roles: that of sender and that of receiver. Their compromises need to be modelled separately,
leading to four distinct flavours of openings.

Transmission openings. The weakest form of opening allows an adversary to open challenge cipher-
texts to retrieve the underlying message. It differs from a chosen ciphertext attack as it specifically targets
challenge ciphertexts, which are explicitly prohibited for a CCA-style decryption oracle. The notion is
relatively rare, but we include it for completeness. We use the name transmission openings, let 7 denote
the transmission opening oracle, and indicate its presence with the suffix ¢.

Transmission openings can model partial compromises on both sender and receiver end: a sender
might still have (a copy of) the message lying around, but have erased the ephemeral randomness used
to encrypt; a receiver might take strong measures not to leak its long-term private key but might not
care too much about the contents of a single message leaking.

The added power of the transmission opening oracle to an adversary appears minimal, in contrast
to the stronger sender and receiver openings that we will discuss next. Indeed, Bellare and Yilek [16]
(henceforth BY12) showed transmission-SOA equivalent to IND-CPA in the context of simulation-based
selective opening attacks (which we will consider as a posteriori simulatability in the next section),
see Sect. 4.2. Similarly, for a priori indistinguishability, we show that the added power is minimal (see
Thm. 2), while for a priori simulatability, a transmission opening oracle would not add anything to the
notion (as the adversary already knows the plaintext, see Def. 7).
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Sender openings. Here an adversary can open any challenge ciphertext to receive both the message
and underlying randomness; it models the compromise of a sender incapable of securely erasing said ran-
domness. The study of SOA started out as a study of security in the presence of randomness reveals [41],
as motivated by the setting of multi-party computation, where erasures are notoriously tricky [10].

Sender openings can be considered in a multiple-senders/single-receiver setting, so there is only one
public—private key pair, yet the opening is per ciphertext. We let S denote the sender opening oracle,
and indicate its presence with the suffix ©.

Compared to transmission openings, and depending on the formalism, sender openings are much
harder to deal with formally: the core technical difficulty sits with the committing property of most
encryption schemes, as any adversary receiving the randomness and message corresponding to a challenge
ciphertext can re-encrypt to verify that challenges and openings are consistent.

Receiver openings. An adversary who fully corrupts a receiver will obtain that user’s private key. These
kind of openings are found in both the multi-user literature [2,3,85] and the SOA literature [9,63,91].

For the latter, it is customary to reveal not just the private key, but also all the challenge messages that
were encrypted under the corresponding public key. For us, receiver openings will only reveal the private
key. For perfectly correct schemes, this choice is without loss of generality, as evidently, an adversary
with access to both a ciphertext and the private key can simply run the decryption algorithm to obtain
the originally encrypted message. When perfect correctness is not guaranteed, having one oracle that
only reveals the private key and another that reveals the messages (cf. transmission openings) should
result in a finer-grained notion.

We let R denote the receiver opening oracle, and indicate its presence with the suffix *. For receiver
openings to be meaningful, one should consider multiple receivers; we let k indicate the number of
receivers (used as prefix for security notions). As for sender openings, the core difficulty of receiver
openings is the adversary’s ability to verify that challenges and openings are consistent.

Bi-openings. Finally, an adversary might be granted access to both sender and receiver opening oracles
(and thus also transmission openings), as indicated by the suffix ®. Bi-openings have been the standard
in the NCE setting from the get-go [6,29], but only recently appeared in the SOA literature [91].

3.2 Four Philosophies of Confidentiality

To contrast and compare different confidentiality notions with openings, we first revisit four different
philosophies to formalize confidentiality without. All four approaches aim to capture that an adver-
sary “learns nothing” and hark back to Shannon’s concept of perfect secrecy and its (near) equivalent
notions [107]. The notions split in two, depending on whether they are indistinguishability versus simu-
latability based, and for both we consider an a priori and an a posteriori variant (see Fig. 1). We next
describe each, going roughly in order of increasing strength.

A priori indistinguishability. In the information-theoretic, symmetric setting (where M consists of
fixed-length bistrings) the idea is that, given any two messages, the same distribution over ciphertexts
is induced, which can be formalized by stating that, for all mg and m; (and c),

Pr[C=c|M=mo]=Pr[C=c|M=m],

where the probability is primarily over the choice of the secret key. In the computational, public key
setting, the formalization differs, leading to classic left-or-right indistinguishability: an adversary, given
access to a single public key pk, selects two (equal length) messages mg and mq, receives the encryption
of one of them under pk, and needs to figure out which one. Generalizations to allow multiple challenges
and multiple users [7] form the basis for multi-user indistinguishability with corruptions (k-IND-CPAx
and k-IND-CCAx, see Sect. 3.3).

A posteriori indistinguishability. Here the concept is that, given a ciphertext, any two messages are
equally likely. In the information-theoretic setting, it can be formalized as

PrlM =mg |C=c]=Pr[M =my |C=c],
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which hides a dependency on the message distribution underlying M: the notion can only be satis-
fied iff the a priori distribution on the messages is uniform (in which case it is equivalent to a priori
indistinguishability via Bayes’s theorem).

For a computational PKE version, consider an experiment where an adversary specifies a message
distribution M over M C {0,1}*. The game would sample a message mg according to M and encrypt
myo to obtain ciphertext c¢. It would then sample a second message m; according to M, conditioned on
|mo| = |ma]. Finally, the game returns (m, ¢) to the adversary, who has to guess b.

A posteriori indistinguishability is rather a rare notion for PKE, nonetheless it is the route taken
for indistinguishability-based notions of selective opening attacks (ISO for short, see Sect. 3.4). In order
for the notion to imply IND-CPA, however, the adversary should be allowed adaptive control over the
distribution. In the concrete setting, we define the notion relative to a conditional resampler. In the
asymptotic setting, this conditional resampler causes a bifurcation of the notion depending on whether
said resampler can be efficiently implemented (effectively restricting the message samplers) or not.

Remark 2. While rare for PKE, a posteriori indistinguishability is reminiscent of standard notions of
indistinguishability for KEMs, in which the adversary, given a ciphertext, must distinguish between
the encapsulated symmetric key and a freshly drawn key [37]. With transmission openings, a posteriori
indistinguishability closely matches Enhanced IND-CPA/IND-CCA for KEMs, in which the adversary
receives challenge ciphertexts and is given the choice of whether to open it, revealing the encapsulated
key, or to challenge it to receive either the encapsulated key, or a freshly drawn one [57].

A posteriori simulatability. Shannon’s definition of perfect secrecy captured that, given a ciphertext
¢, each message m is as likely as it was before seeing ¢, or more formally

Pr[M =m |C =c¢] =Pr[M =m]|;

again there is a dependency on the message distribution, but this time it can be arbitrary (so it is less
troublesome than for a posteriori indistinguishability).

Perfect secrecy captures that, given a ciphertext, nothing should be leaked about the message. Gold-
wasser and Micali [54] famously captured this concept in a computational PKE setting as semantic
security (SEM). Goldreich [53] later refined the notion by introducing a simulator: an adversary outputs
a message distribution M, the game samples m according to M, encrypts m and returns the resulting
ciphertext ¢ to the adversary. Whatever the adversary subsequently computes, possibly using additional
oracles, a simulator should be able to simulate. Some definitional variations are possible [111], based for
instance on whether the adversary outputs only a single bit or an arbitrary output (to be simulated).

Like perfect secrecy, semantic security is arguably the most intuitive notion. Compared to a posteriori
indistinguishability, there is no need to put any onerous restrictions on M, that is on how messages are
sampled (although in the computational setting, it does need to be efficient). Simulation-based notions
for selective opening attacks (SSO) follow this philosophy, see Sect. 3.5 for details.

A priori simulatability. Finally, we can require that the likelihood of observing a ciphertext c¢ is
independent of m, or

Pr[C=c|M =m]=Pr[C =.
In the information-theoretic setting, Shannon already showed this formalization equivalent to perfect
secrecy.

The concept can be reinterpreted to say that, given a message, nothing is learned about the ciphertexts
that might result from encrypting it, which can be captured by saying one can produce, or simulate, fully
convincing ciphertexts without access to the message (before an adversary even gets involved). Hence, a
priori simulatability.

Restricting to chosen-plaintext attacks for PKE, a priori simulatability can be defined by allowing
an adversary to obtain the public key, select a message m, and then either receive an encryption of m
or a simulated ciphertext, with the simulator only given access to the public key and the length of the
message. The most common incarnation of a priori simulatability in the PKE setting fixes the simulator
to simply select a random message of matching length and encrypting it, and the resulting notion is
known as real-or-random indistinguishability (ROR) [8].

Upgrading to chosen-ciphertext attacks, the decryption oracle might have to be simulated as well;
precise formalizations of a priori simulatability can be found in the universal composability (UC) frame-
work [27,90]. When allowing opening oracles, these need to be simulated as well; the resulting notion is
known as (non-interactive) non-committing encryption (NCE), as discussed in Sect. 3.6.
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return b =b
return sk;

Fig. 2. A priori indistinguishability with receiver openings, also known as multi-user indistinguishability with
corruptions.

Discussion. If we exclude a posteriori indistinguishability, then the remaining three notions are all equiv-
alent in the information-theoretic setting, as already proven by Shannon. The same is true in the asymp-
totic computational setting: again excluding a posteriori indistinguishability, IND-CPA, SEM-CPA, and
ROR-CPA are all polynomially equivalent [8,54], as are IND-CCA, SEM-CCA, and UC-CCA [75,111].

A posteriori indistinguishability appears not to have been studied for PKE without openings, although
equivalence for message samplers satisfying conditional resamplability follows from Sect. 4.

3.3 A Priori Indistinguishability with Selective Openings (IND)

The multi-user setting [7] fits within the framework of a priori indistinguishability. Originally, openings
were not considered, yet modelling multi-user security with receiver openings, also known as corruptions
has seen an uptick [2,58,68,92]. Several formalizations are possible, depending for instance on whether
a single challenge bit is used across all x public keys or whether each public key is allocated its own
challenge bit. For receiver openings, we concentrate on the former, more standard approach (see Def. 2).

With only a single challenge bit, the opening of challenges would enable a trivial win and so must be
disallowed. Thus, there is no meaningful notion of transmission or sender opening in such experiments.
Generalizing to multiple challenge bits alleviates this issue: in the following, after recalling the canonical
single-bit multi-user notion with receiver openings, we study a single-user multi-bit notion with sender
openings, which to the best of our knowledge is studied here for the first time. We then collect the pieces
and present the first notion of a priori indistinguishability with bi-openings, which, by allowing both
multiple users and multiple challenge bits, strictly generalizes the prior notions.

Receiver openings. As explained, our formalization of a priori indistinguishability with receiver open-
ings matches canonical notions of multi-user indistinguishability with corruptions, and we adopt a recent
formalization [68].

Definition 2. The x-IND-CCAx advantage Ade}é‘E‘[’/{fca*(A) of an adversary A against public key en-
cryption scheme PKE[A] is the distinguishing advantage against the game Expgki’,_é‘[iﬁ““*(ﬁ) (see Fig. 2).
Uses and Limitations. By a straightforward hybrid argument, the multi-user setting with receiver open-
ings is implied by the single-user setting with a  tightness loss, which entails polynomial equivalence [7].

For concrete instantiations, there are schemes known to be tightly secure in the multi-user setting
with corruptions in the programmable random oracle model (see Sect. 5.2). The notion furthermore
benefits from ease of composition, e.g. in constructing tightly secure hybrid encryption from a KEM and
a DEM [92].

The main limitation of the notion is its segregation of opening versus challenging: adversaries can-
not gain any advantage through both challenging and opening a user, as enforced by overwriting the
adversary’s output with a uniform value in the final stage of ExpS}éE‘[&fca*(A). This makes the notion
inadequate for e.g. threshold security [105], for which security should hold as long as not too many
challenges are opened.

Opening challenges. Employing multiple challenge bits, opening challenges becomes a viable strategy,
provided the adversary outputs an uncompromised bit handle and guess at the end. For receiver openings,
each user may for instance be associated a challenge bit; so that users can now be both challenged and
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Experiment Expgzg&cme(ﬂ%) Oracle &(i, mo, m1) Oracle 7 (j)

Vielgbi <5 {0,1} if |mo| # |m1| : return ¢ (i, m,r) + E[j]
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Fig. 3. A multiple-challenge-bit a priori indistinguishability game with transmission and sender openings.

corrupted, as long as at least one uncompromised user remains by the end. A KEM version of this
multiple-challenge-bit security notion suffices for a construction achieving tightly (multi-challenge-bit)
secure authenticated key exchange [2].

However, having multiple challenge bits comes with its own set of challenges: in particular, it typically
leads to lossy composition theorems [68,84]. The notion might also remain inadequate for e.g. threshold
schemes, as having multiple challenge bits makes it hard to keep challenges consistent with each other.

Nonetheless, it facilitates the study of transmission and sender (and therefore also bi-) opening in the
a priori indistinguishability setting.

Sender openings. We consider a single-receiver notion without receiver openings and define Avaki'E’d’Cca@(A)
in the vein of Def. 2 using Fig. 3. At the start of the game, § challenge bits are drawn, representing
[ senders. The adversary can learn the value of a challenge bit by opening any challenge for which
mg # mq, which will no longer make for a valid guess. The notion is implied by the single-user notion
(Thm. 1), essentially through a guessing argument, leading to a tightness loss linear in the number of
challenge bits.

A comparable loss, namely the x security loss from IND-CCA to k-IND-CCAx is known to be sharp,
both in the sense that there are schemes that meet the bound [7], and through meta-reduction showing
that no black-box reduction can achieve a better bound [3]. One can wonder whether Thm. 1 is similarly
sharp, as expressed in Open Problem 2.

Open Problem 2. How sharp is the bound of Thm. 17

Theorem 1. Let PKE[A] be given. Then there is a type-preserving black-box reduction Bing such that,
for all Ag,

AdVERES 7 (Ao) < 8- AdVERELS] (Bina)

The runtime of Bing is upper bounded by that of A plus g encryptions and qq decryptions, where g
and qq are Ag’s number of challenge oracle calls and decryption oracle calls respectively, and some small
overhead.

Proof. The proof relies on two lemmas (stated and proved below), that together imply the stated result.
The first one, Lemma 1, shows that 1-IND-CCA® (Fig. 3 with f = 1) implies S-IND-CCA® with a
[ tightness loss. The second one, Lemma 2, shows that when there is only one challenge bit, trans-
mission/sender opening oracles do not help the adversary at all; in that case IND-CCA tightly implies
1-IND-CCAO®. O

One could of course chain the reductions from the proofs of Lemma 1 and Lemma 2 in an attempt to
create a more direct proof of Thm. 1. In essence, such a combined reduction would still make an initial
guess i’ on which sender 7 the adversary will end up attacking, forwarding challenges to its own challenge
oracle whenever a challenge is asked on that handle and otherwise simulating the oracles off-line. The
question though is what the reduction should do in the event that a challenge constructed under the
guessed bit handle is requested to be opened. It cannot simulate either opening oracle honestly, and
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Reduction Ci¢ (pk) If Ao calls Ea (i, mo, m1) If Ag calls T(5)
i < [B],k <+ 0 ifi=1": (i,m,r, k) < E[j]
Vzg[g]\zrbi —$ {0, 1} k< k+1 ifi=1"":
(i,b:) +s AZP TS (pk) €< Ec(mo,m1) m < To(k)
ifi=d b+ b E<— (i, L, L,k) return m
i, else :
else :b+<+s{0,1} i If Ag calls S(j)
5 if |mo| # |ma| :returné 2 7MW
return b ) .
7 % PKE.Rnd(pm) (i,m, 7, k) < E[j]
If Ag calls D(c) ¢ < PKE.Encpi(ma,; 1) ifi=i:
Y m,r) < Sc(k
if c € C : return # Ce—c (m,7) ()
— . return (m,r)
m < Dg(c) E < (i, mp,,7, L)
return m return c

B-ind-cca®

Fig. 4. The reduction C;¢ simulating ExpPKE[)\] for Ag.

an inaccurate sender opening oracle is easily noticed by the adversary, so aborting the simulation (as
the combined reduction would do) seems the natural option. Analysing the advantage of this guess-and-
occassionally-abort reduction is doable with a sufficiently fine-grained case-analysis, but splitting the
analysis in two Lemmas with their own reductions seemed the more modular and cleaner approach.

Lemma 1. Let PKE[A] be given. Then there is a type-preserving black-box reduction Cyiq such that, for
all Ag,

3-ind-cca® 1-ind-cc
Advpeinr ™ (Ae) = B+ Adviiii®(Cro) -
The runtime of Cig is upper bounded by that of Ag plus q. encryptions and qq decryptions, where g
and qq are Ag’s number of challenge oracle calls and decryption oracle calls respectively, and some small
overhead.

Proof. The reduction Cq¢ (Fig. 4) makes a guess ¢’ at the bit handle that A will end up attacking,
forwarding challenge and opening oracle calls relating to that bit handle to its own oracles, and simulating
the remaining challenge and opening oracle calls off-line. Decryption oracle calls are forwarded except if
they involve a ciphertext issued as a challenge, in which case # is returned instead, as usual. Once Ag
halts with a guess (%, l;l), C1e checks whether the handle matches its guess, halting with b; if yes and
with a uniform guess otherwise.

As the simulation is perfect even if Ag asks to open a challenge produced under the guessed bit
handle, C;g’s guess i’ is information-theoretically hidden from Ag, thus

Furthermore, if €1 guessed incorrectly then its random bit b will be correct half of the time, so

ind-ccaG L 1
Pr [Expé’é’é‘f:\‘]:“o(([h@) ‘ i# 'L’] =5

whereas if €15 guessed correctly, its winning probability matches that of A, regardless of whether or
not b; got compromised (if it did, the respective game mechanisms force the experiments of both Ag
and Ci¢ to a comparison with a uniform random bit):

Pr [Expé}i’é‘ﬁm@(ﬂjm) ‘L = i'] =Pr {Expgzggf”@(lA@)] .

Using these observations, we can express Ci¢’s winning probability as
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Pr[Expfesse™® (C10)| = Prli = 7] Pr [ Bxphaihe™® (Cro) | i = 7
+ Prli 1] Pr [Explihse™® (Cro) | i £ 7

1 -ind-cca; . .
=3 Pr[ExpéKE‘f/\] O(C10) )z = z’} +(1—

1 (oot 1)
and thus, after applying Def. 1, its advantage satisifies
Adviind-cea® (@ ) = 9 (1 <Pr[Exp€;E?;\]cca®(A@)] - 1) + 1) —1
i 2) "2
= % (2 Pr [ExpgK‘E?;wQ(/A@)] )
_ %Adv[i—ind—ccaQ(lAQ).

1-
27

O

Lemma 2. Let PKE[)\] be given. Then there is a type-preserving black-box reduction Bing such that, for
all Cy, 4
AV (0)) = AdVESETS! (Bina) -

The runtime of Ci¢ is upper bounded by that of Bina, plus some small overhead.

Proof. The reduction Bj,q simulates the game honestly by forwarding oracles up until the point that
one of the opening oracles is called, at which point Bj,q aborts the simulation and outputs a uniform
guess. Let bad denote the event that an opening oracle is called. We have that

Pr [ EXpAESS] (Bina) | ~bad | = Pr[Exphelii ™™ (C1o) | bad]

and
ind-cca 1
Pr [ ExpiEis] (Bina) ‘ bad | =
If €1 calls one of its opening oracles, the real game will overwrite its guess with a uniform guess, and
SO
Pr[Exppahi™® (Cro) | bad | = 5

allowing us to conclude

Pr [Expg;?g;?(]smd)] —Pr [Exp},-,yg[l;TC'dQ(a:l@)]
= AdVEREL] (Bina) = Adveey ™ (Co)
O

Transmission openings. Fig. 3 simultaneously serves to define advantages for the S-IND-CCA¢ and
B-IND-CCA notions (by omitting S for the former and both & and T for the latter). The notions
B-IND-CCA and IND-CCA are tightly equivalent absent opening [68, Thm. 1]. Thus it is the reveal
of messages and randomness, as opposed to the additional challenge bits, that gives the notions their
strength, as the proof of tight equivalence fails in the presence of sender or transmission openings.

For transmission openings, we are able to show an almost tight equivalence to IND-CCA, losing only a
factor 2 in one direction, while being trivially tight in the other direction. We conclude that transmission
openings are of little interest in the a priori indistinguishability setting, adding at most a completely
marginal strength.

Thm. 2 is inspired by BY12’s proof of equivalence of IND-CPA and SSO-CPA¢ and shows that
[-IND-CCA¢ is implied by ROR-CCA within a factor 2. Recall that ROR-CCA also implies IND-CCA
within a factor 2 [8], leaving open the possibility that S-IND-CCA¢ and IND-CCA are in fact tightly
equivalent (Open Problem 3, see also Fig. 5).
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B-IND-CCA®
-3 (Thm. 1)
B-IND-CCA % IND-CCA $——— B-IND-CCA®
[68] 2

-2 (8] 2 (g\x(\‘.

ROR-CCA

Fig. 5. Relations among the single-user single- and multi-bit notions of indistinguishability, with and without
sender /transmission opening. (Double arrows = tight.)

Reduction Bior(pk) If A, calls Ea(i,mo, m1) If A, calls 7(j)

Vierpdi < {0,1} if |mo| # |ma| : return £ (i,m) < E[j]
G, d‘l) s Ai’D’T(pk) ¢« Es(ma,) T
ificZ:d;+s {0,1} E — (i,ma;) return m
b« —(d; = d;) return c

return b

r-ind-ccao

Fig. 6. The reduction B.o, simulating Exppye(x“*® for Ao. (The decryption oracle is simply forwarded.)

Open Problem 3. Are IND-CCA and B-IND-CCA® tightly equivalent?

Theorem 2. Let PKE[A] be given. Then there is a type-preserving black-box reduction Byoy such that,
for all A,

Advgkhéc[i):]ccao(Ao) <2. Adv'goééc[g\é]‘(Bror) .

The runtime of By, is upper bounded by that of A, plus some small overhead.

Proof. Reduction By, is given in Fig. 6 (the D oracle is simply forwarded). Denote by b the challenge
bit that B, is tasked with guessing, with b = 0 corresponding to “real” and b = 1 to “random”. We
will bound its advantage next.

Intuitively, if A, returns a compromised bit handle, then its S-IND-CCA¢ advantage becomes 0; in
this case By, overwrites A,’s guess with a uniform value, thus also gaining advantage 0 and equality
holds. Otherwise there are two cases: either b = 0, in which case the simulation is completely faithful, or
b =1, in which case all uncompromised d; are information-theoretically hidden from A,. The reduction
makes the guess b = 0 (real) if A, makes a correct guess and b = 1 (random) if not.

Let us look at each case separately: for b = 0,

Pr [Expf;':,'{éc[i\‘]‘(IBl.o,.) ) b= 0] —Pr [13 =0 ‘ b= 0]
:Pr[di =d; b:o}
= Pr[Bxpfieh ™ (A0)]

where the final equality holds due to the simulation being completely faithful. For b = 1,
Pr[Expf;’“]’{éc[iT(Bror) )b = 1] —Pr [13 =1 ‘b - 1]

:Pr[dﬁédi b:l} :%,

where the final equality follows from unopened d; being information-theoretically hidden from A, and
opened d; being supplanted by a uniform bit by the reduction.
Inserting the distinguishing advantage (Def. 1) and reordering yields the statement. O
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Experiment Exp,(,';’g[k]i"d'“a®(A) Oracle &(i, §,mo, m1) Oracle T (k)
Vjepbs <8 {0,1} if |mo| # |m1| : return £ (j,m,r) < E[K]
pm <5 PKE.Pm()) Kj <2 T

Vie(x) (Pk;; sk;) <= PKE.Kg(pm) r s PKE.Rnd(pm) return m

(4, by) s ASPTISR(Gu pk,.) ¢ PKE.Encp, (ms;;r)

if 3i e K;NT by +s{0,1} E < (j,ms,,7) Oracle S(k)
if jeJ: b «s{0,1} G c (4, m,7)  E[K]
return b; = b; return ¢ T

return (m,r)
Oracle D(i, ¢)

if c€ C; : return ¢ M

u .
m < PKE.Decg, (c) T+
return m return sk;

Fig. 7. A priori indistinguishability with multiple challenge bits and bi-opening.

Bi-openings. With multiple users and multiple challenge bits, it is possible to model bi-opening in the
a priori indistinguishability setting. For full generality, users and challenge bits should be decoupled;
otherwise, if each user is allocated a separate challenge bit, it is unclear if the resulting notion is really
stronger than single-bit indistinguishability with receiver opening [68]. Thus, the adversary is now free
to choose which user to challenge and under which challenge bit the challenge should be constructed.
What we end up with is a so-called “free-bit” notion, matching recent formalizations [68,85] except for
the addition of a sender and a transmission opening oracle.

Definition 3. The (k,8)-IND-CCA® advantage Advg,':gg[);j"dfcca@(/A) of an adversary A against public
key encryption scheme PKE[)] is the distinguishing advantage against the game Expgli’gm"d'cca@(/.@) (see

Fig. 7).

The notion is implied by IND-CCA with a & - § tightness loss, which follows from it being implied by
Kk-IND-CCAx with a 8 tightness loss as we show next.

Theorem 3. Let PKE[A] be given. Then there is a type-preserving black-box reduction By such that, for
all Ag,

K,B)-ind-cca K-ind-ccax
AV (B) < B AdVEREST™ (B.)

The runtime of By is upper bounded by that of Ag plus q. encryptions and qq decryptions, where q. and
qa are Ag’s number of challenge oracle calls and decryption calls respectively, and some small overhead.

Proof (sketch). The proof is essentially the same as that of Thm. 1, except with multiple users, and it is
again useful to split it up in the equivalent of Lemma 1 and Lemma 2: at the outset the reduction, playing
(k, 1)-IND-CCA®, guesses a bit handle j” and simulates (k, 8)-IND-CCA® by forwarding challenge calls
using that bit handle to its own challenge oracle; it simulates non-matching oracle calls using the public
keys and encrypting honestly. Once again, the simulation is perfect, even in the event that a call to an
opening oracle would compromise b;: and, as before, the probability that the guess matches the returned
handle is Pr[j = j'] = /8, leading to the stated tightness loss. Finally, we can show that a reduction
playing x-IND-CCAx gains the advantage of any adversary playing (k, 1)-IND-CCA® by simply aborting
the simulation and outputting a uniform guess in the case that the challenge bit is compromised through
opening. O

3.4 A Posteriori Indistinguishability with Selective Opening (ISO)

A posteriori indistinguishability, as described in Sect. 3.2, is defined relative to a message sampler M:
rather than choosing challenge messages mo and my, the adversary is allowed to affect the sampling
through input .. During a subsequent challenge phase, the adversary receives either the originally sam-
pled message(s) or a resampled version thereof. The concept lends itself well to modelling opening attacks:
the resampling can be refined to conditional resampling, thus ensuring consistency with the opening and
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Experiment Exp;;ég‘[’;j‘jf}l%(z@) Oracle &(i, @) Oracle 7 (j)
b+«s{0,1} if challenged : return /7  if challenged : return #
challenged < false qg+—q+1 T <L j
14054 K¢ return M°[j]
pm s PKE.Pm(}) A
Vielx) (Pk;, sk;) s PKE.Kg(pm) m s Mg (a) Oracle S(j)
bes AZCPTISR(pky o pk,) L [m|,M° < m if challenged : return ¢
return b= b r < PKE.Rnd(pm) T+l
Re—7 return (M°[5],R[j])

Oracle D, ¢) ¢ < PKE.Encyy, (m; )

if c € C; : return ¢

c <Y ¢ Oracle R (i)
m « PKE.Decs, () return ¢ if challenged : return #
return m T,
— i
Oracle C

return sk;

if challenged : return #
challenged < true
for j € [q]

ifKjleZ: T«
M' <5 S(a,L,7,4°[T])

return M’

Fig. 8. A posteriori indistinguishability, also known as indistinguishability SOA, with bi-opening.

avoiding that the challenge bit leaks trivially. Moreover, unlike a priori indistinguishability, the exper-
iment poses no limitations on which ciphertexts may be opened, while simultaneously retaining the
preferred single-challenge-bit structure.

When formalizing an ISO notion, the way in which messages get sampled (and resampled) plays an
important role and, as we will survey shortly, different abstractions are possible. Our notion of ISO-CCA®
uses BY12’s idea of a fixed, stateful sampling algorithm M which, on adversarial input «, outputs a single
message. We generalize BY12’s notion by, in addition to sender and transmission opening, also allowing
receiver opening and chosen ciphertext attacks. Furthermore, we make a syntactical distinction between
the message sampler M and its resampler S. An adversary A’s advantage (against a given PKE) will
be relative to both this message sampler M and resampler S, as made explicit in Def. 4 below. This
definition simultaneously serves to define weaker notions such as k-ISO-CPA9¢, x-ISO-CCAx%, etc., by
changing which oracles the adversary has access to.

Definition 4. The k-ISO-CCA® advantage Ade,éEO[A‘"‘]C,‘\‘A%(A) of an adversary A against public key en-
cryption scheme PKE[)], relative to message sampler M and resampler S, is the distinguishing advantage
against the game Expﬁ]éffiffﬁ,%(ﬁ) (see Fig. 8).

A run of the game proceeds in two stages. In the first stage, the adversary has access to its encryption
oracle &£, as well as to any of its auxiliary oracles (to open and decrypt). Each encryption query will
result in a single challenge ciphertext and the game keeps track of the corresponding encrypted messages
(across queries) in the list M°. The opening oracle(s) will reveal some of M°, either directly through 7 or
S or indirectly through R; the shorthand M°[7], for (M°[j]),c.7, indicates the opened messages.

The second stage commences once the adversary calls its challenge oracle C, which blocks access
to all oracles apart from D; the flag challenged enforces the access control. The challenge oracle itself
creates a full list of resampled messages M! using resampler S and returns either the real or resampled
list, depending on the challenge bit.

To avoid trivial wins, M* needs to be consistent with M® relative to what an adversary trivially learns
about the latter: the opening oracles reveal M°[7] (and J); the queries a, collected in A, carry information
about the distribution; and we usually assume that ciphertext lengths leak message lengths, collected in
the list L. Hence, the resampler S is given the input (4,L, J,M°[J]) to facilitate conditional resampling.
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Ideally, the resampler S samples exactly from the same distribution as M, conditioned on S’s input.
Let S be this ideal, not necessarily efficient, resampler.

Definition 5 (Resampling error). Let M be a stateful sampling algorithm with ideal resampler é, and
let S be a resampling algorithm. Let £ € Zsq correspond to the number of M calls, and define the support
Supp, (M) as the set of all tuples (A,L, T, MO[T)) subject to |A| = |L| = £ that may occur, i.e. for which
there exists an adversary A and PKE scheme PKE such that the probability that ExpS;éEo[}ff,"\’ﬁs(A) results
in (A, L, J,M°[J]) being input to S is non-zero. For (A,L,J,M°[J]) € Supp, (M), let dg ¢(A,L, T, M°[T])
be the statistical distance between S(A,L, J,M°[T]) and S(A,L, J,M°[7]). Then the resampling error of S
is

l 0
s (A= ¢ de (AL M .
S5V = oo By s T ITD

Remark 3. Although BY12 mention the requirement that resampling should result in a distribution
statistically close to the ideal conditional resampler, their formalization differs in a number of aspects.
Firstly, they define ideal resampling algorithmically with respect to the coins of the original samplers;
our approach is more abstract and simply accepts that the relevant conditional distribution is well-
defined. Secondly, they define ideal resampling on inputs outside Supp, (M) to yield L and expect a
resampler to behave the same; we do not pose any demands on the resampler in that case (consequently,
their resampler must be able to distinguish Supp, (M) whereas ours does not). Thirdly, they define the
resampling error in terms of a game played by an unbounded adversary, thus hiding the dependency on /.
As any statistical distance can be realized as distinguishing advantage by an unbounded adversary—and
no unbounded adversary can do any better—their advantage would be more akin to taking the supremum
over { € Zsq of Eg S()\). Finally, their distinguishing game randomly samples parameters according to
the public key encfyption scheme at hand, making their advantage essentially an expectation of the
resampling error over the choice of said parameters.

Compared to BY12, our definition of resampling error Def. 5 has the benefit of being easier to work
with, by avoiding unbounded adversaries that interact in a resampling experiment, and connecting in-
stead to the intuitive language of statistical distance. Due to the slightly different choices made, somewhat
surprisingly the definitions appear technically incomparable; we leave open the task of convincing con-
solidation of the concept of conditional resamplability, especially in relation to the notion of efficient
conditional resamplability (see the “Asymptotic interpretation” paragraph later in this section).

Lemma 3. Let PKE[\] and s-ISO-CCA® adversary A, making at most £ E-queries, be given. Let M be
a message sampler with ideal resampler S and let S be an arbitrary resampler. Then

AR () — AV ()] < o )

Proof. The games ExpS&E’[)\?,ﬁ‘A@S(A) (using S) and Adv;&‘f)\c]":ﬂ%(&) (using $) are identical if b = 0 for
both, and, if b = 1, they are identical until A makes its single call to the C oracle. Moreover, by definition
of the resampling error, the statistical distance between C’s output in the two experiments (using S versus

S) is at most eé S(/\), which therefore bounds the computational distinguishing advantage of any A. [

Alternative samplers. BY12’s stateful sampler differs from more common formulations of selective
opening attacks, where the adversary can directly specify a stateless, multi-message sampler (or distri-
bution), so £ would return a vector of challenge ciphertexts. For convenience, we include some works
from an a posteriori simulation-based perspective in the discussion below, see also Sect. 3.5.

Historically, sender openings and receiver openings had been studied separately, which was reflected
in the samplers as well. For sender openings, typically only a single public key is created (so x = 1),
a vector of ¢ messages is sampled once and subsequently encrypted under this lone public key [10]; in
contrast, for receiver openings, there are k£ > 1 public keys and a vector of exactly x messages is sampled
and encrypted one-each under the x public keys (receivers) of the system [63].

Definitional choices on how messages may be sampled, affect the strength of the resulting notion.
There are two main choices on how sampling is modelled, leading to four possible styles of sampler.

The first choice is between stateless and stateful samplers, where stateful sampling allows message
dependencies across calls to the £-oracle. Intuitively, stateless sampling allows a hybrid argument to
reduce (non-tightly) the number of £-queries to 1 [87], whereas for stateful sampling such a hybrid
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Fig.9. Relations between notions of SOA employing different styles of samplers. (Double arrows = trivial;
purple-dashed = conjectured).

Corollary 1

argument looks challenging (and is in fact not possible, see below). We can make the distinction between
stateless and stateful samplers explicit by their subscript, writing M respectively M.

The second choice asks whether, for each sampling, a single message should be returned, or a message
vector of length ¢. Returning a vector allows for a joint distribution over the messages even when sampling
is stateless. We can make the distinction between single-message and vector samplers explicit by their
superscript, writing M, respectively Mf sy For vector samplers, Fig. 8’s challenge oracle £ takes as its
first input a list I of key handles that the adversary wishes to challenge (€ then samples ¢ = |I| messages
and encrypts each sampled message under the corresponding public key). Existing vector sample notions
often put restrictions on which I are allowed, for instance each key handle exactly once [63] or an ¢-fold
repetition of a single key handle [113].

The four resulting notions and how they relate are presented in Fig. 9. We will argue that stateful
samplers yield potentially stronger notions of security than the more common (stateless) vector sampling.

Our first observation is that for stateful samplers it is irrelevant whether one message is sampled per
oracle call or a fixed number ¢: the two resulting notions are tightly equivalent. Showing that stateful
vector sampling is at least as general as stateful single-message sampling is of course trivial when consid-
ering vectors of length ¢ = 1 (and for £ > 1 one can define Mfs> using its first element to encode M,y and
use some fixed, known message for the remaining ¢ — 1 elements). We show the converse, that stateful
single-message sampling is as general as stateful vector sampling, next.

Lemma 4. Let PKE[A] be given, let Més> be a stateful message sampler (with ideal resampler S) returning
¢ messages per call, and let My be the stateful message sampler sampling from the same distribution
as M‘Z’S> by calling Mfs> initially and then after every Lth call, yet returning only a single message per

call (so for £ — 1 of its calls, My ignores its input). Let §' be M,y s ideal resampler. Then there is a
type-preserving black-box reduction B such that, for all A,
K-is0- ® K-180- ®
AdVPéECfAC]C,;IA§5>,§(A) < AdVPIéE(E)\C]?I?A<S,>,§’ B).

The runtime of B is upper bounded by that of A, except that if A makes q encryption oracle calls, then
B makes ¢ - q encryption oracle calls.

Proof (sketch). Whenever A calls £(I,«), B calls its own encryption oracle £ times sequencing through
I for the ¢ inputs and using the same input « throughout, returning the resulting ¢-length ciphertext
vector. This simulation is perfect as any relations between the sampled messages will be preserved using
the sampler’s internal state. O

As stateful vector-sampling Mé) trivially implies stateless vector-sampling M‘Z) (by ignoring the state),
as a corollary stateful single-message sampling M, implies stateless vector sampling M@ (top-right to
bottom-left in Fig. 9).

In contrast, stateless single-message sampling does not imply vector-sampling, which intuitively fol-
lows from a hybrid argument (see Sect. 4.1).

ISO implies IND. We next present a concrete variation of BY12’s result that ISO security implies IND
security [16, Thm. 4.3]. Specifically, we show that, for a suitably chosen message sampler (see Lemma 5),
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k-ISO-CCAx implies k-IND-CCA* with only a factor 2 loss (the CPA case follows from the reduction’s
type-preservation). In contrast, BY12 only showed that single-sample x-IND-CPA¢ implies single chal-
lenge IND-CPA (with a factor 2 loss), thus our result is both tighter for multi-challenge situations and
more general by allowing additional oracles.

Conversely, general separations in the form of counterexamples are known (see Sect. 4 for details), in-
dicating that a posteriori indistinguishability is a strictly stronger notion than a priori indistinguishability
in the presence of receiver openings.

Lemma 5. Let M,y be the sampler that as input o only takes message pairs (mo,my) subject to both
|mo| = |ma| and my # my. On first invocation (when s = ¢), it draws s <5 {0,1} and, on all invocations,
on input o = (mog, my), it returns ms. Let S be its ideal resampler.

Consider S that on input (A,L, J,M°[J]), first checks whether M°[J] is non-empty. If so, it contains
at least one opened ms drawn from (mg,m1) satisfying mo # my and S sets s’ < s; otherwise it draws
s’ <5 {0,1}. Finally, S sets and returns M' < Ay, where A is interpreted as (Ao, A1) based on the special
form of the a._

Then S =S.

Proof. By inspection.

Theorem 4. Let PKE[)] be given and let M4y be as given in Lemma 5. Then there is a type-preserving
black-box reduction Bis, such that, for all Aing,

AdVEREST ™ (Aina) < 2- Adv;;b‘E"[;jf:Afé(JBm) .

The runtime of By, is upper bounded by that of Ajng.

Proof. Without loss of generality, we may assume that Aj,q does not call Ep(i,mg,my) with either
|mo| # |ma| or mg = mq, nor does it corrupt and challenge on the same key. Technically, one can create
an intermediate reduction Bj,q that runs Aj,q and, playing the same game, forwards everything to its own
oracles but those pointless £ calls, which it can easily simulate by responding with # and PKE.Enc(my),
respectively; if Ajnq makes a call that would trigger K N Z # () then Bj,q samples b «s {0,1} and
terminates with that bit. By inspection, Binq’s advantage is at least Ajna’s (it could be larger for instance
when Aj,q correctly guesses the bit, while having both corrupted a key and challenged it with mg = my).

Let Biso be such that if Aj,q calls Ea (4, mo, m1) subject to both |mg| = |m1| and mg # my, it sets
o = (mg, my) and calls g (7, ), returning the resulting ¢; if A;yg calls any other oracles, By, forwards
the call and returns the result. When Aj,4 halts with a guess §, Bjg, calls C and receives Mb. Since Bigo
can maintain its own perfect copy of A, it can check whether M = A;. If so, Bi, halts with output b =0
(indicating a guess that the returned messages were the real ones), otherwise Big, halts with output
b=1.

We can rephrase Bjy,’s distinguishing advantage

Adviicinrs(Biso) = Pr[é =0 ‘ b= o] —Pr {B =0 )b = 1]

and analyse each term individually. Based on Bis,’s description, the event b=0is equivalent to the
event M = A;.

If b = 0, then M = Aq, so the first term is equivalent to Pr[A; = As | b = 0]. Given that Ay # A; (by
our assumption on Ajnq not making queries with mg = m;y) we can simplify further to Pr[§ = s |b=0].
At this point, the conditional b = 0 becomes irrelevant as it is independent of both § and s (jointly).
Finally, Pr[$ = s] equals Pr [Expg]i‘é([i/{]“a*(ﬂmd)] as, by design of Bis, and M, Aj,q is provided with an
environment that perfectly matches that of Expg;ég?;\fca*(-), where M’s bit s plays the role of the bit Aj,q
has to guess. Thus,

Pr [l; =0 ‘ b= [)} =Pr [Expﬁ;ég‘[iifca*(ﬂmd)] .

If b = 1, then M' = A/, so the second term is equivalent to Pr[A; = Ay |b = 1], which simplifies to
Pr[s$ = s’ |b=1]. As we assumed A;,q maintained X NZ = ( as invariant (for its game), it follows that,
for Big,’s game, J = () and hence S will have drawns s’ uniformly at random, independently of 3. Thus,

. 1
P[b: ‘b:l]:—.
r 0 2
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Putting the pieces together, we obtain
2 AdVERER s (Biso) = 2 Pr[Bxpfthy ™ (Aina)] — 1> AdvERE™ (Asna),

where the final inequality takes into account the intermediate Bj,gq reduction to justify our assumption
on Ajnq’s behaviour (from the beginning of the proof).
|

Asymptotic interpretation. The advantage specified in Def. 4 leads to two potential asymptotic
interpretations: weak ISO and “full” ISO. Full ISO security is achieved for a scheme PKE if, for all PPT
A and all PPT M, the advantage Advsﬁ’g[c)\a]%,é(A) is negligible in A (where of course security for CPA
and other openings are defined dnalogoualy) Importantly, the quantification over the message samplers
M is irrespective of how efficient S might be implemented. For weak ISO security, the class of samplers
is restricted to those for which there exists an efficient resampler S, that is a PPT S such that for all
polynomials poly the maximum resampling error max,<poly(x) eé S()\) is negligible (in A).

Clearly, restricting the class of samplers M as for weak ISO results in a significantly weaker notion, as
further explored by Bohl et al. [19]. There are in fact further gradations in the security notion depending
on how “efficient resampling” is formalized. We already explained the subtle differences between our
formalization of the sampling error and BY12’s. Other works [19, 63] require the efficient resampler to
have zero statistical distance; such a stricter requirement on the resampler leads to a potentially weaker
notion of security.

How ISO is formalized asymptotically (full versus weak) affects how the alternative types of sampling
relate to each other, specifically when interpreting Lemma 4. For Full ISO, an almost immediate conse-
quence of Lemma 4 is that stateful vector sampling and stateful single-message sampling are equivalent:
if M[ is efficient (PPT), then so is the derived My (and vice versa), without having to worry about
the eﬁimency of the ideal resampler. However, for weak ISO, resampling efficiency comes into play and
even if M( 5 ’s ideal resampler S has an efficient resampler S, there is no guaranteee that the same holds

for M(yy’s ideal resampler $’. The main technical difficulty here is that § also needs to deal with mes-
sage vectors that are not a multiple of £ messages and it is possible that “partial” vectors are harder to
resample efficiently (for instance, if the lengths of the missing messages might assist the resampling).

We conclude that, in an asymptotic setting, additional definitional choices increase the number of
possible notions and, lacking clear use cases, determining which notion makes most sense is tricky. For
instance, Full-ISO has mostly fallen out of favour, as allowing inefficient resampling seems to yield an
artificially strong notion of security, with currently no known schemes achieving it (see also Sect. 4.5).

Luckily, even the weakest version of weak ISO allows us to conclude from Thm. 4 that ISO security
implies IND security. Both the message sampler and its ideal resampler used in that theorem (as specified
in Lemma 5) are clearly efficient and hence included in any reasonably class of message samplers (used
to define a flavour of weak ISO security).

Further remarks. ISO-CPA was initially defined relative to message distributions independent of the
public key [10]. Bohl et al. [19] noted that as a result, the notion did not imply IND-CPA; with the
converse being open, the notions seemed incomparable. Allowing message samplers an input « resolves
this issue [16].

Given that (k,3)-IND-CCA® is implied by x-IND-CCAx with a /3 loss (Thm. 3), we may conclude
that k-ISO-CCAx implies (k, 3)-IND-CCA® with a 2 - 8 security loss. In fact, a tighter reduction that
loses only a factor 2 is possible by starting from -ISO-CCA® (instead of k-ISO-CCAx as in Thm. 4),
see Thm. 8 (App. A) for details.

3.5 A Posteriori Simulatability with Selective Opening (SSO)

As explained in Sect. 3.2, the main idea of a posteriori simulatability is to have a simulator Sim simulate
the computations of A without seeing the ciphertexts, thus capturing the idea that the ciphertexts leak
nothing about the plaintexts. Unlike the ISO notion from the previous section, for SSOthe relevant
security game does not contain a conditional resampling phase, making the notion suitable when such
resampling is problematic. A potential downside is that the presence of simulators and distinguishers can
complicate reductions compared to indistinguishability-based alternatives.
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Experiment Expgﬁgf/{iﬁ%im(ﬂ, D) Oracle &(i, @) Oracle T (j)
b+s{0,1} K< i A< o T
s<¢ m s M, () return M[j]
pm s PKE.Pm()) M m
Vielx) (Pk;, sk;) <8 PKE.Kg(pm) r <3 PKE.Rnd(pm) Oracle S(5)
ifb=0: ¢ + PKE.Encp, (m;r)  J o
out s ASP ST (pk ... pk,) RE (¢ e return (M[j],R[j])
for j € [[K|] ifb=0:
’ if b=0:return c Oracle R(i)
ifKjjleZ: T+« else :return |m| —
. T+
else :
i, c t k,
out +=s Sim®7 (pm) —Oracle D(i,) rertr st
b s D(pm, A, M, 7, out) if c € C; : return ¢
return b— b m < PKE.Decy, (c)
return m

Fig. 10. k-SSO-CCA® security game, for which a distinguisher D is tasked with guessing whether it received
the view of adversary A playing the real game or a simulated view (by Sim).

In the CPA setting, with either sender or receiver opening SSO-CPA is known to be strictly stronger
(and therefore harder to achieve) than ISO-CPA [63], and so we place a posteriori simulatability above a
priori indistinguishability in our hierarchy (Fig. 1). With only transmission openings present, the notion
is tightly implied by a priori indistinguishability [16], see Sect. 4.2.

On the other hand, in the CCA setting the relationship between a posteriori simulatability and a
posteriori indistinguishability remains largely open: in particular, while we conjecture that SSO-CCA
implies ISO-CCA with any (matching) openings (see Fig. 16), a proof thereof has to the best of our
knowledge yet to appear, see Open Problem 5.

Our formalization (Fig. 10) is based on BY12’s SSO-CPA® notion, where we added multiple users,
receiver and thus bi-openings, as well as a CCA oracle. The joint advantage of adversary A and distin-
guisher D is therefore relative to the stateful, single-message sampler M (see Sect. 3.4) as well as the
simulator Sim. (The equivalent of Lemma 4, extending to vector samplers, holds also in the current SSO
setting.)

Definition 6. The k-SSO-CCA® advantage Advgksg‘[’ﬁfﬂ%m(ll\, D) of an adversary A and distinguisher
D against public key encryption scheme PKE[)], relative to message sampler M and simulator Sim, is
the distinguishing advantage against the game ExpS’,fE‘[);\fﬂ%m(A,H)) (see Fig. 10).

And so our formalization of SSO comes with three players: the adversary A, the simulator Sim, and
the distinguisher D. In the real game (b = 0), A gets access to the public keys and all oracles, and the
encryption oracle € returns encryptions of the sampled messages. Once the adversary is content, it halts
with some output out. Intuitively, A’s goal is to make it as easy as possible for D to guess correctly, and
without loss of generality A will simply output its view, i.e. the transcript of its interactions with the
game as well as its internal randomness.

In the ideal game (b = 1), the game instead calls Sim who does not get access to the ciphertexts, and
whose goal is to fool the distinguisher, and so Sim will want to do everything in its power to make out
look like it originated from an adversary who did have access to the real ciphertexts. Since we usually
assume that ciphertexts leak message lengths, the simulator does receive message lengths (in place of
ciphertexts) to facilitate its job; additionally, it can open individual messages through the transmission
opening oracle. The sender and receiver oracles are not present as, in the ideal game, there are no keys
to be opened, nor is there any randomness sampled by the encryption oracle.

Eventually, ID makes a decision on whether out was produced by someone with access to the real
ciphertexts and opening oracles or not, halting with a guess b =0 for “real”, or b =1 for “ideal”.
Crucially, the distinguisher receives all the sampled messages M directly from the experiment, in addition
to the real parameters pm, sampler inputs A and list of opened challenges 7.

Remark 4. The strength of the notion is governed by which of these additional inputs D receives directly
from the game, as those inputs effectively bind the simulator to be honest. For instance, denying the
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Experiment Exps;fé[o)i]'f,f,ﬁgm([/&,]])) Oracle £(3, o) Oracle T(j)
b+s{0,1} K<~ i A< a T+
sS4 ¢€ m s M (a) return M[j]
pm < PKE.Pm()) M<—m
Vie(x) (Pk;, sk;) +s PKE.Kg(pm) r <3 PKE.Rnd(pm) Oracle 5(j)
ifb=0: ¢ + PKE.Encg, (m; ) T

out +s ASPSRT (pk ... pk.) R N PLE return (M[j],R[j])
else : ifb=0-:

) if b=0:returnc Oracle R(i)

out s Sim®™"7 (pm) elseif i€ Z:returnm ————
N . I+
b «sD(pm,K, &, M, T, 7, out) else :return |m|

return sk;

return b=1»> Oracle D(4, ¢)
Oracle R’ ()

if ¢ € C; : return ¢

u .
m <+ PKE.Decq, (c) z (_ ‘
return m for j € [[K[]
if K[j] =i : L <— M[j]
return L

Fig. 11. An alternative k-SSO’-CCA® security game, where the simulator Sim’s behaviour is bound by additional
direct inputs (by the game) to the distinguisher D. The simulator has access to its 7 oracle whenever the adversary
has access to S or T (so the ¢, ®, and ® notions) and to R’ whenever A has access to R (so the x and ® notions).

distinguisher access to the list J of opened challenges yields a vacuous notion: a simulator could run
a copy of the experiment with A and, whenever A makes an £-query, Sim would call its own E-oracle,
immediately open that challenge using 7T to receive the underlying message, and then simply encrypt that
message to obtain a ciphertext to return to A (and eventually Sim uses A’s out as output). Conditioned
on only pm, A, and M, this simulator’s out will be identically distributed to that of a real adversary.

For receiver openings, our mechanism only provides the distinguisher with the indices of the mes-
sages that were opened as a logical consequence of revealing private keys. Instead, one could provide the
distinguisher directly with the list Z of the opened keys [63], plus the information (K) needed to identify
which ciphertexts were encrypted under which key (for past single-shot, stateless vector sampling for-
malizations, restrictions on & typically made K superfluous). In the case of bi-openings, one would then
provide both the list Z and J to an adversary [91]. For completeness, we have included the alternative
notion k-SSO’-CCA® in Fig. 11, that captures this finer-grained mechanism in the context of adaptive,
stateful sampling.

Considering sender openings only, Bellare, Hofheinz and Yilek [10] opt for another mechanism instead:
their advantage statement is parameterized by the number of openings allowed and both the adversary
and simulator are restricted to making at most that many openings (the restriction on the number
of openings made by the simulator is not made explicit in the published versions [10,69], but follows
from one of the full versions [14]). Inspired by this mechanism, one could in our formalism replace the
distinguisher’s input J by only the cardinality || of said list; effectively, it allows the simulator a bit
more freedom to deviate from what an adversary is doing, but not enough to render the notion vacuous
as above.

Not providing D with the parameters pm gives an alternative, weaker notion of SSO [113]: since the
simulator is now free to produce the parameters itself, it opens for strategies that e.g. involve inserting
trapdoors in pm. Conversely, providing the public keys pk; to the distinguisher takes away the ability
for a simulator to use ‘fake’ keys in its output out; in that case, for the notion to make sense, Sim would
have to be provided the pk; as input, as well as oracle access to R, furthermore the list Z of corrupted
parties would then be a secondary additional input to the distinguisher. We let our notion of a posteriori
simulatability be one in which D, and thus also Sim, are given pm (matching BY12), but not the pk;.

Remark 5. A further weakening of SSO® (and SSOx) is possible by restricting adversarial access to the
challenge oracle € on already corrupted key handles, by adding a line to the top of £ that, whenever i € Z,
immediately return #; we denote this notion by SSO*. Past definitions of SSO with receiver openings
often implicitly included this restriction by virtue of being staged and using stateless vector sampling: for
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Distinguisher Dsso(4, M, J, out)

M < M, VicpwLli)  [M[d]]

M' s 5(a,L, 7,M°[T])

d+s{0,1}

state < out

Run A?SO(Md) using state

if AZ, terminates within time 7" with output d
b —(d=d)

else
b1

return b

Fig.12. The distinguisher Dy, of Thm. 5.

instance, an adversary would have a single shot to receive a vector of challenge ciphertexts after which
it could non-adaptively corrupt a set of keys [63].

There is no obvious reason for such a restriction, although intuitively challenging on an already
corrupted key handle seems of little benefit to an adversary as the messages involved are not considered
confidential: the call’s corresponding index j is guaranteed to end up in J, so a simulator Sim can
access the message as well. Yet, the newly sampled message can depend on the sampler’s state, and
corrupting a private key possibly allows an adversary to trigger a subsequent call to the sampler that
reveals information about its state relating to past, unopened messages.

Curiously, for NCE we will soon see (Def. 7) that the restriction is inevitable and, as a consequence,
we can only show that NCE implies this weaker, restricted version of SSO.

Open Problem 4. How do notions of SSO, SSO’, and SSO* relate?

SSO implies ISO. A posteriori simulatability with selective opening implies a posteriori indistin-
guishability with selective opening in the CPA-setting, as shown by BY12 for transmission and sender
openings [16, Theorem 3.3]. We next provide a concrete, updated statement to include receiver and
bi-openings. Our proof corrects a subtle mistake in BY12’s original, as explained inline.

Theorem 5. Let PKE[)\] be given, and let M be a sampler with ideal resampler S. Then, for any adversary
Asgo playing Exp;;EO[;]p&@S() and making at most q challenge queries, there exist (non black-box) type-

preserving reduction Bgso and distinguisher Dy, such that, for all simulators Sim,

Advgzz_;]p,\a/l’@S (Aiso) < 2. Advskszc[):\?ﬁ’@sim(]]gssov IDsso) )

The combined runtime of Bgso and Dy, is upper bounded by twice that of Ao plus that of one call to S
and some small overhead.

Proof. Let T be an upper bound on the time Aj, can take in the experiment Exp;g;;]p&%() Without

loss of generality, we assume Ajg, always calls C exactly once, so we can split Ajg, in two: let AL be
Ajso up until the point it calls C and denote with state its state at that point; furthermore, let AZ_ be
Ao after it receives the response M® of calling C, continuing from state state.

Define By, as running AL, forwarding all oracles appropriately and, once AL

its C call) with state state, By, sets out < state and terminates with output out.

The distinguisher (Fig. 12) receives the real message vector M* as its input and uses the ideal re-
sampling algorithm S to produce a resampled message vector M', draws a bit d, and, depending on its
value, runs ZA?SO on either the real or resampled message vector, using its own input out as IA?SO’S initial
state. As there is no a priori guarantee that the distinguisher’s input out is a valid state (namely one
that could have been generated by AL ), the runtime of A2  on state = out is not bound by that of

A, itself, which is why the distinguisher checks A2 ’s runtime explicitly. (BY12, using an asymptotic

180
framework, implicitly and erroneously assume that lAi inherits Ajs,’s polynomial runtime, even when

terminates (by making

0
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2

run on simulated states.) If A2  does finish in time then Dgg,’s output depends on whether A2,

150
d correctly or not.
Let b denote the challenge bit of the Exp;'zzﬁfﬁ%m(,) game, then By, and Dy, win with the
following probability.

guessed

Pr[Expee i % (B Do) | = % (Pe[o=b]o=0] +Prlp=b]o=1]).

For the first term, By, and Dy, essentially run Aj, start to finish with AL ’s finishing state equaling

180
A2 starting state. Thus, Dy, will never have to time-cap A2 and (with some logic deciphering)

Pr{b:?) ‘b:o] = Pr[d:df reiso-cpa® ()

PKE[A],M,S
thus Pr[d = d [ b= 0] = Pr[Expiaus (Aio)|.
For the second term, let bady denote the event that the distinguisher time-caps A2 and hence sets

b < 1. Then we can rewrite

b= 0]. Moreover, Ajg, is given a faithful simulation of Exp

Pr[b =b ‘b - 1] = Pr[bady] + (1 fPr[badT])Pr[d £d ‘ b=1 /\ﬂbadT] ,

where we also used that Pr[bady |b = 0] = 0. For the final conditional probability, out and hence state
was produced by Sim without access to unopened messages, so that the challenge bit d is information-
theoretically hidden from A2 and the probability that d # d equals a half.

Finally, collecting the pieces and some algebraic manipulation yields the theorem statement:
2 AV i (Besos Daso) = 2 Prlb = [b=0] 42 Prfb=b [b=1] —2
= (2-Pr [t (A 1)
1
+2 - Pribady] +2- (1 = Prlbady]) - 5 — 1

= Adv;g;]f’;%(mso) + Pr[bad]

K-iso-cpa® .
= AdVPKE[A],M,é(A'SO) :

O

The proof of Thm. 5 does not carry over to the CCA setting, as the distinguisher Dy, would have
to provide a simulation of the decryption oracle D to AZ  without access to the private keys or any

oracles itself (indeed, already for weaker notions like PCA, CVA, etc., the proof breaks down). Whether
SSO-CCA implies ISO-CCA with either kind of opening remains open, see Open Problem 5.

Open Problem 5. Does SSO-CCA imply ISO-CCA in the presence of sender, receiver, or transmission
opening?

Asymptotic interpretation. As we are primarily concerned with concrete security, our security def-
inition is indifferent as to whether the distinguisher may depend on the simulator or vice versa. When
moving to asymptotic security, the choice of quantifiers leads to a weak and strong version of SSO se-
curity. A given scheme PKE is deemed weak SSO secure (for either opening, CPA or CCA) if, for all
PPT A, PPT M, and PPT D there exists a PPT simulator Sim such that the relevant advantage is
negligible in \. Alternatively, PKE is deemed to be strong SSO secure (again, for either opening, CPA or
CCA) if for every PPT A and PPT M there is a PPT simulator Sim such that all PPT distinguishers
D have negligible distinguishing advantage. Both options have appeared in the literature, for instance
BY12 opted for the weaker variant, whereas more recent work went for the stronger one [91].

Similar to ISO, the mechanism on how to sample can affect the definition of SSO security (whether
weak or strong). The equivalent of Lemma 4 holds for SSO, but without any need for ideal resamplers.
Consequently, for both weak and strong SSO security, stateful (fixed-length) vector samplers and stateful
single-message samplers are equivalent.

For an asymptotic interpretation of Thm. 5, we observe that the runtime of the derived distinguisher
D includes that of the ideal sampler S, thus this D might not be efficient. To ensure D is efficient, we
could replace its call to S with that of an efficient resampler S and rely on Lemma 3 to argue that this
change only affects negligible change in the distinguisher’s advantage.
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SSOx is unachievable (without programming). Our formalization of SSO is multi-challenge, allow-
ing non-trivial relations between sampled messages (through stateful or vector sampling, see Sect. 3.4).
Yang et al. [113] showed x-SSO-CPAx to be unachievable in the non-programmable random oracle model,
in the sense that private keys would have to be at least as long as the total number of plaintext bits
to be encrypted [113, Thm. 3.1]. Thus, xK-SSO-CPA®, k-SSO-CCAx, and x-SSO-CCA® must all be
similarly unachievable. This mirrors Nielsen’s earlier impossibility of non-interactive NCE in the non-
programmable oracle model [100] (see Sect. 3.6).

Intuitively, the impossibility works as follows: the adversary A, who wants to help distinguisher D,
commits to the public keys and challenge ciphertexts using the (non-programmable) random oracle.
Then, it communicates the commitment, i.e. the digest of the random oracle, to D, through the set of
opened key handles, Z (as Z is given to D in their experiment, cf. Fig. 11). This is done by opening
key number i iff the digest at position ¢ has bit value 1. Then, D can recompute the commitment and
check that it matches the form of Z. This strategy is hard to simulate, as it would require a simulator to
commit to the ciphertexts before opening the corresponding messages. With the ability to program the
random oracle, the commitment can be delayed until after opening.

The analysis relies on the uniformity of the random oracle and combinatorial bounds on the possible
ways to choose the various cryptographic objects: for private keys larger than the number of bits en-
crypted, the analysis fails, leading to the stated requirement. Also note how the strategy puts a lower
bound on the number of users in the system: concretely, if the random oracle output length is h, Yang
et al. set k =h+ 1.

Yang et al.’s impossibility involved a notion of SSO in which the simulator was allowed to produce
the parameters itself, cf. Remark 4; it implies impossibility for stronger notions where the simulator has
less freedom.

Historical remarks. When Dwork et al. [41] first formalized selective opening attacks (for commitment
schemes), they provided three definitions based on the framework of semantic security: one simulator
based one, one based on a relation-predicate and one based on a function-predicate. The first two are
equivalent, whereas the final one appeared weaker. Their simulation-based definition was then adapted
to the public key setting with sender openings [10]. As with ISO, message sampling initially happened
independently of the public key, meaning the notion did not imply IND-CPA; as detailed in Sect. 3.4, this
shortcoming was later patched by BY12, who simultaneously introduced the notion of stateful samplers.

An SSO notion with receiver openings was subsequently developed [9]. Recently bi-openings were
considered, including a “weak” version, for which an adversary must choose between access to either S
or R, but not both; it already has to make this choice after seeing the public keys, so before seeing any
of the challenge ciphertexts. This weak version already turned out strictly stronger than either SSO®
and SSO* individually [91].

As a final observation, the seeming difficulty in showing an implication from a posteriori simulatability
to a posteriori indistinguishability with opening in the CCA setting as compared to in the CPA setting
(see Open Problem 5) echoes the great time gap between establishing the equivalence of a posteriori
simulatability (semantic security) and a priori indistinguishability without openings in the CPA setting
(1986) [98] versus the CCA setting (2003) [111].

3.6 A Priori Simulatability with Selective Opening (NCE)

As explained in Sect. 3.2, a priori simulatability captures the idea that knowledge of a message should
not be a prerequisite for producing ciphertexts that can pass off as encryptions of it, or in other words:
irrespective of m, a simulator (without access to m) should be able to create a ciphertext ¢ that cannot
be distinguished from a real encryption of m.

Our formalization tasks a simulator Sim with simulating the view of adversary A, taking on the role
of game rather than player. This has the benefit of involving no message samplers: single messages are
simply chosen by the adversary and given to the encryption oracle, who receives a (real or simulated)
encryption in return. This mechanism makes a transmission oracle superfluous, as A always knows what
message a challenge was supposed to encrypt; we therefore exclude the 7 oracle from Fig. 13.

Definition 7. The xk-NCE-CCA® advantage Adv;g‘g&fg?f(m of an adversary A against public key
encryption scheme PKE[N], relative to simulator Sim, is the distinguishing advantage against the game
EXPBKEL sim (D) (see Fig. 13).
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(A)

Oracle & (i, m)

Oracle & (i, m)

b<s{0,1} if i € Z: return ¢ if i € Z: return ¢
Oy < (&b, Dy, Sy, Re) r <s PKE.Rnd(pm) g+q+1
s4¢e,q+ 0 ¢ = PKE.Ency, (m;1) ¢ <= Sim(q (Enc, i, |m|)
pm < PKE.Pm(}) R<—r M < m,M; <— (g, m)
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Viel) (Pki, sk;) s PKE.Kg(pm) return c return c

else :

ViclxPk; <8 Sim¢g (Ini, pm)

b s A% (pm, pky, ...,

return b =b

)

Oracle Dy (i, ¢)

Oracle D1 (i, c)

if c €C; : return ¢
m < PKE.Decy, (¢)

return m

Oracle So(j)

if c € C; : return ¢
m 4= Sim ) (Dec, i, ¢)

return m

Oracle S1(j)

m <+ M[j]
r < R[j] r <% Sim,)(Sen, j, m)
return r return r

Oracle Ro(z)

Oracle R1(4)

I T
sk; < Sim ) (Rec,4,M;)
return sk; return sk;

Fig.13. The NCE experiment. Middle column = real, right column = ideal.

The oracles of Fig. 13 each come in two variants: one “real” (for b = 0), and one simulated, or “ideal”
(b =1). The real encryption, decryption, and opening oracles behave as expected: in particular, the real
challenge encryption oracle simply encrypts the chosen message and returns the ciphertext.

Ideal oracles, meanwhile, call the corresponding subroutine of Sim. For the encryption oracle, Sim is
asked to produce a ciphertext (under the relevant key handle) seeing only the length of the message. The
message (or messages) is later revealed to Sim in the event that an opening oracle is called. To avoid
trivial wins by the adversary, in the case of an S call Sim must come up with randomness such that
re-encrypting the message produces the same ciphertext; similarly, in the case of R it should provide
a private key such that decrypting any of the ciphertexts previously provided as a challenge under the
corresponding key handle yields the correct message.

In our previous notions (Sect. 3.3-3.5), A was free to continue challenging a key handle ¢ after the
key had been opened. For NCE, such behaviour must be restricted, lest the notion becomes trivially
unachievable. To see how, consider an adversary that calls Ry (¢), receiving private key sk;, followed by
&p(i,m) for a uniformly at random chosen message m of pre-determined length, receiving ciphertext c,
and subsequently the adversary outputs b=0iff m= PKE.DecST(L (¢). In the b = 0 world, the decryption

check is guaranteed to succeed (assuming perfect correctness) so b=0is guaranteed; yet, in the b =1
world, m is information-theoretically hidden from Sim beyond its length |m|, thus the decryption check
will hold with probability at most 2™l yielding a significant distinguishing advantage of 1 — 271",

Even when a simulator would be allowed to program a random oracle, the adversary above is trou-
blesome. Realistically, Sim’s only hope to fool A is to program the random oracle for the calls that A
makes to perform the check m = PKE.Decg, (c). In order to do so successfully, Sim would somehow have
to learn m based on the queries A makes, but herein lies the rub: consider the sequence of oracle calls
that honest decryption would make, and suppose there is a first oracle call whose input allows Sim to
extract non-trivial information about m. Then that non-trivial information is already extractable from
the answers Sim itself has provided so far, creating a complication (as m’s contents would still have been
information-theoretically hidden up to then based on prior calls). Essentially, even when Sim is allowed
to program, it still ends up having to bootstrap its own knowledge of m (which is impossible).
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Reduction Byee(pm, pky, ..., pk,) If Ago calls E(i,a) If Ago calls S(j)

sS4 € K- i, A< a [](ij
out s ASPTISRp i mesMy(a) e Su())
for j € [|K|) : M m return (5], )
KRGl eT: T« j ¢« Eg(i,m) If A calls R(3)
b<s Dgso(pm, A, M, T, out) return ¢ - .
R I+
return b If Aso calls T(j) sk, « R (i)
T return sk;
return M[j]

Fig.14. The reduction Bpce, simulating k-SSO*-CCA® for Ay and Do (the decryption oracle is simply
forwarded).

As in previous sections, Sim is stateful, and we again allow it (in the ideal game) to produce the
public keys but not the parameters: as with SSO (cf. Remark 4), the notion is meaningful even when
the parameters are generated by Sim. Restricting the simulator by disallowing the generation of its own
pm yields a potentially stronger notion and, as it matches the formalism of SSO better, is our preferred
option.

Remark 6. Our formalization employs stateful simulators; earlier formalizations of NCE often consider
NCE schemes to be tuples of algorithms extended to include a faking and an opening algorithm. For
example, Hazay et al. [63] define the algorithms PKE.Enc* and PKE.Open such that any ciphertext
produced by PKE.Enc* (on input the public key and message length) may be opened using PKE.Open
(on input the message, the public and private keys, a trapdoor produced by PKE.Enc*, and the ciphertext
to be opened). In our nomenclature, this corresponds to a simulator with precisely prescribed state and
behaviour, potentially strengthening the notion without clear benefits. (Hazay et al. further strengthen
their notion by insisting the simulator uses an externally, honestly generated public key of which it only
learns the private key when running PKE.Open, but not yet when running PKE.Enc*.)

NCE implies SSO. We next show (Thm. 6) how a priori simulatability (NCE) tightly implies a
posteriori simulatability (SSO) in the presence of bi-openings. The reduction comes with a crucial caveat
though: due to our NCE notion’s restriction that opened keys cannot subsequently be challenged, the
notion of SSO implied by NCE is weakened to one that makes the same restriction.

Theorem 6. Let SSO™ be defined as SSO(Fig. 10), except that a query E(i, o) with i € T leads to the
immediate return of £. Let PKE[\] be given, then there exists a type-preserving black-box reduction Bpce
(with black-box access to Ao, Dsso, and M to be quantified later) such that for all NCE simulators Simyce,
there is a (black-box) SSO simulator Simgss, such that for all adversaries Asso, message samplers M, and
distinguishers Dgs,,

A8 (oo Diso) = AVEISSTES (Brce)-

The runtime of Byee is upper bounded by that of Ay, and Dgy, combined, plus that of running M g,
times, where q. is the number of oracle calls made by Ago to E. The runtime of Simgs, is upper bounded
by q times that of Simyce, where q is the total number of oracle calls made by Ao to E, D, T, S, and R,
and Simgso additionally calls its T oracle |J| times, where |J| is the total number of opened challenge
ciphertexts.

Proof. Let Ay, be an adversary playing the SSO* game; without loss of generality, we may assume
that Ago does not make any (pointless) £(i, ) queries for which i € Z. Let Dy, be a distinguisher.
As the games ExpSK‘}E([’ i o, (-) and EXPPKE ]Ccs?ffcc() are both independent of their simulators Sim
conditioned on their respective bits b = 0, we can create a reduction By (Fig. 14) that calls Ay, and
Dgso, simulating their Expgiefy ]C,slagjmssu() environment such that, if Byce’s oracles and inputs are real
(b= 0), then so are those of Ay, and Dgg,. Thus

P [ExORAERTE, . (Buce) b= 0] = P [Expbieii ... (Ao Do) [5= 0]
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Simulator Simgso(pm) If Agso calls E(4, @) If Agso calls S(j5)
g+ 0,8+ ¢ g q+1 m < Tsim(j)
Viels1PK; <= SiMpce(s) (Ini, pm) M; < (¢, 1) 7 4= SiMyuee(s) (Sen, 7, m)
out s A‘;’f’(T’)S’R(pkl, oo, pky)  Im| = Esim(i, @) return (m,r)
return out ¢ 8 Simyce(s) (Enc, i, [m|)
U If Agso calls R(7)
. Ci+——c
If Agso calls D(i,c) return c for j € M| :
if ¢ € C; : return ¢ (g, L) < M;[5]
m <$ Simnce<s> (Dec, i, C) If Agso calls T(]) m < Tsim (Q)
return m m < Tem(j) M;[j] < (q,m)
return m sk; <=8 Simyce(s) (Rec, 7, M;)

return sk;

Fig. 15. An SSO simulator mimicking the behaviour of Ags in the b = 1 case of Byce’s simulation (Fig. 14).
Implicit in the figure is Simgs,’s state s, which it uses to keep track of global variables.

(where we slightly abused notation by conflating the b bits from the two distinct games).

It b = 1, both Exp';}fé‘[);]c,\jagm() and Expgfgf)\f%?n?y() do depend on their simulator. We claim that
for any simulator Simyee, the simulator Simg, (Fig. 15) perfectly mimics Ago’s behaviour in the ideal
(b =1) world. We may therefore conclude that

P [ EXOERE 58 (Bssor Do) [0 = 1] = Pr[Exoiiisss (Buee) [b=1].

Combining the b = 0 and b = 1 cases with the definition of a distinguishing advantage yields the theorem
statement. |

Remark 7. The restriction on ¢ ¢ Z for £(i, a)-calls appears unfortunate and is largely an artefact of
our modelling choice to allow an adversary adaptive oracle access to challenge encryptions. Clearly, our
theorem suffices to show that (our notion of) NCE tightly implies the more customary staged, single-
shot version of SSO (with stateless vector-sampling), as there the game only allows corruptions after the
challenge.

For instance, implications similar to ours were previously shown for sender openings [45, Lemma 1]
and receiver openings [63, Theorem 4.4] (based on variants of NCE® and NCEx, respectively). However,
both those results use a staged SSO notion; moreover, both results use a single-key single-shot NCE
notion, resulting in a reduction loss linear in the number of challenge ciphertexts (i.e. equal to the length
of the vector of messages being sampled). In comparison, our result is tighter and more general and
seems to resolve an open problem identified by BY12, who imagine that the general NCE® (referred to
as “MPC definition” by BY12) implies both SSO® and SSOx.

The proof of Thm. 6 can readily be adapted to use the (i & T)-restricted variant of SSO’ (Fig. 11) as
target notion, if so desired. However, whether NCE suffices to imply (unrestricted) SSO we leave open
(Open Problem 6).

Open Problem 6. Does NCE imply SSO (without restriction) and if so, how tightly?

Asymptotic interpretation. Our concrete definition of an NCE advantage (Def. 7) leads to two pos-
sible asymptotic definitions of security, again depending on the order of quantifiers (cf. SSO’s asymptotic
interpretation). For the “weak” option, a scheme PKE is deemed secure if, for all PPT A there exists a
PPT simulator Sim resulting in a negligible advantage, whereas for the “strong” option, a scheme is only
deemed secure if there exists a universal PPT simulator Sim that works for all PPT A (i.e. will result in
a negligible advantage for all PPT A).

The way our concrete implication is stated (Thm. 6) allows us to conclude that weak NCE implies
the corresponding weak SSO* and strong NCE implies the corresponding strong SSO*.

NCEx is unachievable (without programming). Just like K-SSO-CPAx, k-NCE-CPAx is unachiev-
able in the non-programmable random oracle model (in the sense that private keys would have to be
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at least as long as the total number of plaintext bits to be encrypted), as first shown by Nielsen [100].
Since kK-NCE-CPAx implies £-SSO-CPAx, this impossibility also follows from the (later) impossibility of
k-SSO-CPAx [113] (see Sect. 3.5).

Intuitively, Nielsen’s proof is combinatorial in nature. There are at most 2/ possible decryptions
of each ciphertext (one for each key); since chosen messages are independent of the private keys, if the
messages are chosen from a set significantly larger than 2/ then it becomes likely that the chosen
message is not in the set of possible decryptions for the simulated ciphertext.

The unachievability of k-NCE-CPA®, k-NCE-CCAx, and x-NCE-CCA® in the non-programmable
random oracle model follows.

Historical remarks. The formulation of NCE arose from the study of multi-party computation (MPC),
whose protocols typically rely on suitably secure channels between any pair of parties. Before NCE, many
protocols were only shown secure against adaptive adversaries in the information-theoretic setting; in the
computational setting, it was only known how to achieve security against static adversaries, i.e. lacking
the ability to adaptively choose which parties to open (after seeing the challenges). NCE arose naturally
as a cryptographic security notion for secure peer-to-peer channels, permitting MPC schemes secure
against adaptive adversaries.

Beaver and Haber [6] were the first to achieve such adaptively secure channels, but their solution
crucially relied on secure erasures, meaning their scheme was not secure in the presence of (receiver)
openings. Later schemes achieved security against adaptive adversaries in the presence of openings, at
the cost of being interactive (three-round) protocols [5,29,38]; these are all proven secure in the standard
model. Nielsen then completed the picture by constructing non-interactive NCE (sometimes known as
NINCE) in the programmable random oracle model, and proving that programming is necessary to
achieve NCE-CPA® non-interactively [100].

Camenisch et al. [25] gave an updated definition of 1-NCE-CCA® (“FULL-SIM” [25, Def. 6]) that
allowed the adversary adaptive access to a sender and a receiver opening oracle, and featuring a stateful
simulator. Thus their formalization closely resembles ours (Def. 7), with the exception that x = 1, and
that they allowed for public key encryption with labels [26]. Moreover, they allow for challenges to be
issued even after corrupting the (one) user by altering the mechanism so that, post-compromise, the full
message is fed to the simulator, enabling simulation (and bypassing the counterexample we used to argue
to not allow post-compromise challenges). One can update Def. 7 to include such a mechanism.

Jaeger [82] recently introduced a generalized definition of NCE, referred to as SIM*, in which access
to a programmable random oracle is part of the security notion (rather than the construction). Several
composition results not known to hold in the a priori simulatability setting, such as the composition of
a KEM and a DEM to form a PKE, were shown to hold for notions of SIM*. Intuitively, as simulator,
adversary, and reduction alike are all allowed to program the same random oracle, programming can
be made consistent across several game hops. He furthermore showed that x-SIM*-CCA® hybridizes in
the number of users &, a result not known to hold for notions of NCE. (To see that SIM* is a strict
generalization of NCE, observe that the adversary is strengthened compared to NCE adversaries due to
its ability to program the random oracle, while the simulator is restricted compared to NCE simulators
due to only being given the ability to program one specific oracle; thus, notions of SIM* trivially imply
the corresponding notion of NCE.)

4 Relations

The road to understand the relations between the various notions presented in Sect. 3 has been long and
winding, and as we have seen with the various open problems, the journey is still ongoing. We provide
overviews of known relations in the CPA and CCA settings in Fig. 16. Here, bold arrows highlight results
new to the current work, while purple dashed arrows represent relations that have, to the best of our
knowledge, yet to be formally established, but that mirror other known results.

We stress that Fig. 16 reflects asymptotic interpretations of the various notions as, historically, these
notions and their relations have primarily been considered asymptotically. As we mentioned in Sect. 2.3,
the relevant implications and separations are given relative to classes of samplers/simulators in that
case. For instance, an implication SSO-CPA® = ISO-CPA® should be interpreted that, for all efficient
PKE, if for the class of all efficient samplers SSO-CPA® security holds, then ISO-CPA® security also
holds for the class of all samplers with efficient resamplability. For this particular implication, one can
instead show the more concrete statement that for any efficient PKE and any sampler with efficient
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resamplability, SSO-CPA® security with respect to that particular sampler implies ISO-CPA® security
with respect to that same sampler. In addition to the trivial, ‘drop-an-oracle’ concrete implications, we
provided concrete counterparts for the main “downwards” implications in Sect. 3.

In contrast, we leave the remaining (non-trivial) results using their original asymptotic phrasing, un-
less explicitly stated otherwise. In addition to (full) implications as explained above, these results include
partial implications and various kinds of separations. A partial implication IND-CPA = SSO-CPA®
states that for all efficient PKE, if IND-CPA security holds, then for all samplers in some class, SSO-CPA®
security holds (the partiality of the implication may also restrict the class of PKE).

Separations show that implications cannot be proven, for instance IND-CPA % SSO-CPA® would
indicate that there exists an efficient IND-CPA-secure scheme and some efficient sampler for which
SSO-CPA® security does not hold. From a strict, logical perspective, such a separation has to be condi-
tional on the existence of an efficient IND-CPA-secure scheme to begin with. Often separations only have
a partial scope, for instance by showing that they only hold for efficient PKE with certain properties,
or when considering black-box reductions only. Although we will always indicate the rough scope, we
routinely omit the precise details and conditions under which a separation has been shown and refer to
the relevant source for details instead.

Finally, we will encounter some semi-separations, in the sense that partial security of one notion is
insufficient to establish an impliciation. For instance, Cor. 1’s semi-separation ISO-CCA® # SSO-CPA®
indicates that there plausibly exists an efficient PKE for which ISO-CCA® security holds with respect
to some strict subclass of message samplers, yet SSO-CPA® security with respect to some relevant class
of message samplers does not.

Remark 8. Formalizations often differ between works in subtle but important ways (for instance the order
of quantifiers or the exact interfaces of adversaries, simulators and distinguishers), and the implications
and separations given in Fig. 16 should therefore be interpreted as going between families of notions,
in the sense that there is for instance a formalization of SSO-CPA® known to imply a formalization
of ISO-CPA®; or the other way around, that some formalization of ISO-CPA® cannot imply some
formalization of SSO-CPA®.Consequently, one should take some care when interpreting the figures, as
arrows may not trivially compose. To alleviate some of these complications, we provided concrete, more
systematic versions of several known implications in Sect. 3 with updated proofs, and our asymptotic
interpretations clarify which implications do hold and between which formalizations subtleties arise. One
striking example where composition is not straightforward is our reduction from NCE to SSO (Thm. 6),
as it requires challenging compromised key handles to be disallowed also in the SSO experiment, as it is
in the NCE experiment. Thus, implications from NCE to notions further down the hierarchy also do not
immediately follow without putting similar restrictions on each notion.

4.1 Hybridization

A natural question when presented with any fully adaptive, multi-user security notion is whether the
notion hybridizes in the number of users and challenges (i.e. the number and type of calls to the challenge
encryption oracle &), as is the case for multi-user indistinguishability without openings [7]. Indeed, in the
closely related a priori indistinguishability setting the answer is yes as we noted in Sect. 3.3 already: the
original hybrid proof works equally well with receiver openings (i.e. for s~-IND-CPAx/k-IND-CCAx) [68],
and is unaffected by the presence of sender or transmission openings. Of more interest are the other three
settings, especially as historically they were often presented in a single challenge setting and, in the case
of sender openings only, with only a single user. Our first observation is that in all three settings the
availability of openings does seem to, at the very least, complicate any hybrid argument.

Users. On the positive side, ISO¢ and SSO-CPA<¢ should hybridize due to their equivalence with IND
(see Sect. 4.2 below); we conjecture that so does SSO-CCA©.

On the other hand, for receiver openings, corrupting a single user does not benefit an adversary, thus
IND = 1-SSOx = 1-ISO%. As hybridization in the number of users would mean that 1-ISOx = k-ISOx,
resp. 1-SSOx = k-SSOx and neither xK-ISO* nor xK-SSO* can be equivalent to IND-CPA (see Sect. 4.3
below), hybridization is not possible.

Jaeger [82] noted that providing a proof of hybridization for NCEx appears difficult, however a proof
of impossibility remains elusive.

Open Problem 7. Determine whether NCEx hybridizes in the number of users.
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Fig.16. Known and conjectured relations in the CPA and CCA settings. Highlighted in red are notions known
to be unachievable in the standard model, and in blue notions for which standard model achievability remains
open. Slim arrows (without references) are trivial, bold arrows highlight implications shown for the first time here,
and violet dashed arrows are open problems (shown as the relation one would expect based on known results).
Finally, green dotted arrows represent conditional implications.

In the presence of sender openings only, the question of hybridization appears mostly unexplored.

Open Problem 8. Do notions of ISO®, SSO®, and/or NCE® hybridize in the number of users?

Challenges. NCE does not hybridize in the number of challenges in general; this follows from the
impossibility result: there are standard model schemes secure against single-challenge NCE (as long as
|sk| > |m|) that will be insecure against g-challenge NCE (for insufficient [sk|).

In the ISO and SSO settings, hybridization in the number of challenges depends on the sampler
(see “Alternative samplers” in Sect. 3.4). For stateless samplers, hybridization is possible [16,87]. How-
ever, in the stateless setting, hybridization in the vector length ¢ is not always possible: specifically, for
K-SSO-CCAx* vector message sampling M@ where multiple messages per key are sampled simultaneously
(so ¢ is a multiple of ) is strictly stronger than the setting where for each challenge only a single mes-
sage is sampled per key (so ¢ = k), at least without the ability to program oracles, such as a random
oracle [113]. Consequently, for stateful samplers in that same x-SSO-CCAx setting, no generic hybrid
argument is possible for the number of challenges. On the other hand, for (stateless) product samplers
a hybrid argument is possible in the length of the messages vectors which was initially shown for com-
mitment schemes [41] and which is similar to the hybrid argument used for the number of challenges; in
general, the lack of hybridization in one setting (k-SSO-CCAx) need not imply the lack thereof in other
ones.

Open Problem 9. When is hybridization in the number of challenges/length of the sampling vector
(im)possible in the ISO and SSO settings?

4.2 Implications

Trivial implications from ignoring oracles. Almost any time a security notion comes with a helper
oracle, such as the decryption oracle D of CCA or the various opening oracles (see Table 1), there is a
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trivial reduction to a security notion without the oracle that simply ignores the oracle in question. Possi-
ble, non-trivial complications may arise for simulator-based notions where the simulator also loses oracle
access and hence becomes less powerful; for our two simulator-based notions no such complications can
arise as NCE’s simulator has no oracle access whatsoever and SSO’s simulator access to ¢ is effectively
restricted (technically, security with some opening includes universal quantification over all adversaries
that do not open and, for those adversaries, the simulator cannot call its ¢ oracle without being im-
mediately noticed by a distinguisher checking its J input). So for instance, any CCA notion implies
the CPA equivalent, and any notion with bi-openings implies any notion with transmission, sender, or
receiver openings only. In Fig. 16, these trivial implications are represented by slim arrows that outline
each plane of the hierarchy, going from more powerful openings to weaker ones. Likewise, any notion in
the rightmost column (CCA) trivially implies the corresponding notion on the left (CPA).

Downward implications. The hierarchical structure between the different philosophies presented in
Fig. 1 (from a priori indistinguishability up to a priori simulatability) is well-established in the CPA
setting, as follows from the asymptotic interpretations of Thm. 6 (NCE implies SSO [45,60,63]), Thm. 5
(SSO implies ISO [15]), and Thm. 4 (ISO implies IND [15]), respectively. The main caveat that we
uncovered is that NCE only implies a slightly restricted version of our more general SSO notion, although
it still suffices to imply the older SSO version (with a stateless vector sampler). Various separation results,
to be discussed in Sect. 4.3, reinforce the hierarchy by ruling out that ‘lower’ notions are in fact equivalent
to the corresponding ‘higher’ one (with the noticeable exception of CPA<, for which IND, ISO and SSO
are all equivalent). By contrast, the CCA hierarchy currently contains a glaring hole as far as implications
go, namely whether SSO-CCA implies ISO-CCA in the presence of openings, see Open Problem 5.

A priori indistinguishability and tightness. As mentioned in Sect. 4.1, the multi-user-with-corruptions
notions of the a priori indistinguishability setting hybridize, meaning they are all implied by the single-
user IND-CPA /IND-CCA notions with a tightness loss linear in the number of users [7], and the number
of challenge bits in the case of S-IND-CCA® and (k,§)-IND-CCA® (Thm. 3), and so these notions
are all asymptotically equivalent. Since Fig. 16 maps asymptotic implications and separations, it there-
fore does not distinguish between single- and multi-user notions of a priori indistinguishability. (We will
revisit tightness in Sect. 5.2.)

IND partially implies ISO®. There are classes of message samplers for which IND-CPA does imply
k-ISO-CPA®: Fuchsbauer et al. [47] showed that these include samplers inducing product distributions
(i.e. independent message sampling), Markov distributions, and more generally any graph-induced mes-
sage distribution for which the underlying directed graph can be traversed in polynomial time (for a
certain definition of “traversed”). Heuer later showed that the result transfers to the CCA setting [65];
extending to receiver openings remains open. These partial implications appear as green dotted arrows
in Fig. 16.

Open Problem 10. For which classes of message samplers does IND-CPA security imply k-1ISO-CPAx
security, or even k-ISO-CPA® security? How about in the CCA setting?

IND implies notions of SOA with transmission openings. As shown by BY12, IND-CPA implies
k-SSO-CPA?, and when starting from x-IND-CPA, the reduction is furthermore tight [16, Thm. 4.1].
As we will show momentarily, for ISO a similar implication holds also in the CCA setting, which follows
from a reduction to multi-user real-or-random indistinguishability (Thm. 7).

For SSO, it is unclear whether a similar implication holds in the CCA setting; a straightforward
upgrade of BY12’s proof runs into technical difficulties with simulating access to a decryption oracle
(intuitively, the simulator would not have access to a decryption oracle, and we cannot rule out the
possibility that an adversary could somehow convince the distinguisher that it does have access to one).

Open Problem 11. Does IND-CCA security imply SSO-CCA® security?

Theorem 7. Let PKE[\] be given, let ¢ € Z~¢, and let M be a sampler with ideal resampler S. Then
there is a reduction Byoy such that for any adversary Aiso, making at most q challenge oracle calls,

Adv;;?[ﬁ?:/ﬁé (AiSO) =2 Advgzgfﬁca(er) :

The runtime of Byoy is upper bounded by that of Ais,, plus that of running M q times and S once, and
some small overhead.
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Reduction Bror(pky, ..., pk,) If Ajs calls E(i, «) If Aiso calls C
d<s{0,1} if challenged : return /  if challenged : return #
challenged <« false A o challenged <« true

d s AZSP T (pky,...,pk,)  m s My (a) M' s S(A,L, T, M°[T])
b+ —(d=d) L<— |m| return M

return b M < m

¢ Enli,m) If Aiso calls T(5)

If Aiso calls D(i,c) return c if challenged : return #
m < Dg(i,c) T
return m return M[j]

Fig.17. The reduction Byor of Thm. 7 simulating x-ISO-CCA® for Ajgso.

Proof. The reduction By, (Fig. 17) simulates s-ISO-CCA¢ for Ajs,. Let b denote the challenge bit of
the Exppge( (', ) game, then Byo wins with the following probability.

Pr[ExpBE " (Buor) | = 5 (Pr[p =0 ‘b =o]+Pr[p=1 ’b =1])

%(Pr[d:(i‘b:o]+Pr{d¢(i‘b:1]>,

as follows from B,,,’s description (Fig. 17). The first term represents the probability that A, wins a
faithful simulation of the ISO-CCA¢ game, and so
Pr[d=d [b=0] = Pr[Exppisins(Awo)]

For the second term, the challenge bit is information-theoretically hidden from Ajs, (as resampling is
ideal), so that

Prldzd|b=1] :%.

Recombining the two cases gives the theorem statement:

2+ AV (Bror) :2-Pr{d:cf ‘b:O] +2-Pr[d7éc2 )b:l] _2
1

—2.Pr {Exp;;ggc]f;ﬁé(axiso)] +2.5-

— Adviirs (A

O

Asymptotic interpretation. For an asymptotic interpretation of Thm. 7, we observe that the runtime of
the reduction B,,, includes that of the ideal sampler S, and thus the geduction might not be efficient. Like
for Thm. 5, we can ensure B,,, is efficient by replacing its call to S with that of an efficient resampler
S, and rely on Lemma 3 to argue that this change only effects a negligible change in the reduction’s
advantage.

4.3 Separations

IND does not imply ISO (with sender or receiver openings). Standard IND-CCA security
implies neither ISO-CPA® nor x-ISO-CPAx in general: Hofheinz et al. [76,77] showed that IND-CCA
does not imply a closely related notion of threshold ISO-CPA® security, for which the adversary gets a
number of encrypted shares of a secret and must uncover the secret. Meanwhile, ISO-CPA® does imply
threshold ISO-CPA®, establishing a separation. Adapting the strategy to the receiver opening setting
via an analogous notion of receiver-threshold security (in which each share is encrypted under a random
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public key rather than a single, fixed public key), they were able to likewise establish a separation from
IND-CCA to x-ISO-CPAx [76].

As, as mentioned in the introduction, actually developed use cases of SOA-notions are rare, the
separations above simultaneously support our belief in the notions’ usefulness in the context of threshold
security, where IND-CCA is insufficient.

ISO does not imply SSO (with sender or receiver openings). Bellare et al. [9], generalizing an
earlier result due to Hotheinz [10,69], showed that no committing PKE scheme (i.e. one that implies
a computationally binding non-interactive commitment scheme) can achieve SSO-CPA®, even when
message samplers are restricted to independently sampled uniform bitstrings. (Hofheinz only showed
that there exists a sampler relative to which such schemes cannot be proven SSO-CPA®-secure via
black-box reductions to standard cryptographic assumptions.) Since there are IND-CCA schemes that
are committing, for instance the Cramer—Shoup encryption scheme [35], they concluded that IND-CCA
cannot imply SSO-CPA®.

As explained in Sect. 4.2, Heuer [65] lifted an earlier result in the CPA setting [47] to the CCA setting,
and thereby showed that for many message samplers, including those that sample independently (i.e.
that infer product distributions), IND-CCA does imply ISO-CCA®.

Combining the two results, we see that for a large class of message samplers, IND-CCA implies
ISO-CCA® while being separated from SSO-CPA® (even when restricted to that same class of message
samplers). Thus we reach a semi-separation (previously a full separation was observed in the CPA setting
only [9]):

Corollary 1. Class-restricted ISO-CCA® security does not imply (class-restricted) SSO-CPA® security.

Turning to receiver openings, Bellare et al. [9] also identified a feature called decryption verifiability,
which captures that anyone given a tuple consisting of public key, private key, ciphertext and message,
should be able to verify that the ciphertext is an honest encryption of the message (for some definition
of “honest”). They showed that no scheme that is decryption verifiable can be SSO-CPAx secure, even
for independent, uniform sampling. Since many natural IND-CPA schemes are decryption verifiable, for
instance ElGamal [43], a separation is established.

Both their results (committing schemes do not achieve SSO-CPA®; decryption verifiable schemes do
not achieve £K-SSO-CPAx) build on the same underlying proof idea as the impossibility of SSOx, already
discussed in Sect. 3.5: the adversary computes the hash of the challenge ciphertexts, and communicates
the hash value to the distinguisher using the set of opened indices (J for ©; Z for x); for any scheme
that satisfies the respective property, no efficient simulator can provide a convincing simulation of this
strategy.

However, with the standard model impossibility of k-SSO-CPAx in hand, combined with the existence
of schemes achieving k-ISO-CCAx in the standard model (under reasonable computational assumptions,
see Sect. 5.2), we can again reach a stronger conclusion (previously only shown for the CPA setting [63]):

Corollary 2. k-ISO-CCAx security does not imply k-SSO-CPAx security.

The separation above leaves room for partial implications, where k-SSO-CPAx is implied for restricted
classes of message samplers (that are not captured by the impossibility). Furthermore, that impossibility
result itself relies on the ability of an adversary to use the index set of corrupted challenges (J) or
keys (Z) to ‘communicate’ with the distinguisher. Using a formalization of k-SSO-CPAx where only the
cardinality of those sets is passed directly to the distinguisher would require re-examination of those
impossibility results (to determine whether they can be ported to the new formalization).

Technically, the situation is still partly open for bi-opening, as no scheme has yet been shown to achieve
k-ISO-CPA® in the standard model (see Open Problem 19); any such scheme would immediately lead
to a separation, namely that k-ISO-CPA® security does not imply x-SSO-CPA® security, either in part
(if the scheme only achieves CPA) or in full (if it also achieves CCA).

4.4 Further Relations

SSO and NCE. Remarkably, whether SSO and NCE are separated or equivalent appears largely open,
beyond the logical consequences of various unachievability results for both SSOx and NCEx in the
standard model.
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Camenisch et al. [25] claim that NCEx is strictly stronger than notions of SSOx, however this claim
was based on the former being unachievable in the standard model, and the belief that the latter was
achievable in the standard model. With neither achievable in the standard model, their relation becomes
less relevant from a logical perspective (unless perhaps in an idealized model, such as the programmable
random oracle).

Hazay et al. [63] gave a separation from x-SSO-CPAx to xk-NCE-CPAx*, however their algorithmic
formalization of NCE was stronger than our Def. 7, cf. Remark 6: in particular, and unlike our formaliza-
tion, their NCE simulator was not allowed to produce the public keys (while their SSO simulator was).
This technicality turns out to be central to their separation result.

Open Problem 12. Which, plausibly achievable notions of SSO imply notions of NCE in general and
which are separated? For settings where neither notion is achievable in the standard model, which relations
can be drawn in (specific) idealized models?

Sender vs. receiver opening. Although sender openings and receiver openings model quite different
scenarios, their formalizations have a lot in common; moreover, ideas for one scenario have subsequently
often been adapted to the other. Yet, the question when one type of opening implies the other, or con-
versely, when no such implication can exist, has not achieved much direct attention (Open Problem 13).
Of course, juxtaposing feasibility results for one with impossibility results for the other, does provide
some answers.

Together, the unachievability of k-SSO-CPAx in the standard model and combined with the plausible
existence of a standard model construction achieving NCE-CCA® [45] (see Sect. 5.2) seem to indicate
that a priori simulatability with sender opening (NCE®) cannot imply a posteriori simulatability with
receiver opening (SSOx). However, the construction was only shown 1-NCE-CCA® secure in the standard
model. As it is unclear whether NCE® hybridizes in the number of users (see Sect. 4.1), and SSOx, unlike
NCEw, is only relevant for £ > 1 (for k = 1 it becomes equivalent to a notion without openings), we can
only formally conclude that 1-NCE-CCA® does not imply 1-NCE-CPAx. Of course, the achievability of
1-NCE-CCAO feeds the impression that k-NCE-CCA® is achievable as well, which would restore a full
separation.

BY12 gave a construction that achieves k-SSO-CPA® in the standard model for arbitrary x; we may
therefore conclude that k-SSO-CPA® does not imply x-SSO-CPAx.

The reverse direction is uninteresting for unrestricted message spaces in the standard model (as SSOx
and NCEx are both unachievable then). Lai et al. [91] observed that the Cramer—Shoup scheme [35]
achieves a single-message-bit variant of k-SSO-CCAx in the standard model [78], but as the scheme is
committing, it cannot achieve SSO-CPA® [69]; we therefore conjecture that notions of SSO* and SSO®
are separated in both directions, and thus incomparable.

Implications between notions with various openings of course do hold for a priori indistinguishability
(at a loss, see Sect. 3.3), while the situation appears open for ISO.

Open Problem 13. How do notions with sender openings (only) and notions with receiver openings
(only) relate to each other?

4.5 Selected Related Notions

So far, we have concentrated on the main notions that can arise when formalizing openings in the context
of public key encryption. Below we will briefly address a few additional notions (we already touched upon
these in Sect. 3). Yet, many more related security notions have been proposed in the past, that we will not
expand upon. Some of these further notions are subtle variants of what we have already seen, for instance
weak bi-opening [91] or tweaked NCE [63], while other notions go beyond message confidentiality, for
instance by considering non-malleability [81] or anonymity/key-privacy [80].

SIM*. As NCEx* cannot be realized in the random oracle model without programming (let alone the
standard model), studying the notion only makes sense in idealized models. One difficulty that surfaces
when including programming directly in the security model is the need to keep said programming con-
sistent, especially when considering the composition of various reductions that might all vie with the
simulator in their programming.

When Jaeger [82] recently introduced a strengthened notion of a priori simulatability, named SIM*-AC
(for “Adaptive Compromise”), hereafter SIM*, he baked the ideal object into the notion, allowing sim-
ulators, reductions and, crucially, adversaries alike to program the ideal object through the same oracle
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Fig. 18. Full ISO, full AND, and how they relate to the middle section of Fig. 16 (ISO-CPA® and SSO-CPA®).
A red cross means the notion is unachievable even in idealized models (under mild conditions).

interface. He showed that SIM* does hybridize in the number of users and that the security of several
common constructions, such as the KEM/DEM hybrid PKE and the Fujisaki-Okamoto transform, car-
ries over to the a priori simulatability setting. However, even for SIM* hybridization in the number of
challenges appears tricky [83].

As SIM* security also covers adversaries that do not program, any SIM* notion tightly implies its
NCE counterpart (in the programmable oracle model, where only the simulator and reduction may
program).

Deniable encryption. Deniable public key encryption, as introduced by Cannetti et al. [28], shares
many features with NCE: in particular, like NCE, one should be able to open a ciphertext to plaintexts
other than the one originally encrypted. The main difference is that, for deniable encryption, this ca-
pability should be available to the end user, while for NCE we only require it to be accessible to the
simulator (i.e. by programming ideal objects). Thus, non-interactive deniable PKE with bi-opening is
strictly stronger than NCE, and thus it must also unachievable in the standard model. Unlike NCE how-
ever, non-interactive deniable PKE with receiver opening is unachievable in general: to see this, recall
that programming random oracles is necessary to achieve NCE with receiver openings [100]; we have no
way of granting the end user such powers.

On the other hand, non-interactive deniable encryption with sender opening is achievable, although
the only known such scheme requires encryption to be a quantum algorithm [34]. Additionally there
is a generic transform that takes any sender-deniable encryption scheme to a receiver-deniable encryp-
tion scheme by adding extra interaction (so it is no longer non-interactive, bypassing the impossibility
result) [28], and there are interactive schemes achieving deniability with bi-opening [33].

If the requirement that a given ciphertext can be opened to any message is weakened to, for instance,
only two predetermined messages (under two different keys), one can construct non-interactive schemes
with this limited deniability functionality. Several common blockcipher modes-of-operation, including
AES-GCM, sport such deniability-like properties [56], and prior works have rather focused on how to rid
these schemes of that deniability, and thus achieve fully committing authenticated encryption [40,56].

Full ISO-CPA and friends. Bohl et al. [19] noted how allowing resampling to be inefficient leads to a
significantly stronger notion of ISO. They named the resulting notion “Full” ISO (fISO), and showed that
fISO-CPA® and SSO-CPA® are incomparable. No scheme to date has been shown to achieve fISO-CPA
(not even for transmission openings, though it has mainly been studied for sender openings, see Open
Problem 14) and, as allowing inefficient resampling seems to yield an artificially strong notion of security,
fISO has mostly fallen out of favour. fISO therefore sits outside of our main hierarchy (Fig. 16).
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Open Problem 14. Is fISO-CPA achievable in the presence of sender, receiver, or transmission open-
ing?

A closely related notion, which we will refer to as Full AND (fAND), works exactly as Full ISO, except
that in the challenge phase (see oracle C in Fig. 8), the adversary gets to see both the original and the
resampled messages [102]. Although (non-full) AND-CPA® and ISO-CPA® are equivalent, fAND turns
out to be unachievable (for public key spaces supporting X-protocols) [102]. Furthermore, the proof that
fAND-CPA is unachievable arlready holds in the presence of transmission opening (by inspection), in
stark contrast to AND-CPA?, which is equivalent to IND-CPA (Thm. 7). These results are summarized
in Fig. 18, with the large red crosses representing unachievability.

The unachievability of fAND-CPA¢ lends support to our belief that fISO-CPA® is an unachievable
notion and that its abandonment is warranted.

5 Constructions

The literature is rich with constructions achieving the various notions of the hierarchy, from well-
known constructions achieving IND-CPA at the bottom, to the unachievable-without-programming
k-NCE-CCA® at the top.

In this section, we survey the state of the art, and group families of constructions based on their
main underlying assumption. In addition, we identify a ROM construction technique due to Bellare and
Rogaway [12], henceforth Bellare-Rogaway Encryption (BRE).

5.1 Bellare-Rogaway Encryption

Bellare-Rogaway Encryption combines a random oracle with one-time pad encryption, and the technique
is as simple as it is elegant. It gives highly efficient schemes with very strong security guarantees, with
two important caveats: first, the security proof relies on programming random oracles (which as we
have seen is necessary to achieve simulatability with receiver opening, see Sect. 3.5-Sect. 3.6); and
second, that the security reduces to one-wayness of a Key Encapsulation Mechanism (KEM) in the
presence of plaintext checking attacks (OW-PCA), rather than just CPA. Such KEMs can be instantiated
with the GapCDH assumption, or other such “gap” assumptions that exploit (conjectured) differences
between computational and decisional hardness; there are also generic transformations taking OW-CPA
to OW-PCA in the (Q)ROM [71]. OW-PCA has furthermore been shown to be necessary to prove CCA
security of common BRE schemes [109] like REACT [101].

It goes as follows: let encryption, on input a public key pk and message m, encapsulate a seed Kyem
as c¢1, and let the seed be fed to an extendable output function (XOF) F to retrieve a pseudorandom
bitstring Ko, of length m; then, use Ko as key for one-time padding (OTP) the message, yielding co;
the ciphertext ¢ is the tuple (c1, ¢2). Decryption essentially repeats the process: decapsulate ¢; to recover
seed Kyem, compute Kop, and one-time pad it with ¢z to recover m. As indicated by the notation, key
encapsulation mechanisms (KEMs) are optimal primitives for instantiating such schemes, provided they
achieve OW-PCA. (Bellare and Rogaway originally employed trapdoor permutations in place of KEMs,
for which plaintext checking comes for free [12].)

When modelling F as a random oracle, reprogramming enables a simulator: upon encryption, it
simply chooses the message encryptions cs uniformly at random, and stores it for later. The properties
of the OTP then ensure that, for any message m and ciphertext co, there exists a key Ko, such that
m @ Koip = c2. Thus, when this message is later revealed to the simulator, it can simply reprogram F
such that on input seed Kiem, the key Ko, = m & ¢y is output. (If CCA-security is desired, the seed
can be expanded to include a MAC key, with which the message can be authenticated.)

An adversary can notice the simulation by querying the random oracle on the correct seed before
the message is revealed to the simulator, disrupting the planned programming. Thus, the security of the
construction reduces to the one-wayness of the KEM: if a reduction can recognize such a query (through
the use of the plaintext-checking oracle), then it can win the OW-PCA game.

To summarize: BRE is the combination of a KEM, a XOF modelled as an RO, the OTP, and possibly
a MAC, with the proof relying on the ability of a simulator to make an OTP ciphertext decrypt to any
message by programming the random oracle.

The BRE technique has appeared numerous times, including;:

— to achieve IND-CPA and IND-CCA security (as originally conceived) [12];
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— generalized as the REACT transformation, which takes any OW-PCA PKE to an IND-CCA PKE [101]
and which also allows for other symmetric schemes in place of the OTP;

— modularized as a TagKEM hybrid PKE achieving tight multi-instance IND-CCA security [23];

— to achieve k-SSO-CCA with sender [66], receiver [93], and bi-opening [91];

— to achieve (single-user) NCE with bi-opening in both CPA [100] and CCA [24,25] settings.

While terminology and implementation details often differ between the constructions (particularly
in how exactly they achieve CCA security, for example by use of encrypt-then-MAC [23,66,79,91,101],
or by use of MAC-and-encrypt [25]), these schemes all share the same underlying idea. As we see, the
technique is very powerful, as it comes close to achieving the strongest notion of our hierarchy: Camenisch
et al. [25] gave a construction achieving 1-NCE-CCA®, although generalizing to multiple users remains
open.

Open Problem 15. How can the BRE technique be used to achieve k-NCE-CCA® for k > 17

On another note, as pointed out by Jaeger [82], the issue with modularity in the context of NCE lies
with challenges in keeping random oracle programming consistent through multiple reductions. (And to
paraphrase Krawczyk [89], modularity is simplicity’s best friend.) As we have seen (Sect. 3.6), Jaeger
resolved this issue by upgrading to notions of SIM*, i.e. notions of a priori simulatability in which all
players—simulators, adversaries and reductions alike—are given the ability to reprogram the random
oracle, facilitating consistent programming across several game hops. Such an approach could allow for
a modularized BRE technique, for instance by first transforming the OW-PCA KEM into a suitably
K-SIM*-CCA® secure TagKEM, and then show that combining it with the OTP yields a hybrid PKE
that also achieves k-SIM*-CCA® (taking inspiration from Brunetta et al. [23]).

Open Problem 16. To what extent can the BRE technique be used to achieve xk-SIM*-CCA® in a
modular manner?

5.2 Other Constructions

Although the BRE technique gives simple and efficient constructions achieving one of the strongest
notions of the hierarchy, modelling a primitive like the XOF as a programmable random oracle is,
admittedly, a leap of faith; preferably, results are stated in the standard model, reducing to standard
(falsifiable) assumptions, such as the pseudorandomness of the XOF’s output or the intractability of
finding colliding inputs (for a sufficiently long XOF output).

While neither NCEx nor SSOx is achievable in the standard model, there is a rich literature of
constructions that do in ideal models, as well as those that achieve the various other notions in the
standard model. Roughly speaking, moving down the hierarchy and/or from bi-openings to receiver or
sender openings usually makes achievability easier in the sense of allowing simpler constructions based
on weaker assumptions.

We provide an overview of the various constructions next: Table 2 groups constructions together
in families based on their model, underlying assumption, or general approach, and places them in the
hierarchy based on the strongest notion that a member of a family has been shown to achieve.

For the ideal models, we primarily consider the aforementioned programmable random oracle model [12],
where specifically the simulator is allowed to program (cf. programming by a reduction [46]). An alter-
native to the programmable ROM is the programmable Ideal Cipher Model (ICM). In the ideal cipher
model, a symmetric cipher is modelled as a family of random permutations; the ideal cipher model is
primarily known from its non-programming incarnation [18,107,112], with programming relatively rare
(whereas for random oracles, programming is fairly established). In Table 2, we concentrate on the ideal
model being used by the various constructions. Obviously, there will still be a standard computational
assumption needed; these will be explained in the accompanying text.

For constructions in the standard model, a wide variety of different primitives and hardness assump-
tions have been used to construct PKE schemes secure against various types and notions of opening.
These underpinning principles are listed below.

— Lossy Encryption (LE) [10], a PKE scheme with an additional “lossy key generation” algorithm, such
that 1) lossy keypairs are indistinguishable from normal ones, and 2) ciphertexts produced under
lossy keys statistically hide the message. It follows that correctness cannot hold for lossy keypairs;
informally speaking, encrypting with a lossy key should produce only garbage. It also follows that
for any lossy keypair (pk,sk), ciphertext ¢, and message m, there exists (with high probability)
randomness r such that encrypting m under lossy key pk and randomness r results in ¢, (thus
revealing r opens ¢ to m).
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Table 2. An overview of the state of the art of constructions achieving the various notions (arrows point in the
direction of superseding results). Highlighted in red are impossibility results, and in blue settings concerned with
tightness (a priori indistinguishability); constructions that additionally achieve CCA security are highlighted in
bold.
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— Lossy Encryption with Efficient Opening (LEEO) [10], an LE scheme for which opening, as described
above, can be done efficiently.

— All-But-Many Lossy Trapdoor Functions (ABM-LTF) [70], generalizations of Lossy Trapdoor Func-
tions (LTFs) [104], themselves generalizations of trapdoor functions enhanced to two modes of oper-
ation: either, given access to a trapdoor, the entire pre-image can be recovered from the image, or a
statistically significant amount of information about the pre-image is unrecoverable from the image
and trapdoor alone; the two functionalities should furthermore be indistinguishable without access
to the trapdoor. Thus they resemble lossy encryption as described above, and can indeed be used to
instantiate LE schemes [10]. All-but-many LTFs are LTF's that are additionally parametrized by tags,
which can be either injective or lossy, yielding injective or lossy trapdoor functions, respectively. A
master trapdoor allows for the generation of an arbitrary number of lossy tags, while the production
of lossy tags should be infeasible without access to the master trapdoor.

— Hash Proof Systems (HPS) [36], a primitive hailing back to the Cramer—Shoup encryption scheme [35]
that resembles a non-interactive, designated verifier zero-knowledge proof system. HPS come in
universal and weak [61] variants, with the latter resembling a KEM variant of lossy encryption [87].

— Tailored KEM (TailKEM) [95], KEMs with two additional properties: firstly, the support of the
encapsulation algorithm should cover only a small subset of the full ciphertext space, and secondly,
an ephemeral key and its encapsulation, as output by the encapsulation algorithm, should be indis-
tinguishable from elements chosen uniformly at random from the respective spaces; additionally, the
TailKEM should satisfy a “tailored” variant of CCCA security [74].

— the Matrix Decisional Diffie-Hellman assumption (MDDH) [44], which is a generalization of DDH
and the n-linear assumption (nLin) [74].

As shown in Sect. 3, each layer of the hierarchy implies the layers below (conjectured in the case of
SSO-CCA = ISO-CCA, see Open Problem 5). Therefore, any construction that achieves a notion in the
hierarchy will also achieve the notions below it; and likewise, any construction achieving security under
bi-opening trivially achieves security under receiver and sender (and transmission) openings. For brevity,
we restrict Table 2 to show the most general placement(s) for each category only, with arrows pointing
to stronger results. We make an exception for a priori indistinguishability, as asymptotically speaking
these notions are all achieved by any IND-CPA/IND-CCA PKE scheme, and hence we focus on works
explicitly targeting tightness under the notion in question (highlighted in blue in Table 2).

We will work our way through Table 2 next, first covering idealized settings, then achievability in the
standard model for each of the notions going down the hierarchy (left to right in the table), before finishing
with the quest for tightness in the a priori indistinguishability setting. Formal treatments of the various
construction families are beyond our scope, as is comparing schemes in terms of efficiency and useability;
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we will restrict ourselves to brief summaries of each, highlighting open questions of achievability as we
go along.

On achievability. When we speak of a notion being achievable, we mean that, under some common
computational assumption, there exists an efficient construction achieving (asymptotic) security under
the notion, for arbitrary message spaces and for any number of challenges. As neither NCEx nor SSOx
can be achieved in the standard model so generally (as private key lengths would have to exceed the
total number of bits to be encrypted), several standard model constructions only support polynomially
sized message spaces [10,60,63,73,78,86,91,96]. These constructions, while potentially useful for limited
applications, do not appear in Table 2.

On tightness. So far, we have used the term “tight” to mean that the multiplicative loss of a concrete
bound equals 1. In the following we will instead adopt the asymptotic convention of Han et al. [58] and
say that a bound is “tight” if the multiplicative loss is independent of the number of oracle queries g,
the number of users k, and the security parameter A\, and “almost-tight” if the loss is independent of ¢
and x and at most linear in A.

Ideal model constructions. We consider various ideal models that allow programming, such as the
Random Oracle Model (ROM) [12] and the Ideal Cipher Model (ICM).

Further ROM constructions. Hotheinz et al. [77] showed that for a large class of group-based PKE
constructions, IND-CPA implies ISO-CPA® when some hash function in the PKE construction is mod-
elled as a non-programmable random oracle and the underlying group is treated generically using a
programmable interpretation of Shoup’s Generic Group Model (GGM) [108].

Heuer et al. [66] showed that RSA-OAEP [13] achieves SSO-CCA®, and that the DHIES transfor-
mation [1], originally shown to take a OW-PCA KEM to a IND-CCA PKE in the ROM, actually yields
PKE schemes achieving SSO-CCA®. Whether these constructions achieve even stronger notions remains
open.

Open Problem 17. Do the OAEP and DHIES transformations yield PKFE schemes achieving k-NCE-CCA® ?
What about k-NCE-CCA® ¢

Heuer [65] showed that the Fujisaki-Okamoto (FO) transformation [48] turns a OW-CPA PKE sat-
isfying a certain condition (y-spreadness) into an ISO-CCA® secure PKE. Pan et al. [103] gave three
constructions that tightly (and compactly) achieve SSO-CCA® in the ROM, based on the Compu-
tational Diffie-Hellman (CDH) assumption, the Strong CDH assumption, and the DDH assumption,
respectively. They furthermore showed that the FO transformation tightly turns any LE scheme into
an ISO-CCA® secure scheme, and any LEEO scheme tightly into an SSO-CCA® secure scheme. More
recently, Jaeger [82] showed that the FO transformation turns any OW-PCA KEM into a x-SIM*-CCA®
secure PKE, which tightly implies k-NCE-CCA® security (see Sect. 3.6).

ICM constructions. The programmable ICM allows for strong security guarantees for schemes that
already see widespread use, such as KEM/DEM hybrid encryption (with the DEM based on the ideal
cipher). The constructions below achieve SSO® and SSOx, respectively (neither construction seems to
achieve SSO®).

Heuer et al. [67] show that any hybrid PKE combining an IND-CCA secure KEM with an NCE-
like data encapsulation mechanism (“simulatable” DEM) satisfies SSO-CCA®. They go on to show
that common blockcipher modes of operation such as CTR, CBC, CCM, and GCM achieve this non-
committing property in the programmable ideal cipher model.

Huang et al. [78] show that the Canetti-Halevi-Katz (CHK) transformation [30], originally taking
any CPA-secure identity-based encryption (IBE) [106] to an IND-CCA secure PKE in the standard
model, gives PKE schemes achieving k-SSO-CCAx when instantiated with an IBE satisfying the IBE
equivalent of SSO-CPAx; such IBE schemes are then constructed in the programmable ideal cipher model.
However, the CHK transformation does not seem to apply to the sender opening setting [64], making it
a less promising route towards bi-opening resilience.
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A priori simulatability (NCE) in the standard model. As already covered (Sect. 3.6), a priori
simulatability is not achieveable in the standard model in the presence of receiver openings, nor, as a
consequence, for bi-openings (see Sect. 3.6). For sender openings only however, the situation is differ-
ent: Fehr et al. [45] gave constructions that achieve NCE-CPA® and NCE-CCA®, respectively, in the
standard model, from HPS for the former, and from HPS combined with a new primitive called a Cross-
Authentication Code (XAC) for the latter. (Interestingly, neither scheme satisfies perfect correctness,
cf. Remark 1.)

A variant of NCE has been studied under a restriction wherein each ciphertext need only be decrypt-
able to one of £ pre-determined messages [49,62]. For ¢ sufficiently small, the standard model impossibility
of NCEx is thus bypassed. We view the possibilities and limitations of such notions in the standard model
as an interesting avenue for further exploration.

Canetti et al. [31] provided an alternative path to overcoming the standard-model impossibility of
NCE®, namely by letting the private key evolve over time (while keeping the public key fixed). How-
ever, their solution does rely on the secure erasure of older private key material, making it somewhat
unsatisfactory.

A posteriori simulatability (SSO) in the standard model. Similarly to NCE, we have seen in
Sect. 3.5 that a posteriori simulatability is unachievable in the standard model in the presence of receeiver
openings, and so we will only discuss constructions for SSO® below.

SSO® from LEEO. Bellare et al. [10] defined lossy encryption, and showed that lossy encryption suffices
to achieve ISO-CPA® (without being necessary [102]); if opening is furthermore efficient, then the re-
sulting LEEO scheme achieves SSO-CPA®. They go on to show that such schemes can be constructed in
the standard model; indeed, they observe that the classical Goldwasser—Micali encryption scheme [55],
based on the quadratic residuosity assumption, is a lossy encryption scheme with efficient opening.

BY12 later updated their definition of k-SSO-CPA® to include multiple challenges, users, and stateful
samplers (as detailed in Sect. 3.4), and showed that LEEO achieves also this updated notion (at an
additional security loss in the number of users and challenges) [16, Thm. 6.2].

Although LEEO on its own does not suffice to argue SSO-CCA® security [45], there are specific
LEEO schemes achieving SSO-CCA® [94], see below.

SSO® from ABM-LTF. Hofheinz [70] showed that SSO-CCA® can be achieved from ABM-LTFs, and
that ABM-LTFs can be constructed from the Decisional Composite Residuosity (DCR) assumption.
(They do so by first showing that the scheme satisfies ISO-CCA®, and then by constructing an efficient
opener, making the scheme a LEEO.)

Libert et al. [94] later achieved an almost-tight reduction from ABM-LTFs to SSO-CCAQ®, by the
construction of a CCA-secure LEEO, while simultaneously constructing ABM-LTF's from Learning With
Errors (LWE); however their construction relied on a non-standard PRF property, achieved through
reduction to a stronger-than-usual LWE assumption (Non-uniform LWE [21]).

SSO® from TailKEM. Generalizing the approach of Fehr et al. (see NCE in the standard model paragraph
above), Liu et al. [95] introduced TailKEMs and showed how they could be used to construct PKE
schemes that achieve SSO-CCA® in the standard model. They furthermore showed that TailKEMs
can be instantiated from HPS, indistinguishability obfuscation (10 [4], obfuscating programs so that an
adversary with white-box access to the program learns nothing beyond its input—output behaviour, for
some definition of “learning nothing”), or nLin.

Subsequently, Lyu et al. [97] showed that further refining the definition to cover multiple instances
allows for a tight proof of security, and that such refined TailKEMs can be almost-tightly instantiated
from MDDH.

A posteriori indistinguishability (ISO) in the standard model. While SSOx is unachievable in
the standard model, ISOx has been achieved in the standard model, as detailed below; as has ISO®,
though not ISO® (see Open Problem 19).

On a similar note, for sender opening, the impossibility for committing (binding) schemes to achieve
SSO-CPA® does not hold for ISO-CPA® [9,10].
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Generic transformation from IND-CPA to k-ISO-CCAx. Jia et al. [87] gave a generic way to lift any
k-ISO-CPAx scheme to x-ISO-CCAx in the standard model based on the Naor—Yung paradigm [99],
combining the CPA scheme with an IND-CCA scheme and a non-interactive zero-knowledge proof.
Combined with a k-ISO-CPAx construction from any weak HPS, and Hazay et al.’s construction of weak
HPS from any IND-CPA PKE [61], we get a transformation taking any IND-CPA secure PKE to a
k-ISO-CCAx secure PKE in the standard model.

Interestingly, the xk-ISO-CPAx construction [61] was originally aimed at achieving bounded leakage
resilience [42], begging the question whether it hints to deeper connections between the two fields of
study.

Open Problem 18. How do notions of leakage resilience relate to notions of selective opening attacks?

ISOx from HPS. In addition to the above-mentioned transformation, Jia et al. [87] showed that the
HPS-based schemes due to Cramer and Shoup [36] achieve £-ISO-CCAx.

ISO® from LE. As mentioned, Bellare et al. [10] showed that lossy encryption achieves ISO-CPA® even
if opening is not efficient. They furthermore showed that, aside from the Goldwasser—Micali encryption
scheme (see LEEO paragraph above), LE schemes can be instantiated in the standard model from the
DDH assumption, as well as from lossy trapdoor functions. As mentioned in Sect. 3.4, BY12 later updated
their security notions to include multiple users and challenges, and showed that the same constructions
achieve multi-user, multi-challenge ISO-CPA®.

ISO® from ABM-LTF. Hotheinz [70] constructed an ABM-LTF not only from the DCR assumption,
but also from pairings,which then yielded a PKE scheme achieving ISO-CCA®. As the pairing-based
ABM-LTF is not known to support efficient opening, its SSO-CCAx security is left open (unlike the
aforementioned DCR-based scheme).

Boyen et al. [22] constructed ABM-LTFs from LWE, yielding a PKE construction achieving ISO-CCA®.
While their scheme achieves a potentially weaker notion of security from LWE compared to the concur-
rent work Libert et al. [94] (ISO-CCA® vs. SSO-CCA®, see SSO section above), it does have a tight
security reduction to standard hardness assumptions.

On the possibility of ISO®. As both ISO® and ISOx are achievable in the standard model, it stands
to reason that a posteriori simulatability with bi-opening is as well, though such a scheme has yet to
appear. Given that there are respective HPS schemes achieving ISO® [87] and ISO* [45] in the standard
model, possibly ISO® can be achieved from the same primitive in the standard model.

Indeed, Lai et al. [91] gave a standard model HPS construction targeting SSO-CCA under a variant
of bi-opening called weak bi-opening (see Sect. 4.5); as their security notion implies k-SSO-CCAx, their
construction is bound by that notion’s impossibility result, and indeed their scheme requires private keys
whose size is lower bounded by the total number of bits to be encrypted.

Open Problem 19. How can a posteriori indistinguishability with bi-openings (k-ISO-CPA® /k-ISO-CCA®)
be achieved in the standard model?

A priori indistinguishability (IND) and tightness. There are of course many schemes that achieve
a priori indistinguishability with openings: being polynomially equivalent to single-user, single-challenge
IND-CPA (resp. IND-CCA) make the notions mainly interesting in the context of concrete security and
tightness.

Early constructions of tightly secure PKE in the multi-user setting did not consider openings [50,52,
72], yet results establishing that blackbox reductions cannot be tight do rely on receiver opening [3].

Nonetheless, only a few works have to date targeted tight a priori indistinguishability with receiver
openings. The first one is a Naor—Yung [99] inspired hybrid PKE that tightly achieves x-IND-CCAx*
in the programmable ROM [92]. The second is a PKE employing a generalization of HPS known as
Quasi-Adaptive HPS [59], that achieves k-IND-CCA* with an almost-tight reduction to MDDH in the
standard model [58].

No scheme to date has tightly achieved INDx, for either CPA or CCA, in the standard model.

Open Problem 20. How can k-IND-CPAx/k-IND-CCAx be achieved tightly in the standard model?

(Note that any scheme tightly achieving ISOx would also achieve tightness under INDx via Thm. 4.)
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Regarding IND® and IND®. We introduced a priori indistinguishability notions with sender and receiver
opening in Sect. 3.3, and so, naturally, the degree to which tightness under these multiple-challenge-bit
security notions can be achieved has not been much studied. However, given that there are schemes
that tightly achieve ISO-CCA® in the standard model [22], and given that ISO-CCA® tightly implies
B-IND-CCAQ® as follows from Thm. 8 (for x = 1, ignoring the receiver opening oracle), we conclude that
the latter notion is also tightly achievable.

Corollary 3. -IND-CCAO® is tightly achievable in the standard model.

Security under multi-challenge-bit indistinguishability notions has also been studied in the context
of multi-instance security [11], where tightness was recently achieved in the programmable ROM by
Brunetta et al. [23] from a BRE-like hybrid PKE (see Sect. 5.1). Multi-instance security notions fix
one challenge bit per key (as opposed to the more general free-bit approach of our notions) and do not
consider sender openings. We nonetheless conjecture that there are BRE schemes that tightly achieve
(k, B)-IND-CPA®.

Open Problem 21. Can we (almost-)tightly achieve (k, 3)-IND-CPA® in 1) the ROM? 2) the standard
model? What about for CCA?
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A 1ISO Tightly Implies IND with Bi-openings

From the fact that (k,3)-IND-CCA® is implied by x-IND-CCAx with a 8 loss (Thm. 3), we concluded
in Sect. 3.4 that x-ISO-CCAx implies (k,3)-IND-CCA® with a 2 - 3 security loss. We next show that
there is a message sampler such that the reduction only loses a factor 2.

Lemma 6. Let M, be as given in Fig. 19 (left): its input o is interpeted as (j,mo,m1), where the
message pair mo,my s subject to |mg| = |m1|, and index j is subject to j € [B]. On first invocation
(when s = ¢), it draws s < {0,1}? and, on all invocations, on input a = (j,mo,my), it returns M5
Let S be its ideal resampler.

Consider S (Fig. 19, right) that on input (A,L, J,M°[J]), for each compromised call sets s'[j] + s[j]
for the relevant j, and for uncompromised j draws s'[j] < {0,1}, and appends mg ;) to the resampled
message vector M'; and, once this process is completed for all challenge calls, returns M*.

Then S =S.

Proof. By inspection.

Theorem 8. Let PKE[)] be given, and let M) be as given in Lemma 6. Then there is a type-preserving
black-box reduction Bis, such that, for all Aing,

k,3)-ind-ccal -iso-
Advl(’KEE/\] ®(Aind) <2 AdvglésEo[;]?l?/%(Biso) )

where Big, calls Ajq once.

The proof follows in the vein of that of Thm. 4, only updated to accomodate the message sampler given
in Lemma 6 and the more general experiments.

Proof. Without loss of generality, we may assume that the adversary Aj,q does not call Ea (i, 7, mo, m1)
with either |mg| # |mi| or mg = my, and that if A;,q outputs guess (7, l;,) then Aj,q made a call
to £ with bit handle j at least once, and did not compromise b; through calls to its opening oracles.
Technically, one can create an intermediate reduction Bj,q that runs A;,q and, playing the same game,
forwards everything to its own oracles but those pointless calls to £ (which it can easily simulate), and
in the event that Aj,q either halts with an index j that has not been challenged, or halts with an index j
that has been compromised, or tries to compromise the last uncompromised challenge bit, Bj,q chooses a
bit handle j’ that has been challenged at least once (making an extra call to £ in the case that Ajpq halts
without ever calling £), samples l;jr +${0,1}, and terminates with the output (j’,lA)]v)‘ By inspection,
Bina’s advantage is at least Aj,qg’s.
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Sampler M, (j,mo,m1)  Resampler S(A,L, 7, M°[J])

if s=¢c:5++s{0,1}° for ke J :
return myj; (4, M0, m1) < A[K]
if '[j]=cAmo#mi:
if 3b € {0,1} s.t. MO[k] = my : §'[j] < b
else return #
for k € |4 :
(4, mo, m1) < Alk]
if s'[j] = :5'[j] +s{0,1}
M M/ (5]

return M

Fig.19. The M and S of Lemma 6.

Reduction Bigo(pky, - .., pk,) If Aing calls (4, j, mo, m1)
k<« 0 if |mo| # |m1| : return #
(3,30 ¢ AT TS (pky, k) R R LRk
ifkj :8:5<—${0,1} a(_(j7m07m1))A(_a
else : M« C ¢+ &p(i,a)

return c

(4, mo, m1) < Alk;]
if MP[k;] = mapy s b0
else : b+« 1

return b
Fig. 20. The reduction Bjs, simulating Expé';’é)/\’]ind’“a® for Aina. The decryption oracle and opening oracles are
simply forwarded.

Let Bis, be as given in Fig. 20: if Ajq calls Ea(4,j, mo, m1), subject to both |mg| = |m;| and
mo # ma, it sets a = (j,mo, m1) and calls Eg (i, ), returning the resulting ¢; if Aj,q calls any other
oracles, Bjg, forwards the call and returns the result. When A;,q halts with a guess §[j], Biso calls C and
receives M. Since Big, can maintain its own perfect copy of A, it can check whether calls made to bit
handle j are consistent with the guess §[j] (checking one such call suffices, as the rest are guaranteed to
be consistent with it). If so, Big, halts with output b=0 (indicating a guess that the returned messages
were the real ones), otherwise Big, halts with output b=1.

We can rephrase Bis,’s distinguishing advantage

Advie s (Biso) = Pr[p =0 [b=0] = Pr[h=0 b =1]
and analyse each term individually. Based on Bis,’s description, and given the assumptions that j was
used as part of at least one challenge oracle call, the event b=0is equivalent to the event M° (k5] = mapy),
where k; represents the last call to £ using bit handle j, and mg, m; are the messages that were provided
for that call.

If b = 0, then M°[k;] = m;}, and so (given our assumption that calls are not made with mg = m)
the first term is equivalent to Pr[3[j] = s[j] |b = 0]. At this point the conditional becomes irrelevant,
as it is independent of both § and s (jointly). Finally, Pr[3[j] = s[j]] equals Pr [Expéﬁs[);jnd'“w(Aind)]
as, by design of Bjs,, and M, Aj,, is provided with an environment that perfectly matches that of
E pé’?émnd'cca@(% where the individual bits of M’s bit string s play the role of the challenge bits, one
free choice of which Aj,q has to guess. Thus,

Prlh=0 ’ b= 0] = Pr[Expdh" (M) -

If b = 1, then M'[k;] = my;}, so the second term is equivalent to Pr[3[j] = s'[j] |[b=1]. As we
assumed Aj,q did not make opening oracle calls that would compromise s[j], S will have drawn s’ 4]
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uniformly at random, independently of §[j]. Thus,
Prfb=o0|b=1] -
Putting the pieces together, we obtain

2 AR (Br) = 2 Pr B ()] 1

> Advieh e (Aina)

where the final inequality takes into account the intermediate Bi,q reduction to justify our assumption
on Ajpg’s behaviour (from the beginning of the proof). O
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